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Abstract

We present GKMPAN, an efficient and scalable group rekeyiogogol for secure multicast in ad
hoc networks. Our protocol exploits the property of ad hdeweks that each member of a group is both
a host and a router, and distributes the group key to memlukysnga a secure hop-by-hop propagation
scheme. A probabilistic scheme based on pre-deployed synorkeys is used for implementing secure
channels between members for group key distribution. GKMRAso includes a novel distributed
scheme for efficiently updating the pre-deployed keys. GRMmPas three attractive properties. First,
it is significantly more efficient than group rekeying schertteat were adapted from those proposed for
wired networks. Second, GKMPAN has the propertyaftial statelessnesshat is, a node can decode
the current group key even if it has missed a certain numbgrefious group rekeying operations.
This makes it very attractive for ad hoc networks where nodag lose packets due to transmission link
errors or temporary network partitions. Third, in GKMPANtkey server does not need any information
about the topology of the ad hoc network or the geographiatioc of the members of the group. We
study the security and performance of GKMPAN through detb#lnalysis and simulation; we have also
implemented GKMPAN in a sensor network testbed.

1 Introduction

Many applications of ad hoc networks involve collaborative computing aradagge humber of nodes and
are thus group-oriented in nature. Examples of such applications inchaddication of fire fighters in a
rescue task or coordination of soldiers during a battle. For deploying aplications in an adversarial
environment such as a battlefield or even in many civilian commercial scendri® necessary to provide
support for secure group communication. In this paper, we addresstheeof providing confidentiality for
group communication in ad hoc networks.

The most efficient approach for achieving confidential group commtioite to use a symmetric group
key that is shared by all the nodes for data encryption. This appraagéver introduces the problem of
group rekeyingi.e., the group key must be updated and redistributed to all the remaining mo@secure,
reliable, and timely fashion when group membership changes. This probleirelen studied extensively in
the context of secure multicast in wired networks and several scalapla&eagement protocols have been
proposed, e.g., OFT [3], Subset-Difference [18], LKH [27], akKHE22]. However, these approaches are
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not directly applicable to ad hoc networks, because the communicationerasbge can become very high
for a large ad hoc network with very dynamic group membership. So fgrfeer group rekeying schemes
have been proposed for ad hoc networks. They either use publitekbpiques [11], or adapt the LKH
scheme for ad hoc networks [16]. Public-key based schemes [1hj@e expensive than symmetric-key
based schemes in both communication and computation. The adapted LKH g&bgimeurs the computa-
tional and communication cost that is of the same order as the LKH schemé/[@&over, the LKH-based
schemes [3, 16, 27] have the disadvantagstatfefulgroup rekeying schemes that a node that has missed
a group rekeying operation will need to obtain previously transmitted kesyptian keys in order to be
able to decrypt the current group key. This may involve requesting theéwer for retransmission of any
missing key encryption keys, which is highly undesirable in a multi-hop wireletsork.

In this paper, we present a scalable and efficient group rekeyingqmo GKMPAN) for ad hoc net-
works based solely on symmetric key techniqgues. GKMPAN exploits the gyopean ad-hoc network
that member nodes are both hosts and routers. In IP Multicast, all grouperearie end hosts, and they
have no responsibility for forwarding keying materials to other group mesnleicontrast, for group com-
munication in an ad hoc network, the members of the group also act as roA®such, in GKMPAN
the key server only has to deliver the new group key securely to thepgnembers that are its immediate
neighbors, and these neighbors then forward the new group kesegetautheir own neighboring members.
In this way, a group key can be propagated to all the members. Becargenede only needs to receive
one encryption of the group key, the average transmission cost peisiode key independent of the group
size.

For the above scheme to work, a fundamental requirement is the existeaceeoure channel be-
tween every pair of neighboring nodes. GKMPAN provides securaraia through probabilistic key pre-
deployment. The technique of probabilistic key pre-deployment has Ippdiedin several studies [6, 8, 33];
however, to the best of our knowledge, none of these studies addegissue of updating the pre-deployed
keys. Updating the predeployed keys is critical in order to prevent thgommmised and revoked nodes
from launching a collusive attack in which they pool together their keys wélgthal of jeopardizing the se-
cure channels between other nodes. Without key updating, both tleemarfce and security of the system
will degrade greatly with the number of compromised nodes. To addressghés ise present an efficient
distributed key updating scheme for updating any compromised channels.

The contributions of this paper are two-fold. First, GKMPAN, which basadsymmetric key tech-
nigues, is significantly more communication-efficient than previous appesdd 6, 27] for group rekeying
when used for ad hoc networks. It also has the properpadial statelessnesshat is, a node can decode
the current group key even if it has missed a certain number of previoup gekeying operations. This
makes it very attractive for ad hoc networks where nodes may losetgatketo transmission link errors or
temporary network partitions. Moreover, unlike the LKH-based schenis6 GKMPAN does not require
any information about the topology of the ad hoc network or the geogrémtation of the members of the
group.

Second, the key update scheme of GKMPAN can also be used to increasétistness of other proba-
bilistic key pre-deployment based schemes [6, 8, 33] to more node compwli'en compromised nodes
can be detected.

The rest of this paper is organized as follows. An overview and the gobtietails of GKMPAN as well
as security analysis are presented in Section 2. We analyze and evalpatédtenance in Section 3. The
related work are described in Section 4. Finally, Section 5 concludes {hés.pa



2 TheGroup Rekeying Protocol

In this section, we describe three different schemes for group rakey@rbasic scheme, and two extensions
of the basic scheme that result in improved security and performancerstgisicuss our assumptions and
present a brief overview of our protocol, then describe its operatioreizitgr details.

2.1 Network and Security Assumptions

Network Assumptions The communication model we consider is group-oriented communication; that is,
messages are addressed to all the members. For the ease of presdnt#tisrgection, we assume that
all nodes in an ad hoc network are members of a group. In Section 2.5 aesslisow this scheme can
be extended for networks where not all nodes are members of a gFouecure group communication,
a group-wide symmetric key is used to encrypt group broadcast massdge that using pairwise shared
keys for securing group communication does not improve security in casopato a scheme based on
group keys. This is because under both schemes an adversary edfytoecompromise one node to obtain
the group data; moreover, if pairwise keys are used for securingogtata, a node will have to perform
decryptions and re-encryptions for the data packets it is forwardingueitheless, if the network needs
to provide pairwise keys for private communication between pairs of nadesan directly employ the
probabilistic pairwise key establishment scheme in [33] without making anti@ual security and network
assumptions.

We assume that the resources of a node, such as power, computatidr@munication capacity,
and storage are relatively constrained; thus a node neither can pfiblid-key operations nor has space
for storing pre-deployed pairwise shared keys for all the nodes indheonk. However, we assume that
every node has space for storing hundreds of bytes or a few kilobyte=ying materials, depending on
the security requirements. One type of such nodes is the current enerasensor nodes (e.g., Berkeley
Mica2 motes [29] with 8BMHZ CPU and 4K RAM).

Security Assumptionsand Attack Models We assume that there is a group manager (or multiple collab-
orative managers for fault tolerance and compromise resilience [1Rnfaaging the group membership.
Under our protocol, a group rekeying is initiated by the group managea(led key server hereafter) to re-
voke one or multiple nodes. We do not specify the cause (e.g., policy ehawger compromises) for node
revocation. In particular, we do not assume that the reason for nedeatéeon must be node misbehavior
(e.g, injecting spurious packets). Unlike in sensor networks wher®isandes are often unattended, in a
mobile ad hoc network, it is more common that nodes are carried by other efgitiessoldiers, vehicles).
Therefore, a node revocation is often the result of revoking the carfri@ node. For example, if a solider

is captured by the adversary or is missing in a battlefield, other soldiersepart the event to the group
manager, which initiates a group rekeying operation to revoke the nodecchy this solider.

We do not distinguish between an attacker and a compromised node, daeaassume that an attacker
can obtain all the information stored in a compromised node. We assume,drottad a non-compromised
node can be trusted; that is, a node executes the protocol correctys iintes been compromised. Since
wireless communication is broadcast-based, we assume that an adearsagvesdrop on all traffic, inject
packets, and replay older packets. Since we assume that an adwensaake full control of compromised
nodes, an adversary may command compromised nodes to drop or altegesatssy are forwarding.

2.2 Design Goal

Given the threat model described above, in this paper, we focus wanireg agroup key recovery attack
in which an attacker’s goal is to learn the group key through eavesmh@m key distribution messages
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exchanged by group members. Several nodes whose group memiiasbigen revoked can collude in this
attack by pooling together their keys. Our goal is to design a bandwidttiegffigroup rekeying scheme

that updates the compromised keys with little performance overhead oncentipeacnised nodes are de-
tected. The scheme should enable the non-compromised nodes to refimispuoup keys injected by

compromised nodes. The scheme should also be robust to refusaldoksatacks in which compromised

nodes prevent other nodes from receiving group keys by drogainkets going through them.

2.3 Protocol Overview

Our group rekeying protocol involveskay pre-distributiorphase and sekeyingphase.

Key Pre-distribution Prior to the deployment of the ad hoc network, all nodes obtain a distinsetob
keys out of a large key pool from the key server and these keysatkas key encryption keys (KEKS)
for delivering group keys.

A rekeying operation itself involves three steps: authenticated revocatitification, secure group key
distribution and key updating.

Authenticated Node Revocation When the key server decides to revoke a node, it broadcasts atiemoca
notice to the network in an authenticated way.

Secure Key Distribution The key server generates and distributes a new groupikeyThe key K is
propagated to all the remaining nodes in a hop-by-hop fashion, seaitfethe non-compromised
predeployed keys as KEKs.

Key Updating After a node receives and verifies the group kéyit updates its own KEKs based @f.

2.4 SchemesFor Group Rekeying

Notation Below are the notations that appear in the rest of this discussion.

u, v (in lower case) are principals such as communicating nodes.

R, is a set of keys that possesses, arfg is the set of key ids corresponding to the keystin
I is the set of ids of the compromised keys known to the revoked nodes.

Ip is the set of ids of all the keys in the key pd®l

{fx} is a family of pseudo-random functions [9].

e {s}, means encrypting messagwith key .

e MAC(k,s)isthe MAC of message using a symmetric kej.

2.4.1 Schemel: TheBasic Scheme

Key Pre-distribution Each node is loaded with the following information:

1. Each node: is loaded withm distinct keys from the key pod? of | keys{ki, ko, ..., k;}, and these
keys are used as KEKs. A deterministic algorithm is used to decide the siitiegs R, allocated to
nodeu. Specifically, for each node, the algorithm generatedistinct integers between 1 ahdsing
a uniform pseudo-random number generator upon the input of a no@aéde integers are the ids of
the keys for the node and the node is loaded with the keys indexed by tlsegesid result, each key
in the key pool has a probability ofi /I to be chosen by each node. Note that this construction allows
any node that knows another node’sitb determine/,,, the ids of the keys held by.

2. Eachnode is loaded with the initial group Kegythat is used for securing group-wide communications,
and an individual key that is only shared between the node and the key.se
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3. Finally, each node is loaded with the commitment (i.e., the first key) of thehaan of the key server
because we are employing TESLA [20] for broadcast authentication.

The above key predistribution technique is different from that in theipuswvork [8, 6]. In our scheme,
a node only needs to know another node’s id to be able to determine the lebyses (if any) with that
node. Since the id of a neighbor is freely available from either the mediussacontrol layer [10] or the
network layer [23], no additional cost is needed for discovering tiageshkeys. In contrast, the approach
in [8, 6] requires each node to exchange the ids of the keys it possefibeits neighbors. This is not
scalable because in a mobile ad hoc network the neighbors of a node nmgedhequently. To this end,
our approach is much more bandwidth-efficient and scalable.

Note that this key pre-distribution phase is equivalent to the member joinirggpharaditional secure
IP multicast. We will discuss node additions in more detail in Section 2.5. In thisrpeyg are mainly
concerned about group rekeying due to node revocations.

Authenticated Node Revocation To revoke a node, the key server broadcasts a notification to the network
to initiate a group rekeying. The notification must be authenticated so that ooniged nodes cannot revoke
a legitimate node or spread malicious packets that could lead to inconsistenaysichemes.

We employ TESLA [20] for broadcast authentication in our protocol dugstefficiency and tolerance
to packet loss. TESLA is based on the use of a one-way key chain aittindelayed key disclosure. To use
TESLA, we assume that all the nodes and the key server are loosely tilerggized, i.e., a node knows
the upper bound on the time synchronization error with the key server.

Let u be the node being revoked akdl be the to-be-disclosed TESLA key. The key server updates
Io = Io U I, (originally I = (). Let M be the id of the non-compromised key (i.e. keygin— I¢) that
is possessed by the maximum number of remaining nodes in the network. yreeriker generates the new
group key as foIIowsk:; = fk,, (kg), then broadcasts the following message

KeyServer — x :u, M, fkg(O),MAC(kiT,u\M|fké(O)).

We refer tofk; (0) as theverificationkey because it enables a node to verify the authenticity of the group key
k:; that it will receive later. The key server distributes the MAC keyafter one TESLA interval A node

receiving the above node revocation message and the MAGiKeyerifies the message using TESLA. It
will store the verification keyf, (0) temporarily if the verification is successful.

Secure Key Distribution  When a node: is revoked, all the keys it possesses, includiggnd the keys
in R,,, must either be changed or discarded to prevent it from accessing fytoup communications. In
our basic scheme, all the nodes butpdatek, but discard all the keys if,,.

When a node receives the node revocation notice and the MAC key that arrives B&.A interval
later, it verifies the authenticity of the notice based on TESLA. If the vetifinais successful, node
deletes its keys which have ids Ip. If nodev possessek,,, the key possessed by the maximum number
of remaining nodes, it will generate the new group k@y: fra (kg) On its own as the key server does.
Otherwise, it expects to receivg from other nodes through a secure logical path.

To explain the key distribution process, we assume a multicast deliveryaoéedrat the key server.
In practice, the delivery tree should be already in place for the distribwfiggroup data, and it can be
constructed by any appropriate multicast/broadcast routing protocol kdyhserver initiates the process

We can deploy the variant of TESLA proposed in [19] instead becauskits a receiver to verify the received messages
immediately, thus preventing possible resource consumption attacks wéezmploy the original TESLA scheme for the ease of
presentation



by sendingk:; to each of its children in the tree which does not hayg through asecure logical path
(discussed in detail below). A receiving nodean verify the key by computing and checkingfif (0) is
the same as the verification key it received earlier in the node revocatime ndhe algorithm continues
recursively down the delivery tree, i.e., each nodeat has receivedd, transmitsk;, to its own children that
have nok,, via secure logical paths.

The probability that a particular kel is allocated to a node in the key predistribution phase is equal to
m/l. Therefore, on average, the number of nodes that pogséssgiven by Nm /[ for a group size ofV.
Recall thatk,, is selected on the basis of being the key possessed by the maximum numbeesf Tihus,
the number of nodes in the network that possegss generally larger thatvm /. Therefore, a fraction
of nodes can compute the new group key independently without waiting tmbi delivered to them. To
reduce the rekeying latency and increase the reliability of delivering thvegneup key, these nodes can
also independently start propagating the new group key to their dowmstreighbors in the multicast tree.
Furthermore, the parents of these nodes do not need to trak{smithese nodes, thus saving the energy
involved in transmitting and receiviﬂq,.

Logical Path Discovery Thelogical path discoveryprocess is necessary when a node wants to forward a
new group key to its neighbors securely. We say there are logical petiivedn two nodes when (i) the two
nodes share one or more keys. We call such pditest paths. (ii) the two nodes do not share any keys, but
through other nodes they can transmit messages securely to each otheall Blch pathsdirect paths
and call the involved nodgmoxies

In our design, it is very easy to find logical paths between two nodes.e $iveckey pre-distribution
algorithm is public and deterministic, a nodean independently compufg, the set of key ids correspond-
ing to a nodev’s key set. Therefore, without pro-actively exchanging the set ofdtsiéls with others, a
node knowing the ids of its neighbors can determine not only which neigtdt@re or do not share keys
with it, but also which two neighbors share which keys. The latter knowlélgery valuable when node
u does not share any keys with a neighbor nodeecause node can ask a neighbor (say which shares
keys with each of them to act apeoxy. For example, suppose nodehares a ke¥,,,. with nodex, nodev
shares a key,, with nodez, but no shared keys exist between nadend nodey. To forward a new group
key k;, to nodev, the following steps are taken.

U— T {k’g}kw, T—U: {k;}km, U—v: {k;}km

From this example, we can see thairaxynode acts as a translator between nodes.

We call nodex in the above example nodes one-hop proxyo v. More generally, node is said to be
nodeu’s i-hop proxyif x is ¢ hops away from andz shares a key with both andv. If © andv do not have
any direct paths and indirect paths via a one-hop proxy to each other, they cam t@sising amulti-hop
proxy. Our protocol always uses any direct paths that exist between mogesference to indirect paths,
since the use of an indirect path incurs additional computational and comettionioverhead.

Security Analysis The security and correctness of the group rekeying scheme desahibeel derive from
the fact that (i) none of the revoked nodes can generate the new kegup) since they do not know,,,
(i) none of the revoked nodes can obtain the new grl@ngince it is transmitted via secure logical paths
established with keys not known to any of the revoked members, and (iiy eegle can verify the new
group key independently using the verification key it received in the atittaded revocation notice.
However, as the number of node revocations increases, the size @tthe also increases until ulti-
matelyl/~ = Ip. In other words, all the keys iff are known to the coalition of all the revoked nodes. Thus,
there is nak), that can be used to updatg. Let Pr(w) denote the covering probability that the collusion



of w revoked nodes rendefg = Ip, which is given by

[0 if w<1l/m
Pr(“’)_{ (1= (1 -2 ifw>1/m @

For givenl, m and a covering probabilityy, we can calculate the value of such thatPr(w) = po. For
instance, foi = 2000, m = 100, andpy = 90%, we havew = 192. That is,192 nodes have a probability
of 90% to cover the entire key pool.

Another security problem that arises as the number of revoked nodesses is that the coalition of
the revoked nodes may have keys that completely cover the key set dfraddg node. Note that it is much
easier for the compromised nodes to have keys to coventkeys of a legitimate node instead of all the
keys in the key pool. Since compromised keys are discarded after nembatien, a legitimate node will no
longer have any keys left that it can use to establish any logical pathsepraibes for obtaining the new
group key. This node is therefore excluded from the network innogeawin though it is still a legitimate
node.

Let p.(w) be the probability that the: keys of a legitimate node are completely covered by that of
colluding revoked nodes. We have

m w m

pelw) = (1 - (1= "™ @

From this equation, we know that by varyingand! we can obtain a desired security level. In Figure 1, we
plot the number of colluding nodes (denoted:@3 that the scheme can tolerate for a despgdy) = 106

for differentm and! pairs. We observe that, decreases withn but increases witll. Although this
indicates that a smallern. and a larget is more desirable from the security point of view, in Section 3.1
we shall show that a largen and a smallet is more desirable from the performance standpoint. Thus, the
scheme needs to make a tradeoff between security and performance.

Define N,.(w) as the number of nodes that are excluded from the system innocentlyaftaies have
been revoked. For a network &f nodes,N,(w) = (N — w) - p.(w). (At present, we do not consider
the case where new nodes are added to the network.) In Figure 2, w¥,{§to} as a function ofw for a
network withm = 100 andl = 2000. We observe thaV, (w) increases quickly witkw. For example, when
w = 100, more tharb5% of nodes are excluded.
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- 1=500

—6— N=1000
—&- N=5000
= N=10000

8000

200 (m=100, | =2000)

Pc(w) = 0.000001
6000}

150

100 40001

1

The number of revoked nodes

The number of nodes being excluded innocently
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Figure 1: The number of revoked colluding nodesfigure 2: The number of nodes being excluded from
(i-e.,w) the scheme can tolerate under differenand  the system innocentlyy, (w), as the function of the
I pairs, giverp,(w) = 107° number of revoked nodes.
In summary, we can conclude that while our basic scheme works corrig¢cthes not scale well with
the number of revoked nodes, because the nodes revoked durirguiffekeying events may collude. This
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conclusion also applies to the previously probabilistic key pre-distributioarses [8, 6, 33] because these
schemes lack a key updating mechanism that prevents nodes comprondiiedeatt times from colluding.

242 Schemell: Updating The Compromised Keys

The main reason that our basic scheme does not scale well is that comprémyseare discarded on every
node revocation. We now present a second group rekeying schenagltitasses this issue. In this scheme,
we modify the secure key update phase of our group rekeying algoritirasthe compromised keys are
updated instead of being discarded. In our discussion below, we asisatascompromised node is revoked
immediately and no new nodes are compromised before the current gkayngeis completed. We relax
this assumption in scheme Il discussed in Section 2.4.3.

The group rekeying operation involves the following steps.

1. The key server determingg, the id of the non-compromised key that is possessed by the maximum
number of remaining nodes in the network. The key server then genaratetermediate key;,, =
fra (kg) @and the new group key; = fi, (0). Then it broadcasts a node revocation message that
contains)M, the id of the revoked node (i.e:), and fx; (0). The message is authenticated by TESLA
as in the basic scheme. The key server further distribBytegnot k’g) to all the nodes through a secure
key distribution process as in the basic scheme.

2. The nodes that posselsg can compute the intermediate kky, independently after it verifies the
revocation message. The nodes that do not pogseseceivesk;,, from their neighbors via logical
paths secured by non-compromised keys, i.e., keys-#R,,. Nodeu may impersonate a non-revoked
nodewv by claiming nodev’s id, but this does not enable it to receivg, because all the keys iR,
are precluded from establishing logical paths.

3. Every node computes the new group kgy: fx;,. (0). It verifies the correctness ﬁg by computing
and checking iffk/g (0) equals to that in the node revocation message. Nodannot compute,
because neither it hds,; nor it receivesk,,,, from others.

4. Every node, say, updates every kefy; in R, ask, = f,(0). We denote the updated set of ke/ss,
asR).

5. If &, is computed fronik; that was held by node, i.e.,k; € R, the nodes that hol&, further update

6. Finally, every node erasés,, and the originak;’s.

To understand this scheme, let us consideffilserevocation in the network when nodes revoked.
After step 2, every node excepthask;,,. In step3 and step, k;,, is used to update the group key and
the compromised keys (i.e., the keyshy). Since we use a pseudo-random function to update these keys,
knowing the updated keys does not help an attacker conipyteMoreover, since the distribution &f,,,
is secured by only the non-compromised key#irupdating all these non-compromised keys in gtemd
then erasing the original keys in stéprevents a node that is compromised in the future from providing any
keys that enable the recovery/gf,.

Note that in stef, every node deletes,,,; therefore, in the entire network, no node holgs and no
node can recover it when the rekeying process is completed. Thusg &kbyls inR,, are updated securely.

In fact, the status of the system is reinstated to its original setting after eskeying. Even if all the
previously revoked nodes collude, they cannot compute the updated key

Security Analysis Whenw nodes are revokesimultaneoushas a batch, their coalition might have keys
to cover that of a legitimate node and thus exclude this node from the netWhekexpected number of
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Figure 3: An attack on Scheme II. An empty circle stands for an event thatle is compromised, and a
solid circle stands for an event that a compromised node is detected arelregaked

excluded legitimate node$/...., is a function ofw, the number of nodes being revoked simultaneously as
a batch. We can comput¥...; using the same analysis that we used for computing the expected number
of excluded legitimate nodes in the basic scheme, except that in the analyfséshzfsic scheme stands
for the cumulative number of revoked nodes. We find tNat.; is very small for reasonable values of
For example, it is reasonable to assume that in most application and netwaekiss the number of nodes
that will be revoked simultaneously is at md#®in. We can choosen = 100 and! = 5000 according to
Figure 1. That is, for a group size df000, 000, only one innocent node will be excluded from the network
when100 nodes are compromised simultaneously.

In Appendix A, we give a more formal analysis of the correctness arutisg of this scheme.

2.4.3 Schemelll: Allowing Detection L atency

Scheme Il works correctly under the assumptions that a compromised nadeked immediately and no
new nodes are compromised before the current group rekeying is dechpldow we relax this assumption
by allowing new compromises to happen, for example, due to the delay feraodpromise detection.

Let u be a node that has been compromised but whose compromised status yeishean detected.
This delay in detecting a node compromise leads to a potential security loopHethéme Il that can be
exploited by a coalition of previously revoked nodes and ngdrich that even after nodeis revoked, the
attackers can learn the new group key. This exploit depends uponrif@mised node not erasingthe
intermediate keyk;,,, and the original keys if,,, as it should have in Step 6 of Scheme Il.

Figure 3 shows a possible attZckNode A is compromised at;, but a group rekeying to revoke it
occurs at times due to the detection latency. Nodkis compromised at,, but this has not been detected
yet. When the group is rekeyed at timgusing scheme Il to revoke nodé an intermediate ke¥;,, is
distributed to the entire network, using keys that are not containét)iifor establishing logical paths. In
step6, every node should eragg,, and all thek;’s in its own key set. However, since nodehas been
compromised, it keeps all these keys. If node B divulggsto nodeA, nodeA will be able to update its
keys using the procedure in Step 3 and Step 4 of Scheme I, so that itehasrtent version of the keys in
Ry, e, R,. At ts, another group rekeying occurs for revoking ndgleThe distribution oft], , is secured
by keys except those iR';. If any of the keys inR/, are used for encrypting;,,, nodeA will be able to
obtaink;,,. As a result, nodel and B will be able to discover the new group key.

Our protocol will be secure if we assume that there is a reasonable bpped on detection delay,
denoted as,. We argue that this is a reasonable assumption for secure group comtimmitfaa compro-
mised node stays in a group without being detected, all group communicatiaeie because this node
knows all the group keys, and it does not matter what rekeying prot®delployed.

Given an upper bount|, on detection delay, the security loophole in Scheme Il discussed above can
be fixed by performindpatched rekeyingConsider two consecutive rekeying evehtsand F; 1. Scheme

2A similar attack was described in [5] in the context of Secure IP multicast.



lll is based on the observation that if the time interval betwégrand E; 1 is larger thart,,, the node
being revoked ak;,; was not compromised at the time of the previous rekey ekenOn the other hand,
if the time interval between two consecutive rekeys is smaller thathen during the rekey eveliif; ;,
we must assume that the node being revoked was already compromisedimaitioé ;. Thus the nodes
revoked atF; and F,;41 could collude to obtain the new group key as discussed above. To pingn
from happening, in Scheme lll, we treAt,; as a batched rekeying event if the time interval betwEgn
and E; ., is smaller thart,,. Let S; be the set of nodes that were revoked in the rekey ekgnand let
S;+1 be the set of compromised nodes whose detection led to rekey ByentThen, under scheme lll, a
batched group rekey is performedZt, 1 to revoke the nodes iff; U S; 1. Specifically, in the secure key
distribution phase, we avoid using the keys of any of the nodés inS; ., for encrypting the new group
key. In summary, if the time interval betweét),, and E; is larger thart,,, the key server performs an
individual group rekey to revoke the nodesSn. 1; otherwise, a batched group rekey is taken to revoke the
nodes inS; U S; 1.

To illustrate the idea, let us assume the following relationship for the timing of Heyireg events in
Figure 3:t5 — t3 < ty, tg — t5 < ty, butts — tg > t,. We observe that the time-{) when nodeD is
compromised cannot be earlier than the rekeying evemt atherwise we must havwg — t¢ < ¢,,. Thus, at
the rekeying timeg, all the nodes participating in the rekey operation can conclude that akéging time
tg, there was no compromised node in the system that had not yet beendletéuts, during the rekeying
at timetg, the only node being revoked is node

For the rekeying event; atts, no keys inR 4 will be used for the distribution of;,,. In the rekeying
eventE; atts, no keys inR/, U R'; will be used for key distribution. Similarly, at the rekeying evéRtatt,
no keys inR’y UR', U R/, are used for key distribution. Hence, each of these rekeyings is agoltekeying.
In the rekeying evenk, atts, however, the keys iR’y U R, U R/ can be used for key distribution, because
nodeD was not compromised at the time of the previous rekey event.

Security Analysis The security of Scheme Il lies between that of Scheme | and Schemenib. tifvo
consecutive rekeying events have a time interval greatertthavhich means all the rekeyings are batched
rekeyings, Scheme lll is equivalent to Scheme I. On the other hand,tiftleéntervals between all consec-
utive rekeying events are greater thtanthis scheme is identical to Scheme Il. As such, the security of this
scheme also lies between that of Scheme | and Scheme I, dependingod the rekeying frequency.

25 Additional Issues

We now discuss some additional issues that arise in the deployment ofyourakeagement protocol.

2.5.1 Node Additions

Additional nodes may be added into the system even aftekehere-distributiorphase discussed in Sec-
tion 2.4.1 is complete. For example, the key server may introduce new noddisdrstypstem to compensate
for revoked nodes. To add a nodento the system, the key server first determines its keyisebased
on its node id. Then it loads nodewith the current version oR, and the current group key that allows
u to communicate with other nodes in the network. Depending on the applicatien consideration, if a
group rekeying is needed to prevent a new node to understand the eamimunication, the key server can
simply broadcast a message instructing every node to update the groiptkey/, = f, (0).
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25.2 SecureKey Distribution

Since the main function of a network is distributing data, not distributing keys, réasonable to assume
that an infrastructure, such as a multicast delivery tree [23] or meghdia broadcast tree [13], exists
for data communication. None of these protocols are based on floodidgtmdistribution. Indeed, these
protocols provide loop-free routing paths and ensure that every neocg@/es every data packet only once,
although they do involve bandwidth overhead in constructing and maintainendetiivery infrastructure.
GKMPAN does not require to construct its own delivery infrastructboe uses the underlying infrastructure
directly. As such, GKMPAN neither involves the overhead of construamdymaintaining its own delivery
infrastructure, nor introduces redundant messages in key distribution.

2.5.3 Networkswith Non-member Nodes

In the previous discussion, we assumed that all nodes in the networkmesmders of the group under
consideration. We now discuss how GKMPAN can be extended to netwdrieee only a fraction of nodes
are part of the multicast group.

In multicast routing protocols for mobile ad hoc networks such as ODMRPafid the multicast exten-
sion of AODV [23], one or several non-member nodes may be involvedrimdrding data packets for the
group members that are not directly neighboring. In the case of grgum&aagement, the group members
and some non-members form a multicast delivery tree [23] or mesh [17] vatke server of the group
as the source. The member nodes can be considered to form an oevimyknon top of the underlying
multicast delivery tree that includes both members and non-members.

Similarly, GKMPAN can use an overlay network formed on top of a multicasveslitree for the
purposes of secure key distribution. In GKMPAN, a node will need tankiine ids of its logical neighbors
in the overlay network in order to establish secure logical paths with theme®@lyrin ODMRP and AODV
a member node does not necessarily know the ids of its neighbors in tHayometwork; however, node
id information will be available when piggy-backed in a JOIN REQUEST, REUIREQUEST, or other
membership control messages.

In GKMPAN, once a member node knows the ids of its neighbor nodes in trtagwnetwork, they can
communicate securely through their logical paths. Although non-membes aoeénvolved in forwarding
the messages for member nodes, they cannot decrypt the messageste\Wewever, that a selfish non-
member node (just like a compromised member node) could launch refusafvide attacks by dropping
the keying packets itis supposed to forward. This attack can be mitigated pgitial statelessness property
of GKMPAN, as introduced below.

2.5.4 Packet Lossand Network Partitions

Consider the scenario where a node misses a group rekeying evansbétdoes not receive one or more
packets that are broadcast during the rekey event. This scenarioan@htin ad hoc networks due to the
intermittent connectivity within the ad hoc network, the inherent unreliability efkiy delivery protocol,
or the active refusal-of-service attacks discussed previously .

A straightforward solution for key recovery involves the node sendingtransmission request to the
key server. The key server responds by sending a message thdemtte ids of the revoked nodes and the
intermediate key;,,, that are used in this rekey operation. This message is encrypted with thiel iradli
secret key of this node, which is loaded into the node inkiéae pre-distributionphase. The node can
therefore update its keys and compute the current group key condiggty. However, it is very desirable
to avoid this type of NACK-based solution, originally designed for wired oekw, in the relatively higher
packet loss environment of an ad hoc network because of the high cdoation and energy costs, as well
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as the potential for NACK-implosion. Thus, we discuss solutions that attempttwer the missing keys
from the local neighborhood of the node, while only using the above solasa last resort. We consider
two scenarios below based on Scheme II.

Scenariol In the first scenario, a node receives the node revocation noticebatrobt receive the inter-
mediate keyk;,,. This is not a problem if the node already possegsgs However, a situation may arise
when the neighbors of a node that does not pogsgdsave already eraséddg,,. Consequently, it cannot ob-
tain k;,,, to correctly update any compromised keys that are known to the revokled s®e step 5 in scheme
II). However, this node will still be able to update any keys that are notpromised (see step 4) and obtain
the authenticated current group key from a neighbor through a logathlsecured by a non-compromised
KEK, if it has only experienced a relative small number of such packstdeents. By choosing appropriate
m andl, we can design the system so that the probability that a node has a ditetd paneighbor is high
even after a certain number of such losses.

We note that our rekeying scheme can be considered to be partially staiakssd falls between the
stateful protocols such as LKH [27] and stateless protocols such a$X®8DFA node can recover the current
group key even if it has missed a certain number of rekey events — asddngossesses some keys that are
not known to the set of nodes that have been revoked.

Scenario Il The second scenario arises if a node does not receive the nodatiemonotice, the notice
arrives too late violating the security condition in TESLA, or the notice is verifiebe incorrect. However,
the node knows that it has missed a group rekeying event becauseiiteredata encrypted with a later
version of the group key (a group key should have a key version fieitiactually receives the intermediate
key k;,, from another node. In this case, the most important issue is to verify therdidty of the rekey
event. It can do this by communicating with the base station. Below we sketdteamasive solution that

involves only local communication, although it provides weaker security.

Let the node missing a noticg be u, and its current neighbors he, vs, ..., vs. Let Ry, def R,NR,.

Nodewu broadcasts a query withT'L = 1. A neighbor, say;, computesk.,. = XOR §;,V; € Ry, If
Ruw; # 0, and sends the following reply:

vj — u: S, MAC (kepe, S).

The more such notices nodeaeceives, the higher the confidence it has in the authenticity of the nogte. L
z be the number of distinct keys i, Ruv;. To forge a notice to node, the attacker must have all these
z keys. The probability s (w) that the attacker possesses thekeys after it compromised nodes is

pi(w) = (1= (1 =m/1)*)". (©)

From this equation, a node can determine the threshpklich thatp¢(w) is smaller than a desired level
(say10~9) for a givenw. If z is larger than, it accepts the notice; otherwise, it may ignore the notice, or
find additional nodes to provide enough MACs of the notice. Note thattneattacker succeeds in forging
a notice to node, it does not compromise the security of the system. Indeed, in the woeshodsu can
contact the base station to recover its keys. Therefore, in practicealtreafp ;(w) could be a little larger,
say10~3, and a node may only poll a small number of neighbors. After a node olataiasthentic notice
via this approach, it then proceeds as in the first scenario.

Note that the above technique is different with ¢heomposite scheme in [6] where the goal is to provide
a certain degree of network connectivity when two nodes establish aipaikey when they share at least
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g common keys. This is achieved by selecting appropriatand{. While in our case, we do not put
any requirement on the number of common keys between a node and oneaflibors because we use
multiple neighbors to provide enough common keys for authentication.

255 Other Security Attacks

We assumed that an attacker may eavesdrop on all traffic, inject packefday older packets. Because the
key server authenticates all the rekeying messages by TESLA [19cesrcan inject any fake rekeying
messages into the network or modify any rekeying messages they aredmgvevhile impersonating the
key server. That is, malicious nodes cannot cause other nodes f &mgeed group keys. Because time-
stamp information is also embedded in every TESLA key, the attacker capiayolder rekeying packets.

Possessing the keys of revoked nodes normally does not help an attagkeh refusal-of-service at-
tacks, because the revoked nodes are not part of the multicast gdtiwerany longer — they do not have
any valid keys to establish secure logical paths to other nodes. Mordbeeworst situation caused by
refusal-of-service attacks is equivalent to that due to packet lossetwork partitions, which our protocol
can handle well due to its partial statelessness property. We note that tigynebbodes helps relieve this
attack as well.

3 Performance Analysis

We now study the performance of our rekeying protocol GKMPAN. Walyae the communication cost

of GKMPAN and discuss the tradeoff between performance, secunidys@rage cost. We do not consider
the computational cost because GKMPAN only involves a few inexpesgiwenetric key operations and/or

pseudo random function evaluations during every group rekeying.

3.1 Communication Cost

The communication cost of a group rekeying operation is composed of gtdardbroadcasting a node
revocation notice and the cost for secure group key distribution. Meeagon notice includes the id(s) of
the node(s) being revoked, a verification key and a MAC of the notickttenmessage is usually very small
unless the number of nodes being revoked is very large. Note that@atenonotice is necessary no matter
what rekeying scheme is being used.

In the secure key distribution phase of the rekey operation, a nodanitarme encrypted key (i.e., the
new group key) to each of its children in the delivery tree if they sharesgiddath. Every node receives one
encrypted key; therefore, on average every node transmits ongeatkey although an intermediate node
may transmit more than one keys whereas a leaf node does not transmitvediver, if a node does not
have a direct logical path to a child node, it will need to communicate with a progg to form an indirect
logical path. For a (round-trip) communication with a proxy node thatieps away, the total number of
keys transmitted igi. Therefore, the communication cost for secure key distribution is detednbin¢he
numbers and types of logical paths existing between two neighboring modes network, which are in
turned determined by (i) the parametérandm (ii) the network node density (iii) the number of nodes
being revoked at a batch.

Impact of Probabilistic Key Sharing Parameters For a givenl andm, ps, the probability of directly
sharing at least one key between any two nodes initially (i.e.,prior to anynegdeations) is

() () ()
o T @
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Because the probability that a key is picked by both the nod(a?;)%, zs, the expected number of keys

shared between any two nodes initially (i.e., the numbelirettpaths between them) is = [- (%)2 = 7”72

From the above analysis, we see that for a gikdrothp, and z; increase withn, while bothp, and
zs decrease with for a givenm. Also, we can see thak has a larger effect on, thanl has. Thus, we
can use the equations above to selemhdm so that the probability of existindirect paths between two
nodes is large enough. For example, to obtaia- 99.5%, we can choosé= 2000 andm = 100 (zs ~ 5).
In this case, only).5% nodes have to receive the group key through an indirect path. Thusyvidrage
transmission cost per node is close to one key.

Impact of Node Density The average number of immediate neighbors of a node depends upomsiity de
of the network as well as the transmission range of a node. The numbeigbbors of a node does not affect
the probabilityps that two nodes share direct paths, but affects the number of indirdtt patween them.

If a node does not have a direct path to another node, the probabilitprikadf its immediate neighbors
can act as one-hop proxy between the two nodes will increase with theemwhhbeighbors. However,
irrespective of the node density, only— p, of nodes have to resort to indirect logical paths. Thus, node
density has only negligible impact on the performance of GKMPAN whes large enough. For example,
whenm = 100 and/ = 2000, only 0.5% nodes have to receive the group key through an indirect path.
Moreover, for these values af andl, as long as two nodes have one common neighbor, they can establish
a direct path or a one-hop indirect path with the probabilitg®995%. That is, the situation that two nodes
have to resort to a multi-hop proxy node is extremely rare. This indicateshidtansmission cost of a
group rekeying is close to one key per node. Our simulation result sheanclanfirms this analysis.

Impact of Number of Nodes Being Revoked The above analysis shows how the parameterand(
affect theinitial number of logical paths between any two nodes. However, the keysrktwoihe nodes
being revoked as a batch cannot be used during the current rekeyamg. As a result, both, and z;
decrease with the number of revoked nodes.

Let p;(w) be the probability that two nodes share at least one key wheades are revoked simulta-
neously. We use the following analysis to comppiéw). Consider a key:. The probabilityp; thatk is
chosen by both nodes (m/l)z, and the probabilitys thatk is not chosen by any of the compromised
nodes is(1 —m/1)". Therefore, the probability, thatk is “safe” ispy = pip2. The probabilityps(w)
is the same as the probability that at least one of tkeys in the key pool is "safe” to both nodes when
nodes are revoked. Therefore, we have

ps(w) =1 — (1= (m/D*(1 —m/D)")". ()
Similarly, zs(w), the expected number of shared keys between two nodesavhedes are revoked is
ze(w) = I(m/1)*(1 — m/1)*. (6)

In Figure 4 we plotps(w) as a function ofw. The figure clearly indicates that(w) decreases withv.
Hence, in order to deliver the group key to a downstream node, a nodie haige to resort to using a one-
hop proxy or even a multi-hop proxy. As a result, the cost of groupyiagancreases withw. The figures
also shows that it is possible to achieve a desirable) by choosing appropriate: andi. For example,
whenm = 40,1 = 500, ps(10) = 75%; whereags(10) = 96% whenm = 200 and/ = 10000. Thus,
in the latter case the communication cost of a small batch rekeying is almost as that af an individual
rekeying.
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Figure 4: The probability of sharing at least one key between two nodesw nodes are revoked simul-
taneously

A Rough Comparison with LKH We now compare the communication cost of GKMPAN with that of
LKH [27]. Since LKH was proposed for wired networks, not for admetworks, this comparison should
not be interpreted as a direct comparison against LKH. Rather, opogeiis to illustrate the differences in
communication cost between a protocol that was designed for a wiredemeént as opposed to a protocol
that is geared towards wireless ad hoc networks. To avoid misunddrgjang denote the LKH for ad hoc
networks as LKHA. We also note that this comparison is based mainly on ldthdwot security. Indeed,
we should mention that LKHA provides stronger collusion resistance thaMEAN because in LKHA
no coalition of compromised nodes can cover the keys of other nodeshttibegovering probability in
GKMPAN is already very small.

The group rekeying scheme for ad hoc networks in [16] shows that @idsiple to reduce the cost of
the original LKH scheme by5% ~ 37% (although it may incur a larger overhead in some scenarios) by
mapping the physical locations of the members to the logical key tree in LKHdtatie network. Because
the performance overhead in [16] is of the same order as that of thealrid{ti scheme, we can also see
the comparative performance of GKMPAN with respect to the protocdiridesi in [16]. Note that we
do not consider reliable key delivery in the comparison, which actuallyebittsee comparison in favor of
LKHA since LKHA is a stateful protocol.

As discussed in Section 2.5, GKMPAN uses the underlying delivery iméretsire for key distribution.

In the simulation study, we use an underlying spanning tree for delivegpg ik both the protocols. Both

the key server and the nodes are randomly distributed in a fixed spa6éok 1000 square units and the
transmission range of a node%5 units. We consider a static network, which corresponds to a snapshot
of the ad hoc network at the time of a rekeying event, instead of a mobile retWwbis is because group
rekeying only takes a very short time relative to mobile node velocities. Mergsince a node only has

to forward the group key to its direct neighbors (and the knowledgeighber ids usually comes for free
from the Media Access Control protocol [10] or a routing protocol]]2&KMPAN does not introduce

the bandwidth overhead for maintaining multiple-hop routes. Also, node mobiigg dhot reduce the
probability that two neighboring nodes establish a logical path.

The metrics of interest are the average numbers of keys a node transthitscaives respectively in
every rekeying. We use the method of independent replications foirautagion. All the results have 95%
confidence intervals that are within 5% of the reported values. In Figure Gmpare the communication
cost of GKMPAN and LKHA by varyingoe, the number of nodes revoked as a batch. The communication
cost does not include the cost of the node revocation notice becatiseKidA and GKMPAN incur this

15



=
o
o

-9- LKHA(receive) A
—&— LKHA(transmit) .’
-A- GKMPAN(receive) Pie
~%~ GKMPAN(transmit) LR

[N

o

o
T
s

(N = 1024) y

a1
o
T

11

\

4
$
i+

The number of keys a node transmits/receives
N

P
8

2 4 6
The number of nodes revoked as a batch

Figure 5: The impact of the number of nodes being revoked as a batck cortimunication cost of LKHA
and GKMPAN respectively.

N
o
o

-&- LKH(receive)
—&— LKH(transmit) -
-A- GKMPSN(receive) 0
L | == GKMPSN(transmit) e

[N
a
o

\

<>
\

\

(W=10) I

The number of keys a node transmits/receives

%4 128 256 512 1024 2048 4096
The group size(N)
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cost. The group size i = 1024. In GKMPAN, m = 40 and/ = 500. We can observe that the commu-
nication cost for LKHA is much higher than that of GKMPAN. In GKMPAN theesage communication
cost per node is approximately one key and is almost independentlofLKHA, both the number of keys

a node transmits/{,) and the number of keys a node receivBg)increase withw. HereR,, > T,, because
all the nodes receive the updated keys whereas only non-leaf notles imoadcast tree rebroadcast the
keys. Therefore, GKMPAN greatly outperforms LKHA for individual small batch rekeying in ad hoc
networks. In Figure 6, we observe a similar result when varying thepgsiae V.

3.2 Security, Performance and Storage Tradeoffs

As we observed above, to increase the numbeliretct logical paths between two nodes, it is necessary to
increasem or decreasé. Further, increasingn has a larger impact on,. However, from the viewpoint

of storage, a smaller: is more desirable. Moreover, as we showed in Figure 1, a smalkend a larget
could increase the security of our schemes. Due to these conflictingeetgrits, the parametets and!
should be selected based on the application under consideration.

16



A Comprehensive Example Suppose that a node has spacefir keys, i.e.,m = 200. The key server
choosed = 10000. According to eqn. 4, we have, = 98.3%, i.e., the probability that two nodes share
direct paths is98.3%. Let the desired security level he(w) = 107%. According to egn. 2, we have

w = 134, i.e., the probability that the coalition 84 nodes have keys to cover a legitimate node is about
10~%. When50 nodes are simultaneously revoked, the fraction of direct, indirect patbs/ing a one-
hop proxy, and indirect paths involving a two-hop proxy @6e7%, 22.7% and0.6% respectively. Our
simulation shows that on average a node needs to receive and trariskays.

4 Related Work

Group Rekeying Schemes Group rekeying has been extensively studied in the context of secutieast
in wired networks. The rekeying schemes can be categorized into statefudtateless protocols. The
stateful class of protocols includes several protocols based uposétdf logical key trees, e.g., LKH [27],
OFT [3], ELK [22]. In these protocols, the key server uses key ygrimn keys that were transmitted
to members during previous rekeying operations to encrypt the keys rihdtasmsmitted in the current
rekeying operation. Thus, a member must have received all the keyptiocr keys of interest in all the
previous rekey operations; otherwise, it will not be able to decode th€greup) key. Adding redundancy
in key distribution [30, 25] will not solve the problem completely due to highkpatoss rates or network
partitions. Statelesgyroup rekeying protocols [15, 18, 24] form the second class ofyrgketocols. In
these protocols, a legitimate user only needs to receive the keys of intetiestcurrent rekey operation to
decode the current group key. The stateless feature makes thesmvety attractive for ad hoc networks.
However, these protocols have much higher communication overhead ¢éhstatiful protocols. GKMPAN
differs with the above schemes mainly in two respects. First, it proyiddsal statelessness, that is, a node
can miss a certain number of group rekeyings with the need of asking theekegr for retransmission.
Second, GKMPAN has much smaller per node transmission cost than thesclfeenes.

Other Key Management Schemes Basagni et al. [1] presented a rekeying scheme for periodically up-
dating the group-wide data encryption key in a stationary sensor netiaskever, their scheme assumes
sensor nodes are tamper-free, and it does not address the isskeywhg on node compromise. Zhu et
al. [32] proposed a group key management scheme for stationaryr serismrks. Kaya et al. [11] pre-
sented a group key management scheme for ad hoc networks basebliorkpy techniques. GKMPAN,
using symmetric-key techniques only, is designed for mobile ad hoc netwodksnakes no assumption
about the strength of a node in resisting to compromise.

Eschenauer and Gligor [8] presented an efficient key managemesrhedor sensor networks based
on probabilistic key predeployment. Chan et al. [6] and Zhu et al. [3&jn=led this scheme and present
new mechanisms for pairwise key establishment. GKMPAN also uses thebreiiakey predeployment
technique as the underlying means to establish secure channels betwesnkiowever, in these schemes,
the predeployed keys are used for encrypting all communications betaekss; there is no group key.
In contrast, we propose to use the predeployed keys only as KEKed¢arady distributing a group key
to the nodes in the network while using the group key for securing grotg @anmunications. Thus,
GKMPAN incurs much smaller communication and computational overhead ip @@umunication. Last
but not least, those schemes do not update any compromised keys, wii@ABKincludes an efficient
mechanism to update the keys known to revoked nodes.

Du et al. [7], Liu and Ning [14] combined the technique of probabilistic kegdeployment with the
Blom’s [2] or the Blundo’s [4] key management schemes for establishiimgise keys in sensor networks.
They have shown that their schemes are more robust to node collusidesdktan the previous schemes [6,
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8]. Thus, GKMPAN can also base on these schemes for deliveringpde@ys between nodes. However,
our key updating scheme cannot apply directly to updating the predeppmigdomials or matrixes in
these schemes when revoking a compromised node. We are investigatiegrteupdating issue in these
schemes as our future work.

5 Conclusions

In this paper, we have presented GKMPAN, a scalable and efficieapd®y management protocol for ad
hoc networks. Our protocol is based on a probabilistic key sharingrseltieat can be parameterized to
meet the appropriate levels of security and performance for the applicataer consideration. The main
component of GKMPAN is a novel group rekeying protocol that hasdaheviing properties:

e ltis efficient — it relies only on symmetric key cryptography and the computakiand communica-
tion cost of group rekeying are distributed among the nodes in a network.

e Itis scalable — the storage requirements per node are independensidfdlud a network.

e ltis partially stateless — a node can decode the current group key aéteasfmissed a limited number
of previous group rekeying operations.

We have implemented GKMPAN on a sensor network testbed, as a building diack security for
Microsensor Networks project [21]. The source code is also avaifabiownload in the project website.
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Appendix A
We require a key management scheme satisfy the following requirements.

1. Correctness. We require that the following two properties posségstte system after the initial-
ization be preserved after each rekeying process: (1) all the noproonised nodes hold a unigue
group keyk,, and (2) for any two non-compromised node that hold a samé,,, they should hold
the same key/, after each rekeying process.

2. Security. We require that the adversary that has compromi$eades (which may be much greater
thanw) knows no computational information about the non-compromised keys.

Theorem 1 Scheme |l satisfies the correctness and security requirements.

First, it is easy to see that the scheme satisfiesthectnessequirement. This is so since all the non-
compromised nodes get the uniqug,, which enables the affected nodes to update the affected keys using
the same transformation. The same argument applies to the upd@te of

Second, we claim that our scheme satisfies the aforementioned secunitgnegnt. This is supported
by the following lemmas.

Lemma 1l The adversary cannot distinguish the newly establishgdrom a random string.

proof (sketch) We have assumed that no new nodes are compromised befekeayiag process is done.

We stress that the scheme ensures that after revakgigiultaneously compromised nodes, a non-compromised
node, with a high probability, still holds at least a non-compromised key ttadiles the node to establish
logical paths with others to update its compromised keyskgndin the rare case that there is a cover, we
simply ignore that node.)

Suppose the encryption functions for transmitting, are based on a pseudo random function family
{frx}. We consider an experime&ttY PR where f;, for all the non-compromised keyss (including k)
that are shared among the non-compromised nodes are substituted widgmrumdtions; in other words,
the encryption functions and the computatiorkgf are based on the corresponding random functions. Then
clearlyk;,,, is a random string.

Suppose the adversary can distinguigh, which is established and held by the non-compromised nodes
in the real-world system, from a random string of the same length. Themdesthhybrid argument shows
that there is a probabilistic polynomial-time algorithm that is able to distinguish alpgendom function
from a random function. Thus the lemma holds.

Given the above lemma, the following is almost immediate to see.

Lemma 2 The adversary compromising simultaneously at mostodes learns negligible information
about (1)K’ = fy,,, (k) for anyk, and (2)k;, = f,,,(0).
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