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Abstract. Currentembryonicattemptsat software self-healingproducemech-
anismsthat are often oblivious to the semanticof the codethey superviseWe
believe that, in orderto help inform runtimerepair stratgies, suchsystemsre-
quireamoredetailedanalysisof dynamicapplicationbehaior. We describenow
to pro le an applicationby analyzingall function calls (including library and
system)madeby a processWe createpredictabilitypro les of thereturnvalues
of thosefunction calls. Self-healingnechanismshatrely on a transactionaép-
proachto repair(thatis, rolling backexecutionto a known safepointin control
o w or slicing off the currentfunction sequenceganbene t from thesereturn
valuepredictabilitypro les. Pro les built for the applicationswe testedcanpre-
dict behaior with 97% accurag given a context window of 15 functions.We
alsopresenta surwy of the distribution of actualreturnvaluesfor real software
aswell asa novel way of visualizingboth the macroandmicro structureof the
returnvaluedistributions.Our systemhelpsdemonstratehe feasibility of com-
bining binary—level behaior pro ling with self-healingepairs.
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1 Intr oduction

The growing sophisticationof software attackshascreatedthe needfor increasingly

ner-grainedntrusiondetectiorsystemso drive the proces®f automatedesponsand
intrusionprevention.Becausesuch ne-grainedmechanismsrecurrentlypercevedas
too expensve in termsof their performancempact,questiongelatingto the feasibility
andvalueof suchanalysisremainunexplored.In particular it seemshat self-healing
mechanismsvould bene t from a detailedbehaior pro le.

This paperdemonstratethe ef cacy andfeasibility of building pro les of applica-
tion behaior ata ne-grainedlevel of detail. We focuson the useof function return
valuesasthe main featureof thesepro les. We do so becauseeturnvaluescanhelp
drive control o w decisionsafter a self-healingrepair In this paper we shov how to
build pro les thatcontainthisinformationatthe binarylevel — thatis, withoutmaking
changego theapplications sourcethe OS, or the compiler



1.1 Obserwing Program Behavior

A popularapproacho observingprogrambehaior utilizesanomalydetectioronapro-
le derivedfrom systemcall sequencefl-5]. Relatvely little attentionhasbeenpaid
to the questionof building pro les — in a non-irvasive fashion— at a level of detail
that includesthe applications internal behaior. In contrast,typical systemcall pro-
ling techniquesharacterizeéhe applications interactionwith the operatingsystem.
Becauseaheseapproachesreatthe applicationasa black box, they aregenerallysus-
ceptiblé! to mimicry attackg7]. Furthermoretheincreasingsophisticatiorof software
attackd8] callsinto questiortheability to protectanapplicationwhile remainingatthis
level of abstractior(i.e., systenmcall interface).Finally, mostotherpreviousapproaches
instrumentheapplications sourcecodeor performstaticanalysisin contrastwe con-
structeda non—irvasie return value collectortool using the Pin [9] dynamicbinary
rewriting frameawork to gatherpro le information.

1.2 Self-Healing

Variousapproacheto softwareself-healing10—13]concentrat®n a transactionaap-
proachin which the currentsequencef functionsis rolled backto someknown safe
pointin execution[14,11,15], andthe calculationsddoneby the aborted‘transactions”
areundone Suchapproachesequireapro ling mechanisnio bothguidetheselection
of “known safepoints” andsetappropriatestateat thosepoints.

For example,the conceptsof error virtualization [12] and failure—obliviouscom-
puting[10] arerepresentatie of approachethatattemptto executethroughfaults(e.g.,
memorycorruptiondueto anexploit) by manufcturinginformationthathelpscontrol
subsequengxecution. Failure—oblivious computingmanugcturesvaluesfor readop-
erationsand ssilently expandsor truncatesmemoryoverwrites.In error virtualization,
a heuristichelpsdeterminethe return value for an abortedfunction; the hopeis that
therestof the softwarewill gracefullyhandlethis manufcturederrorreturnvalueand
continueexecuting,albeitwithoutthein uence of theattacler.

Determiningthesereturnvaluesemplgys sourcecodeanalysison the returntype
of the functionin question.This approachis somevhat unsatiséctory;it seemsasif
it shouldbe possibleto dynamicallyandautomaticallycollect enoughinformationto
determineappropriateerror virtualizationvalues.This paperaddressethe problemof
how to automaticallyextractenoughinformationfrom programexecutionto accurately
characterizgprogrambehaior in termsof returnvaluesto supportself-healing.

Behavior pro ling hasbeenusedo createpoliciesfor detectior{16,17]. In contrast,
we suggesusingthis informationto help automaticallygenerateéemplatesfor repair
policies[18]. In addition,thisinformationcandrive the selectionof “rescuepoints” for
the ASSUREsystem[15]. Onegoal of this paperis to provide systemdike SEAD and
ASSUREwith apro ling mechanism.

4 Gaoetal. [6] discussameasuref behaioral distancevheresequencesf systencallsacross
heterogeneousostsarecorrelatedo helpavoid mimicry attacks.



1.3 Caveatsand Limitations

Binary-level function pro ling proves more dif cult than may initially be expected.
Functionsaresourcdevel artifactsthathave only roughanaloguestthe machindevel.

Sincea compilercanarbitrarily transformthe source—lgel representationf afunction
or signalhandlingcaninterruptcontrol o w, it is dif cult to coverall casef function
entryandexit. We rely on Pin [9] to detecttheseevents,althoughit canfail to dosoin

the presencef tail recursionor aggressie functioninlining by the compiler Finally,

becaus¢hepro le is dependenbnaparticularbinary, our systemmustrecognizevhen
anolderpro le is nolongerapplicablee.g., asaresultof a new versionof the applica-
tion beingrolled out, or duea patch.We candetectthis in severalways,includingthe
modi cation time of the programimageon disk.

1.4 Contributions

Overall,wedemonstrat¢heutility of ne-grainedapplicatiormodelingto supportself—
healingrepairs.Our work differs from relatedwork (Section2) on anomalydetection
andself-healingsoftwarein two importantrespects(1) the structureand granularity
of our pro les, and(2) thefocuson repairratherthandetection.

We createa nev modelof programbehaior extracteddynamicallyfrom the ex-
ecutionof the programbinary without instrumentingthe sourcecode, modifying the
compilet or alteringthe OS. We conditionthis model basedon a featuresetthatin-
cludesa mixture of parentfunctionsand previous sibling functions.Prior approaches
look at the call stack,thusignoring previous siblings, which have alreadycompleted
executionand so are no longer part of the call stack.This model can help selectap-
propriateerror virtualization values,inform the choiceof rescuepoints, or drive the
creationof repairpolicy templatesin addition,we provide a surwey of returnvalues
usedin real software.Finally, we proposeelativescaledk-meanslustess, a nev way
to simultaneouslyisualize both the micro and macrostructureof feature-frequenc
behaior models.Detailson our pro ling experimentsandresultscanbefoundin Sec-
tion 4. Section5 characterizethereturnvaluecontentof thepro les.

2 RelatedWork

Our work providesa mechanisnto describeapplicationbehaior. Thus,our modeling
algorithmdrawvsfrom arich literatureon host-basednomalydetectiorschemesWhile
thisareais well-minedwe believeit is worthwhileto revisit previouseffortsto validate
andpotentiallyimprove onthem.Mostsigni cantly, we focusontheutility of behaior
pro les for post-attackepairratherthanpre-attaclkdetection.

AnomalyDetection Host-base@nomalydetectioris notanew topic. Theseminawork
of Hofmeyr, SomayajiandForrest[19, 3] helpedinitiate applicationbehaior pro ling

atthesystentall level. Fengetal. [4] andBhatkaretal. [20] containgoodoverviews of
theliteraturein this space Most approacheto host-basedhtrusiondetectionperform
anomalydetection[2, 16,5, 21] on sequencesf systemcalls andtheir agumentg22]



becausehe systemcall interfacerepresentshe serviceghatuserlevel malcode once
activated,mustuseto effect persistentstatechangesand otherforms of 1/0. System
call informationis easyto collect; the strace(1) andltrace(1) toolsfor Linux

arebuilt to do exactly that. The closestwork to our building of behaior pro les is the
work by Mutz etal. [1] andFengetal. [4]; themostsigni cant differencesn ourmodel
building is thatwe employ sibling functionswhenbuilding pro les, andwe examinethe

returnvalues(ratherthanarguments) The mostsigni cant overall differencesetween
our currentwork andthe generalspaceof systemcall AD is thatwe considerhow to

usethis pro le in the procesof self-healingepairs.

Pro ling for Self—Healing The key assumptiorunderlyingerror virtualization[12] is
thata mappingcanbe createdbetweerthe setof errorsthat could occurduringa pro-
gram's executionandthelimited setof errorsthatareexplicitly handledby the existing
programcode.By virtualizing theerrors,anapplicationcancontinueexecutionthrough
afault or exploitedvulnerability by nullifying the effectsof sucha fault or exploit and
usinga manufcturedreturnvaluefor thefunctionwherethefault occurred.
ASSURE[15] attemptsto minimize the likelihood of a semanticallyincorrectre-
sponseto a fault or attackby identifying error virtualization rescuepoints program
locationsthat are known (or at leastconjecturedaccordingto a behaior pro le) to
successfullypropagteerrorsandrecover execution.The key insightis thata program
shouldrespondo malformedinput differently thanbenigninput; locationsin the code
that successfullyhandlethesesortsof anticipatedinput “f aults” are good candidates
for recoveringto a safeexecution ow. We view our behaior pro ling asa service
providerto ASSURES rescuepoint selection ASSUREprovidesaninput training set
andhandleghedetailsof “teleporting” afailureto the appropriateaescuepoint.

3 Prole Structure

Wede ne apro le structurethatallows usto predictfunctionreturnvaluesbasednthe
precedingcontet [23,1] (functionsthathave just nished executing).Our systemis a
hybrid thatcapturesspect®f bothcontrol o w (viatheexecutioncontect) andportions
of the data o w (via function returnvalues).We constructan “executioncontext” for
eachfunctionbasednthe applications behaior in termsof bothcontrol (predecessor
functioncalls)anddata(returnvalues) o w. This context helpscollapseoccurrencesof
afunctioninto aninstanceof afunctionto avoid under tting or over- tting themodel.

A behaior pro le is a graphof executionhistory records.Eachrecord contains
anidenti er, areturnvalue,a setof agumentsanda contt. Functionnamessene
asidenti ers (althoughcallsite addressesre sometimessubstituted) Parentand pre-
vious sibling functionscomposethe context. Argumentandreturnvaluescorrespond
to the valuesat function entranceand exit, respectiely. The purposeof eachitem is
to helpidentify aninstanceof a function. For example,consideringevery occurrence
of printf() asthe sameinstancereducesour ability to make predictionsaboutits
behaior. Likewise, consideringall occurrencesf printf() to bedistinctinstances
reducesur ability to make predictionsn areasonablamountof time.

We adoptamixtureof parentsandsiblingsto de ne acontet for two reasonsFirst,
a at or nil context containsvery little informationto baseareturnvaluepredictionon.
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Fig.1. Drop in Average Valid Window Contet. This graph shavs that the amountof unique
executioncontexts we needto storeto detectchangesn control o w decreaseaswindow size
increasesxterm is a specialcasebecausét executesa numberof otherapplicationsIf we
considerthe ratio of valid context windows to all possiblepermutationsf functions,thenwe
would seeanevensharperdecrease.

Second previous work focuseson the stateof a call stack,which consistssolely of
parentfunctions.As our resultsin Section4 demonstratethe combinationof parents
andsiblingsis a powerful predictorof returnvalues.The window sizedeterminesfor
eachfunctionwhosepro le is beingconstructedthe numberof functionsprecedingt
in the executiontracethatwill be usedin constructingthatpro le. Figure 1 provides
insight: it shavs that the amountof unique executioncontects dropsasthe window
sizeincreasesin contrastjf therewerealargeamountof valid windows, our detection
ability would bediminished.

4 Evaluating Pro le Generation

We startby assessinghe feasibility of generatingpro les that can predictthe return
valuesof functions.This sectionconsidershow to generateeliable pro les of appli-
cationexecutionbehavior for both sener programsandcommandine utilities. These
pro les arebasedon the binary call graphfeaturescombinedwith the returnvaluesof
eachfunction instance We testandanalyzeapplicationshat arerepresentate of the
softwarethatrunson currentseneranddesktopUnix ervironmentsjncluding: xterm

(X.0rg 6.7.0),gcc (GNU v3.4.4),md5sum(v5.2.1),wget (GNU v1.10.2),the ssh

client (OpenSSH3.9pl)andhttpd (Apache/2.0.53)We alsoemplgy somecrafted
testapplicationgo verify thatboththe dataandthe methodsusedto procesgshemare
correct.We includeonly oneof theseapplicationgbigo ) herebecausét is relatively
small,simpleto understandandcaneasilybe comparedagainstpro les obtainedfrom



the other applications.The numberof uniquefunctionsfor all theseapplicationsis:
xterm,2111;gcc,294; md5sum239;wget,846;ssh,1362;httpd,1123;andbigo, 129.
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1.000

0.975

Predictability of output
=] =] =] =] =]
g 3 8 8 8

0.825

0.800

001 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
Window size

|I gec-32107 @ xterm-31738 ssh-2837 mdSsum-32319 bigo0 ¥ httpd-24153 wget-32220 |

Fig. 2. Average Predictability of ReturnValues Returnvaluepredictionfor variousapplications
againstavaryingcontet window size.Window sizesof 15 or moreachiare anaverageprediction
of 97%or morefor all applicationsotherthanhttpd  (with arateof about90%).

ReturnValue Prediction Finding a suitablerepairfor a function, in the contet of the
self-healingsystemswe have beendiscussingentailsexamining the rangeof return
valuesthat the function producesAs Section3 explains, the notion of returnvalue
“predictability” is de ned asa valuefrom 0::1 for a speci ¢ context window size. A
predictabilityvalueof 1 indicatesthatwe canfully predictthe function's returnvalue
for agivencontet window.

Figure 2 shaws the averagepredictability for the setof examinedapplications It
presentsa snapshobf our ability to predictthe returnvalue for variousapplications
whenwe vary the context window size (i.e., the history of execution).Using window
sizesof morethan15 canachieve an averagepredictionrate of morethan97%for all
applicationsotherthanhttpd . For httpd , predictionratesarearound90%. Thisrate
is mainly causedy Apaches useof alarge numberof customfunctionsthatduplicate
the behaior of standardibrary functions.Moreover, Apacheis largerandmorecom-
plex thanthe otherapplicationsandhasthe potentialfor more divergentbehaior. Of
coursethis rst datasetis only abird's eye view of anoveralltrendsinceit is basedn
thebehaior of the averageof our ability to predictfunctionreturnvalues.

To betterunderstandhow our predictionsperform,we needto morecloselyexam-
ine the measurement®or differentruns of the sameapplication.In Figure 3(b) and
Figure3(a)we presentesultsfor differentrunsof httpd andwget . Thewget utility
wasexecutedusingdifferentcommandine argumentsandtargetsites Apachewasused
asadaemorwith thedefaultcon guration le but exposedo adifferentsetof requests



(a) Average Predictabilityof Returnval-
ues for Different Runs of wget . Al-
thoughtherearell1runsfor wget , each
individualrunis bothhighly predictable
(> 98%) andvery similar to the others'
behaior for differentwindow sizes.

(b) Average Predictability of Return
Values for httpd and for Different
Runs Although returnvalue prediction
remainshigh (> 90%)for httpd , some
variations are obsenable betweenthe
different runs. This phenomends en-

couragingbecauset suggestshat the
pro le canbespecializedo anapplica-
tion'suseata particularsite.

Fig. 3. ReturnValuePredictabilityfor bothwget andhttpd with DifferentWindow Sizes

for eachof theruns.As we expectedwget hassimilarbehaior betweerdifferentruns:
boththefunctioncall graphandthe generatedeturnvaluesarealmostidentical.Onthe
otherhand,Apachehasrunsthat appearto have small but noticeabledifferencesAs
re ectedin theaverageplots,hawever, all runsstill have high predictability
Somequestiongemain,including how effective our methodis at predictingreturn
valuesof individual functions.Also, if thereareary function that we cannotpredict
well, how mary functionsof this type arethere,andis there somecommonfeature
of thesefunctionsthatde es prediction?Answeringthesequestiongequiresmeasure-
mentsfor individual function predictability To visually clarify thesemeasurementsn
Figures4(a)and4(b), we remove functionsthathave a predictionof two or morestan-
darddeviationsfrom theaverage Theevolution of predictabilityfor wget andhttpd
is illustratedin Figure4(a) andFigure4(b). This evolution is consistentvith whatwe
obserein Figure2: mostfunctionsarepredictable— andfor smallcontext windows.

A small percentageof the functions, however, producereturn valueswhich are
highly unpredictableThis situationis completelynatural:we cannotexpectto predict
return valuesthat dependon runtime information such as memory addressesAddi-
tionally, thereare somefunctionsthat we expectto returna non-predictablevalue: a
randomnumbergenerators a simpleexample.In practice aswe candeducerom our
experiments(seeTable 1), the numberof such“outlier” functionsis rathersmallin
comparisorto thetotal numberof well-behaed, predictablegunctions.

In Tablel, eachcolumnrepresentshe percentagéout of all functionsin eachpro-
gram)of commonor outlierfunctions.The rst columnpresentshepercentagef func-
tionsthatareoutlierswithin a program:thatis, functionsthatdeviate from the average
pro le by morethantwo standarddeviationsfor all windows of size > 10. For each



(a) Predictability of Return Values for
wget Functions Eachline representsa
functionandits predictabilityevolution as
context window sizeincreasesMostfunc-
tions stabilizeafter a window size of ten.
This graphexcludesa small set(Table 1)
of outlier functions(functionsthataretwo

(b) Predictability of Return Values for
httpd  Functions Eachline representsa
function and its predictability evolution as
context window sizeincreasesAs expected,
httpd  has more functions that diverge
from the average It alsohasmoreoutliers,
asshavn by Tablel.

standardleviationsfrom theaverage).

Fig. 4. PerFunctionReturnValuePredictabilityfor bothwget andhttpd

programtherearerelatively few “outlier” functions.The secondcolumnexaminesthe
percentagef commonoutliers: outliersthat appearin two or more applications We
canseethatthefunctionsthatareunpredictablareconsistenandcanbeaccountedor
whencreatingpro les. Thethird columndisplaysnon-outlierfunctionsthatare com-
monacrossapplicationsThesecommonandpredictablegunctionshelpshav thatsome
aspect®f programbehaior areconsistenacrosgprograms.

5 Return Value Characteristics

While Section4 showvs how well we canpredictreturnvalues,this sectionfocuseson
whatreturnvaluesactuallyform partof the executionpro le of realsoftware,andhow
thosevaluesareembeddedhroughouthe modelstructure We wrotea Pintool to cap-
turethefrequeng distribution of returnvaluesoccurringin a selectiorof realsoftware,
andwe createddistributions of thesevalues.Thesedistributions provide insightinto
boththe micro andmacrostructureof areturnvaluebehaior pro le. Our datavisual-
izationtechniquescaleghe heightandwidth of eachclusterto simultaneouslhdisplay
boththeintra- andinter-clusterstructure Our analysisaimsto show thatreturnvalues
canreliably classifysimilar runsof a programasthe sameprogramaswell asdistin-
guishbetweerexecutionmodelsof differentprograms.

ReturnValue Frequencyodels Our Pintool interceptghe executionof themonitored
procesdo recordeachfunction's returnvalue. The tool builds a table of returnvalue



Table 1. Percentaye of Unpredictable(Outlier) Functions We illustratethe natureof the overlap
in behaior pro les by examiningwhich functionsareoutliersbothwithin andacrosgprograms.

Application ||% outliers|% commonoutliers|% commonfunctions
gcc 5 53 51
md5sum 5 87 84
wget 6 62 56
xterm 6 39 17
ssh 5 35 33
httpd 10 10 28

frequenciesAfter the run of the programcompleteswe feedthis datato MATLAB
for a further evaluationthatleadsto a nal returnvaluefrequeny model.As a proof
of concepta modelfor a particularmonitoredprocesss simple,consistingof the av-
eragefrequeng distribution over multiple runs of the sameprogram.Intuitively, we
expectseveraltypesof clusterso emepgeout of theaveragefrequeng distribution. We
anticipateclustersthat containvery high frequeng returnvalues,suchas-1, 0, and1
(standaraerroror successaluesaswell asstandarautputhandles)We expectalarger,
moredispersedlusterthatrecordspointervaluesaswell asa clustercontainingmore
“data” valuessuchasASCII dataprocessedby characteor stringhandlingroutines.

Table 2. ManhattanDistanceWthin and BetweerModels.The diagonal(showvn in italics) dis-
playsthe averagedistancebetweeneachtraceandthe behaior pro le derivedfrom eachtrace
of that program.All other entriesdisplay the distancebetweenthe executionmodelsfor each
program.We omit the lower entriesbecause¢hetableis symmetric.Notethe differencebetween
gzipandgunzipaswell asthesimilarity of gzip to itself.

date echo gzip | gunzip |md5sum|shalsun sort
date 3.03e+033.72e+031.61e+071.87e+066.46e+046.47e+045.45e+03
echo - 548 |1.61e+071.87e+066.41e+046.42e+045.43e+03
gzip - - 212.4 [1.79e+071.61e+071.61e+071.61e+07
gunzip - - - 1.91e+041.92e+061.92e+061.87e+06
md5sum - - - - 3.03e+043.38e+046.56e+04
shalsuni - - - - - 1.67e+046.57e+04
sort - - - - - - 4.24e+03

We examinethreehypothesisdealingwith the ef cacy of executionbehaior pro-
les basedonreturnvaluefrequeng:

1. tracesof the sameprogramunderthe sameinput conditionswill becorrelatedwith
theirmodel

2. themodelof all tracesof one programcanbe distinguishedrom the modelof all
tracesof anothemprogram

3. we can male the structureof the returnvalue frequeng modelsapparentusing
k-mean<lustering



For the rst hypothesiswe useManhattandistanceasa similarity metricin order
to comparesachtraceof the sameprocesswith thereturnvaluemodelof thatprocess.
In effect, we compareeachreturnvalue frequeng to the correspondingaveragefre-
queny amongall tracesof that program.To evaluatethe secondhypothesiswe use
the Manhattardistancebetweereachprocessnodel. The basesetfor thereturnvalues
consistsof all returnvaluesexhibited by all processeshat are analyzedover all their
runs.Table2 shavs how eachmodelfor a variety of programtypes(we includea va-
riety of programslJik e sorting,hashingsimplel/O, andcompression¥taysconsistent
with itself underthe sameinput conditions(smallerManhattardistance)anddifferent
from modelsfor eachotherprogram(larger Manhattardistance).
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Eachprocesshasa particularvariancewith eachtracequanti ed in the similarity
valuebetweerits modelandthetraceitself, but whencomparedagainstthe restof the
processeg canbeeasilydistinguishedWe raneachprogramtentimesunderthe same
inputpro le to collectthetracesandgenerateéhe modelfor eachprogram.We usedas
input pro les generic les/strings thatcanbe easilyreplicated(in somecaseso input
wasneeded)date- N/A, echo- “Hello World!”, gzip - httpd-2.2.8.taygunzip- httpd-
2.2.8.targz md5sumhttpd-2.2.8.tayshalsum httpd-2.2.8.tamndsort- httpd.confthe
unmodi edcon g le for httpd-2.2.8).

Clusteringwith k-means Section4 shavs how to build pro les thatareusefulin pre-
dictingreturnvalues Theanalysishereaimsto achiese abetterideaof whatthoseactual
returnvaluesareandhow frequentlyreal applicationsusethem.We clusterthereturn
valuesinto frequeng classesand we chosethe k-meansmethodto accomplishthe
clustering.Thelarge disparityin the magnitudeof returnvaluefrequenciecanreduce
our ability to corvey informationaboutthe overall structureof themodelif displayedn
a simplehistogram Accordingly we found a new way to simultaneouslhydisplayboth
the internalstructureof eachclusteraswell asthe externalrelationshipsetweenthe
clusters.Our clusteringmethodcaptureshe localizedview of returnvalue frequeng
perRV region andour visualizationmethodprovidesinsightinto therelative coverage
of a particularRV region. Figures5, 6(a), 6(b), 7(a), 7(b), 8(a), and 8(b) presentthe
clustersobtainedfor eachof the analyzedprocessestachmodelhasa predominant
cluster(e.g., cluster2for data,cluster2for gzip, etc) which containghediscriminatve
returnvalue frequenciesand hascoverage.The remainingclusterscontainthe lower
frequeng returnvalues We conjecturehatby increasinghe numberof clusterwe can
achieve bettergranularitythat candistinguishbetweerdifferenttypesof returnvalues
andclassifythemaccordingly

6 Conclusion

We proposea novel approacho dynamicallypro ling applicationexecutionbehaior:
modelingthe returnvaluesof internal functions.Our returnvalue sniffer is available
underthe GNU GPL at our websité. We shov that usinga window of returnvalues,
includingvaluesreturnecdby siblingandparentfunctions,canmake returnvaluepredic-
tion asaccurateas97%.We alsointroducea novel visualizationmethodfor corveying
both the micro and macrostructureof the returnvalue frequeny modelcomponents.
We intendto investicatemodelsthat operatendependentlyf theinput pro le. We in-
tendto investigatehow our behaior pro ling mechanisntanbe usedto createrepair
policy andassistotherself-healingsystemselectanappropriateesponse.
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