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Abstract. Currentembryonicattemptsat softwareself–healingproducemech-
anismsthat areoften oblivious to the semanticsof the codethey supervise.We
believe that, in orderto help inform runtimerepairstrategies,suchsystemsre-
quireamoredetailedanalysisof dynamicapplicationbehavior. Wedescribehow
to pro�le an applicationby analyzingall function calls (including library and
system)madeby a process.We createpredictabilitypro�les of thereturnvalues
of thosefunctioncalls.Self–healingmechanismsthatrely on a transactionalap-
proachto repair(that is, rolling backexecutionto a known safepoint in control
�o w or slicing off the currentfunction sequence)canbene�t from thesereturn
valuepredictabilitypro�les. Pro�les built for theapplicationswe testedcanpre-
dict behavior with 97% accuracy given a context window of 15 functions.We
alsopresenta survey of thedistribution of actualreturnvaluesfor realsoftware
aswell asa novel way of visualizingboth themacroandmicro structureof the
returnvaluedistributions.Our systemhelpsdemonstratethe feasibility of com-
biningbinary–level behavior pro�ling with self–healingrepairs.
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1 Intr oduction

The growing sophisticationof softwareattackshascreatedthe needfor increasingly
�ner -grainedintrusiondetectionsystemsto drivetheprocessof automatedresponseand
intrusionprevention.Becausesuch�ne-grainedmechanismsarecurrentlyperceivedas
tooexpensive in termsof theirperformanceimpact,questionsrelatingto thefeasibility
andvalueof suchanalysisremainunexplored.In particular, it seemsthatself–healing
mechanismswouldbene�t from adetailedbehavior pro�le.

This paperdemonstratestheef�cacy andfeasibility of building pro�les of applica-
tion behavior at a �ne-grained level of detail.We focuson the useof function return
valuesasthe main featureof thesepro�les. We do so becausereturnvaluescanhelp
drive control �o w decisionsaftera self–healingrepair. In this paper, we show how to
build pro�les thatcontainthis informationat thebinarylevel — thatis, withoutmaking
changesto theapplication'ssource,theOS,or thecompiler.



1.1 Observing Program Behavior

A popularapproachto observingprogrambehavior utilizesanomalydetectiononapro-
�le derivedfrom systemcall sequences[1–5]. Relatively little attentionhasbeenpaid
to thequestionof building pro�les — in a non-invasive fashion— at a level of detail
that includesthe application's internal behavior. In contrast,typical systemcall pro-
�ling techniquescharacterizethe application's interactionwith the operatingsystem.
Becausetheseapproachestreattheapplicationasa blackbox, they aregenerallysus-
ceptible4 to mimicry attacks[7]. Furthermore,theincreasingsophisticationof software
attacks[8] callsinto questiontheability to protectanapplicationwhile remainingatthis
level of abstraction(i.e., systemcall interface).Finally, mostotherpreviousapproaches
instrumenttheapplication'ssourcecodeor performstaticanalysis.In contrast,wecon-
structeda non–invasive return valuecollector tool using the Pin [9] dynamicbinary
rewriting framework to gatherpro�le information.

1.2 Self–Healing

Variousapproachesto softwareself–healing[10–13]concentrateona transactionalap-
proachin which the currentsequenceof functionsis rolled backto someknown safe
point in execution[14,11,15], andthecalculationsdoneby theaborted“transactions”
areundone.Suchapproachesrequireapro�ling mechanismto bothguidetheselection
of “known safepoints”andsetappropriatestateat thosepoints.

For example,the conceptsof error virtualization [12] andfailure–obliviouscom-
puting[10] arerepresentativeof approachesthatattemptto executethroughfaults(e.g.,
memorycorruptiondueto anexploit) by manufacturinginformationthathelpscontrol
subsequentexecution.Failure–oblivious computingmanufacturesvaluesfor readop-
erationsandsilently expandsor truncatesmemoryoverwrites.In error virtualization,
a heuristichelpsdeterminethe returnvalue for an abortedfunction; the hopeis that
therestof thesoftwarewill gracefullyhandlethis manufacturederrorreturnvalueand
continueexecuting,albeitwithout thein�uence of theattacker.

Determiningthesereturnvaluesemploys sourcecodeanalysison the returntype
of the function in question.This approachis somewhat unsatisfactory; it seemsas if
it shouldbe possibleto dynamicallyandautomaticallycollect enoughinformationto
determineappropriateerrorvirtualizationvalues.This paperaddressestheproblemof
how to automaticallyextractenoughinformationfrom programexecutionto accurately
characterizeprogrambehavior in termsof returnvaluesto supportself–healing.

Behavior pro�ling hasbeenusedto createpoliciesfor detection[16,17]. In contrast,
we suggestusingthis informationto help automaticallygeneratetemplatesfor repair
policies[18]. In addition,this informationcandrive theselectionof “rescuepoints” for
theASSUREsystem[15]. Onegoalof this paperis to providesystemslike SEAD and
ASSUREwith apro�ling mechanism.

4 Gaoetal. [6] discussameasureof behavioral distancewheresequencesof systemcallsacross
heterogeneoushostsarecorrelatedto helpavoid mimicry attacks.

2



1.3 Caveatsand Limitations

Binary-level function pro�ling proves more dif�cult than may initially be expected.
Functionsaresourcelevel artifactsthathaveonly roughanaloguesat themachinelevel.
Sinceacompilercanarbitrarily transformthesource–level representationof a function
or signalhandlingcaninterruptcontrol�o w, it is dif�cult to coverall casesof function
entryandexit. We rely on Pin [9] to detecttheseevents,althoughit canfail to do soin
thepresenceof tail recursionor aggressive function inlining by thecompiler. Finally,
becausethepro�le is dependentonaparticularbinary, oursystemmustrecognizewhen
anolderpro�le is no longerapplicablee.g., asa resultof a new versionof theapplica-
tion beingrolled out, or duea patch.We candetectthis in severalways,includingthe
modi�cation timeof theprogramimageondisk.

1.4 Contrib utions

Overall,wedemonstratetheutility of �ne-grainedapplicationmodelingto supportself–
healingrepairs.Our work differs from relatedwork (Section2) on anomalydetection
andself–healingsoftwarein two importantrespects:(1) the structureandgranularity
of ourpro�les, and(2) thefocuson repairratherthandetection.

We createa new modelof programbehavior extracteddynamicallyfrom the ex-
ecutionof the programbinary without instrumentingthe sourcecode,modifying the
compiler, or alteringthe OS.We conditionthis modelbasedon a featureset that in-
cludesa mixture of parentfunctionsandprevious sibling functions.Prior approaches
look at the call stack,thusignoring previous siblings,which have alreadycompleted
executionandso areno longerpart of the call stack.This modelcanhelp selectap-
propriateerror virtualizationvalues,inform the choiceof rescuepoints,or drive the
creationof repairpolicy templates.In addition,we provide a survey of returnvalues
usedin realsoftware.Finally, we proposerelativescaledk-meansclusters, a new way
to simultaneouslyvisualizeboth the micro andmacrostructureof feature-frequency
behavior models.Detailson our pro�ling experimentsandresultscanbefoundin Sec-
tion 4. Section5 characterizesthereturnvaluecontentof thepro�les.

2 RelatedWork

Our work providesa mechanismto describeapplicationbehavior. Thus,our modeling
algorithmdrawsfrom arich literatureonhost–basedanomalydetectionschemes.While
thisareais well–mined,webelieveit is worthwhileto revisit previouseffortsto validate
andpotentiallyimproveonthem.Mostsigni�cantly, wefocusontheutility of behavior
pro�les for post-attackrepairratherthanpre-attackdetection.

AnomalyDetectionHost-basedanomalydetectionis notanew topic.Theseminalwork
of Hofmeyr, Somayaji,andForrest[19,3] helpedinitiateapplicationbehavior pro�ling
atthesystemcall level.Fengetal. [4] andBhatkaretal. [20] containgoodoverviewsof
the literaturein this space.Most approachesto host-basedintrusiondetectionperform
anomalydetection[2,16,5,21] on sequencesof systemcallsandtheir arguments[22]
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becausethesystemcall interfacerepresentstheservicesthatuser–level malcode,once
activated,mustuseto effect persistentstatechangesandother forms of I/O. System
call informationis easyto collect; thestrace(1) andltrace(1) tools for Linux
arebuilt to do exactly that.Theclosestwork to our building of behavior pro�les is the
work by Mutz etal. [1] andFengetal. [4]; themostsigni�cant differencesin ourmodel
building is thatweemploy siblingfunctionswhenbuilding pro�les, andweexaminethe
returnvalues(ratherthanarguments).Themostsigni�cant overall differencesbetween
our currentwork andthegeneralspaceof systemcall AD is that we considerhow to
usethispro�le in theprocessof self–healingrepairs.

Pro�ling for Self–HealingThe key assumptionunderlyingerrorvirtualization[12] is
thata mappingcanbecreatedbetweenthesetof errorsthatcouldoccurduringa pro-
gram'sexecutionandthelimited setof errorsthatareexplicitly handledby theexisting
programcode.By virtualizingtheerrors,anapplicationcancontinueexecutionthrough
a fault or exploitedvulnerabilityby nullifying theeffectsof sucha fault or exploit and
usinga manufacturedreturnvaluefor thefunctionwherethefault occurred.

ASSURE[15] attemptsto minimize the likelihoodof a semanticallyincorrectre-
sponseto a fault or attackby identifying error virtualization rescuepoints: program
locationsthat areknown (or at leastconjectured,accordingto a behavior pro�le) to
successfullypropagateerrorsandrecover execution.Thekey insight is thata program
shouldrespondto malformedinput differentlythanbenigninput; locationsin thecode
that successfullyhandlethesesortsof anticipatedinput “f aults” aregoodcandidates
for recovering to a safeexecution�o w. We view our behavior pro�ling asa service
provider to ASSURE's rescuepoint selection;ASSUREprovidesan input trainingset
andhandlesthedetailsof “teleporting”a failureto theappropriaterescuepoint.

3 Pro�le Structure

Wede�ne apro�le structurethatallowsusto predictfunctionreturnvaluesbasedonthe
precedingcontext [23,1] (functionsthathave just �nished executing).Our systemis a
hybrid thatcapturesaspectsof bothcontrol�o w (via theexecutioncontext) andportions
of the data�o w (via function returnvalues).We constructan “executioncontext” for
eachfunctionbasedon theapplication'sbehavior in termsof bothcontrol(predecessor
functioncalls)anddata(returnvalues)�o w. Thiscontext helpscollapseoccurrencesof
a functioninto aninstanceof a functionto avoid under-�tting or over-�tting themodel.

A behavior pro�le is a graphof executionhistory records.Eachrecordcontains
an identi�er, a returnvalue,a setof arguments,anda context. Functionnamesserve
as identi�ers (althoughcallsiteaddressesaresometimessubstituted).Parentandpre-
vious sibling functionscomposethe context. Argumentandreturnvaluescorrespond
to the valuesat function entranceandexit, respectively. The purposeof eachitem is
to help identify an instanceof a function.For example,consideringevery occurrence
of printf() asthe sameinstancereducesour ability to make predictionsaboutits
behavior. Likewise,consideringall occurrencesof printf() to bedistinct instances
reducesourability to make predictionsin a reasonableamountof time.

Weadoptamixtureof parentsandsiblingsto de�ne acontext for two reasons.First,
a �at or nil context containsvery little informationto baseareturnvaluepredictionon.
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Fig.1. Drop in Average Valid Window Context. This graphshows that the amountof unique
executioncontexts we needto storeto detectchangesin control �o w decreasesaswindow size
increases.xterm is a specialcasebecauseit executesa numberof other applications.If we
considerthe ratio of valid context windows to all possiblepermutationsof functions,thenwe
wouldseeanevensharperdecrease.

Second,previous work focuseson the stateof a call stack,which consistssolely of
parentfunctions.As our resultsin Section4 demonstrate,the combinationof parents
andsiblingsis a powerful predictorof returnvalues.Thewindow sizedetermines,for
eachfunctionwhosepro�le is beingconstructed,thenumberof functionsprecedingit
in the executiontracethat will be usedin constructingthat pro�le. Figure1 provides
insight: it shows that the amountof uniqueexecutioncontexts dropsas the window
sizeincreases.In contrast,if therewerea largeamountof valid windows,ourdetection
ability wouldbediminished.

4 Evaluating Pro�le Generation

We startby assessingthe feasibility of generatingpro�les that canpredict the return
valuesof functions.This sectionconsidershow to generatereliablepro�les of appli-
cationexecutionbehavior for bothserver programsandcommandline utilities. These
pro�les arebasedon thebinarycall graphfeaturescombinedwith thereturnvaluesof
eachfunction instance.We testandanalyzeapplicationsthatarerepresentative of the
softwarethatrunsoncurrentserveranddesktopUnix environments,including:xterm
(X.Org 6.7.0),gcc (GNU v3.4.4),md5sum(v5.2.1),wget (GNU v1.10.2),thessh
client (OpenSSH3.9p1)andhttpd (Apache/2.0.53).We alsoemploy somecrafted
testapplicationsto verify thatboththedataandthemethodsusedto processthemare
correct.We includeonly oneof theseapplications(bigo ) herebecauseit is relatively
small,simpleto understand,andcaneasilybecomparedagainstpro�les obtainedfrom
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the other applications.The numberof uniquefunctionsfor all theseapplicationsis:
xterm,2111;gcc,294;md5sum,239;wget,846;ssh,1362;httpd,1123;andbigo,129.

Fig.2. Average Predictabilityof ReturnValues. Returnvaluepredictionfor variousapplications
againstavaryingcontext window size.Window sizesof 15or moreachieveanaverageprediction
of 97%or morefor all applicationsotherthanhttpd (with a rateof about90%).

ReturnValuePrediction Findinga suitablerepairfor a function, in thecontext of the
self–healingsystemswe have beendiscussing,entailsexamining the rangeof return
valuesthat the function produces.As Section3 explains, the notion of return value
“predictability” is de�ned asa valuefrom 0::1 for a speci�c context window size.A
predictabilityvalueof 1 indicatesthatwe canfully predictthe function's returnvalue
for agivencontext window.

Figure2 shows the averagepredictability for the setof examinedapplications.It
presentsa snapshotof our ability to predict the returnvalue for variousapplications
whenwe vary the context window size(i.e., the history of execution).Using window
sizesof morethan15 canachieve anaveragepredictionrateof morethan97%for all
applicationsotherthanhttpd . For httpd , predictionratesarearound90%.This rate
is mainly causedby Apache'suseof a largenumberof customfunctionsthatduplicate
thebehavior of standardlibrary functions.Moreover, Apacheis largerandmorecom-
plex thantheotherapplicationsandhasthepotentialfor moredivergentbehavior. Of
course,this �rst datasetis only abird'seyeview of anoverall trendsinceit is basedon
thebehavior of theaverageof ourability to predictfunctionreturnvalues.

To betterunderstandhow our predictionsperform,we needto morecloselyexam-
ine the measurementsfor different runs of the sameapplication.In Figure 3(b) and
Figure3(a)wepresentresultsfor differentrunsof httpd andwget . Thewget utility
wasexecutedusingdifferentcommandlineargumentsandtargetsites.Apachewasused
asadaemonwith thedefault con�guration�le but exposedto adifferentsetof requests
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(a)AveragePredictabilityofReturnVal-
ues for Different Runs of wget . Al-
thoughthereare11runsfor wget , each
individualrunis bothhighly predictable
(> 98%)andvery similar to theothers'
behavior for differentwindow sizes.

(b) Average Predictability of Return
Values for httpd and for Different
Runs. Although returnvalueprediction
remainshigh(> 90%)for httpd , some
variationsare observable betweenthe
different runs. This phenomenais en-
couragingbecauseit suggeststhat the
pro�le canbespecializedto anapplica-
tion'suseat aparticularsite.

Fig.3. ReturnValuePredictabilityfor bothwget andhttpd with DifferentWindow Sizes

for eachof theruns.As weexpected,wget hassimilarbehavior betweendifferentruns:
boththefunctioncall graphandthegeneratedreturnvaluesarealmostidentical.Onthe
otherhand,Apachehasrunsthat appearto have small but noticeabledifferences.As
re�ectedin theaverageplots,however, all runsstill havehighpredictability.

Somequestionsremain,includinghow effective our methodis at predictingreturn
valuesof individual functions.Also, if thereareany function that we cannotpredict
well, how many functionsof this type are there,and is theresomecommonfeature
of thesefunctionsthatde�es prediction?Answeringthesequestionsrequiresmeasure-
mentsfor individual functionpredictability. To visually clarify thesemeasurements,in
Figures4(a)and4(b),we remove functionsthathavea predictionof two or morestan-
darddeviationsfrom theaverage.Theevolutionof predictabilityfor wget andhttpd
is illustratedin Figure4(a)andFigure4(b). This evolution is consistentwith whatwe
observe in Figure2: mostfunctionsarepredictable— andfor smallcontext windows.

A small percentageof the functions,however, producereturn valueswhich are
highly unpredictable.This situationis completelynatural:we cannotexpectto predict
return valuesthat dependon runtime information suchas memoryaddresses.Addi-
tionally, therearesomefunctionsthat we expectto returna non-predictablevalue:a
randomnumbergeneratoris a simpleexample.In practice,aswe candeducefrom our
experiments(seeTable 1), the numberof such“outlier” functionsis rathersmall in
comparisonto thetotal numberof well–behaved,predictablefunctions.

In Table1, eachcolumnrepresentsthepercentage(out of all functionsin eachpro-
gram)of commonor outlierfunctions.The�rst columnpresentsthepercentageof func-
tionsthatareoutlierswithin a program:that is, functionsthatdeviatefrom theaverage
pro�le by more than two standarddeviations for all windows of size> 10. For each
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(a) Predictability of Return Values for
wget Functions. Each line representsa
functionandits predictabilityevolution as
context window sizeincreases.Most func-
tions stabilizeafter a window sizeof ten.
This graphexcludesa small set (Table1)
of outlier functions(functionsthataretwo
standarddeviationsfrom theaverage).

(b) Predictability of Return Values for
httpd Functions. Each line representsa
function and its predictability evolution as
context window sizeincreases.As expected,
httpd has more functions that diverge
from the average.It alsohasmoreoutliers,
asshown by Table1.

Fig.4. Per-FunctionReturnValuePredictabilityfor bothwget andhttpd

program,therearerelatively few “outlier” functions.Thesecondcolumnexaminesthe
percentageof commonoutliers:outliers that appearin two or moreapplications.We
canseethatthefunctionsthatareunpredictableareconsistentandcanbeaccountedfor
whencreatingpro�les. The third columndisplaysnon-outlierfunctionsthatarecom-
monacrossapplications.Thesecommonandpredictablefunctionshelpshow thatsome
aspectsof programbehavior areconsistentacrossprograms.

5 Return ValueCharacteristics

While Section4 shows how well we canpredictreturnvalues,this sectionfocuseson
whatreturnvaluesactuallyform partof theexecutionpro�le of realsoftware,andhow
thosevaluesareembeddedthroughoutthemodelstructure.WewroteaPin tool to cap-
turethefrequency distributionof returnvaluesoccurringin aselectionof realsoftware,
andwe createddistributionsof thesevalues.Thesedistributionsprovide insight into
boththemicro andmacrostructureof a returnvaluebehavior pro�le. Our datavisual-
izationtechniquescalestheheightandwidth of eachclusterto simultaneouslydisplay
boththeintra- andinter-clusterstructure.Our analysisaimsto show thatreturnvalues
canreliably classifysimilar runsof a programasthesameprogramaswell asdistin-
guishbetweenexecutionmodelsof differentprograms.

ReturnValueFrequencyModels OurPin tool interceptstheexecutionof themonitored
processto recordeachfunction's returnvalue.The tool builds a tableof returnvalue
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Table1. Percentageof Unpredictable(Outlier) Functions. We illustratethenatureof theoverlap
in behavior pro�les by examiningwhich functionsareoutliersbothwithin andacrossprograms.

Application % outliers % commonoutliers % commonfunctions
gcc 5 53 51
md5sum 5 87 84
wget 6 62 56
xterm 6 39 17
ssh 5 35 33
httpd 10 10 28

frequencies.After the run of the programcompletes,we feed this datato MATLAB
for a further evaluationthat leadsto a �nal returnvaluefrequency model.As a proof
of concept,a modelfor a particularmonitoredprocessis simple,consistingof theav-
eragefrequency distribution over multiple runsof the sameprogram.Intuitively, we
expectseveraltypesof clustersto emergeoutof theaveragefrequency distribution.We
anticipateclustersthatcontainvery high frequency returnvalues,suchas-1, 0, and1
(standarderroror successvaluesaswell asstandardoutputhandles).Weexpectalarger,
moredispersedclusterthat recordspointervaluesaswell asa clustercontainingmore
“data” valuessuchasASCII dataprocessedby characteror stringhandlingroutines.

Table 2. ManhattanDistanceWithin andBetweenModels.Thediagonal(shown in italics) dis-
playsthe averagedistancebetweeneachtraceandthe behavior pro�le derived from eachtrace
of that program.All otherentriesdisplay the distancebetweenthe executionmodelsfor each
program.We omit thelower entriesbecausethetableis symmetric.Notethedifferencebetween
gzipandgunzipaswell asthesimilarity of gzip to itself.

date echo gzip gunzip md5sum sha1sum sort
date 3.03e+033.72e+031.61e+071.87e+066.46e+046.47e+045.45e+03
echo - 548 1.61e+071.87e+066.41e+046.42e+045.43e+03
gzip - - 212.4 1.79e+071.61e+071.61e+071.61e+07
gunzip - - - 1.91e+041.92e+061.92e+061.87e+06
md5sum - - - - 3.03e+043.38e+046.56e+04
sha1sum - - - - - 1.67e+046.57e+04
sort - - - - - - 4.24e+03

We examinethreehypothesisdealingwith theef�cacy of executionbehavior pro-
�les basedon returnvaluefrequency:

1. tracesof thesameprogramunderthesameinputconditionswill becorrelatedwith
theirmodel

2. themodelof all tracesof oneprogramcanbedistinguishedfrom themodelof all
tracesof anotherprogram

3. we can make the structureof the return value frequency modelsapparentusing
k-meansclustering
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For the �rst hypothesis,we useManhattandistanceasa similarity metric in order
to compareeachtraceof thesameprocesswith thereturnvaluemodelof thatprocess.
In effect, we compareeachreturnvalue frequency to the correspondingaveragefre-
quency amongall tracesof that program.To evaluatethe secondhypothesis,we use
theManhattandistancebetweeneachprocessmodel.Thebasesetfor thereturnvalues
consistsof all returnvaluesexhibited by all processesthat areanalyzedover all their
runs.Table2 shows how eachmodelfor a varietyof programtypes(we includea va-
riety of programs,like sorting,hashing,simpleI/O, andcompression)staysconsistent
with itself underthesameinput conditions(smallerManhattandistance)anddifferent
from modelsfor eachotherprogram(largerManhattandistance).
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Fig.5. RelativelyScaledk-meansClusters for sort . Notehow eachcomponentof themodelis
scaledrelative to the otherswhile displayingthe distribution of similar-frequency valuesinter-
nally; this techniqueclearly displaysthe differencesbetweenthe high frequency returnvalues
(cluster3) and the frequentbut morewidespreadpartsof the model (cluster4) aswell as the
behavior of valueswithin eachcomponent.Both theverticalandhorizontaldimensionsof each
clusterarescaled.Wedisplaytheclustersin increasingorderfrom left to right determinedby the
lowerendof thehorizontalaxisrange.

10



Eachprocesshasa particularvariancewith eachtracequanti�ed in the similarity
valuebetweenits modelandthetraceitself, but whencomparedagainsttherestof the
processesit canbeeasilydistinguished.Weraneachprogramtentimesunderthesame
input pro�le to collectthetracesandgeneratethemodelfor eachprogram.We usedas
input pro�les generic�les/strings thatcanbeeasilyreplicated(in somecasesno input
wasneeded):date- N/A, echo- “Hello World!”, gzip - httpd-2.2.8.tar, gunzip- httpd-
2.2.8.tar.gz, md5sumhttpd-2.2.8.tar, sha1sum- httpd-2.2.8.tarandsort- httpd.conf(the
unmodi�ed con�g �le for httpd-2.2.8).

Clusteringwith k-meansSection4 shows how to build pro�les thatareusefulin pre-
dictingreturnvalues.Theanalysishereaimstoachieveabetterideaof whatthoseactual
returnvaluesareandhow frequentlyrealapplicationsusethem.We clusterthereturn
valuesinto frequency classes,and we chosethe k-meansmethodto accomplishthe
clustering.Thelargedisparityin themagnitudeof returnvaluefrequenciescanreduce
ourability to convey informationabouttheoverallstructureof themodelif displayedin
a simplehistogram.Accordingly, we founda new way to simultaneouslydisplayboth
the internalstructureof eachclusteraswell asthe externalrelationshipsbetweenthe
clusters.Our clusteringmethodcapturesthe localizedview of returnvaluefrequency
perRV region andour visualizationmethodprovidesinsight into therelative coverage
of a particularRV region. Figures5, 6(a), 6(b), 7(a), 7(b), 8(a), and8(b) presentthe
clustersobtainedfor eachof the analyzedprocesses.Eachmodelhasa predominant
cluster(e.g., cluster2for data,cluster2for gzip,etc.) whichcontainsthediscriminative
returnvalue frequenciesandhascoverage.The remainingclusterscontainthe lower
frequency returnvalues.Weconjecturethatby increasingthenumberof clusterwecan
achieve bettergranularitythatcandistinguishbetweendifferenttypesof returnvalues
andclassifythemaccordingly.

6 Conclusion

We proposea novel approachto dynamicallypro�ling applicationexecutionbehavior:
modelingthe returnvaluesof internal functions.Our returnvaluesniffer is available
underthe GNU GPL at our website5. We show that usinga window of returnvalues,
includingvaluesreturnedby siblingandparentfunctions,canmakereturnvaluepredic-
tion asaccurateas97%.We alsointroducea novel visualizationmethodfor conveying
both the micro andmacrostructureof the returnvaluefrequency modelcomponents.
We intendto investigatemodelsthatoperateindependentlyof theinput pro�le. We in-
tendto investigatehow our behavior pro�ling mechanismcanbeusedto createrepair
policy andassistotherself–healingsystemsselectanappropriateresponse.
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(a) k-meansclusterfor gunzip returnvalues.
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Fig.6. ReturnValueFrequency Distributionsfor a CompressionProgram
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Fig.7. ReturnValueFrequency Distributionsfor OutputPrograms
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Fig.8. ReturnValueFrequency Distributionsfor HashPrograms
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