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Abstract

Several proposals have been made to public-key-
enable various stages of the secret-key-based Kerberos
network authentication protocol. The computational
requirements of public key cryptography are much
higher than those of secret key cryptography, and the
subgtitution of public key encryption algorithms for
secret key algorithms impacts performance.

This paper uses closed, class-switching queuing
models to demonstrate the quantitative performance
differences between PKCROSS and PKTAPP—two
proposals for public-key-enabling Kerberos. Our
analysis shows that, while PKTAPP is more efficient for
authenticating to a single server, PKCROSS outperforms
the smpler protocol if there are two or more remote
servers per remote realm. This heuristic can be used to
guide a high-level protocol that combines both methods
of authentication to improve performance.

1. Introduction

Kerberos has become a mature, reliable, secure
network authentication protocol. Kerberos is based on
secret key encryption technology. It is the native network
authentication protocol in the Microsoft Windows 2000
operating system and may be a candidate for use as a
general-purpose authentication protocol for large user
communities on the Internet.

Several proposals have been developed that add
public key cryptography to various stages of Kerberos to
make the protocol work with large user communities and
Public Key Infrastructures (PKIs). But the computational
requirements of public key cryptography are higher than
those of secret key cryptography. As a result, the
substitution of public key encryption algorithms for
secret key algorithms impacts performance.
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This paper examines the performance impacts of
PKCROSS and PKTAPP—two proposals to substitute
public key cryptography for the client-to-server
authentication and KDC-to-KDC (Key Distribution
Center) inter-realm authentication in Kerberos. The
context for this analysis is a large network with many
application hosts participating in the authentication
process.

Section 2 provides background information about
Kerberos and proposals to public-key-enable Kerberos.
Section 3 describes the performance modeling techniques
used to analyze PKCROSS and PKTAPP, and Section 4
analyzes the performance implications. Sections 5 and 6
describe related work, present the conclusions of this
analysis, and suggest areas for future research.

2. Kerberosand Public Key Variants

2.1 TheBasic Operation of Kerberos

Kerberos is a network authentication scheme based on
the early work of Needham and Schroeder [1]. Two
popular Kerberos standards exist: Version 4 and Version
5 [2]. This paper considers the more current Version 5
and its variations.

Kerberos divides the world into realms, each with a
single primary Key Distribution Center, back-up KDCs,
applications servers, and user workstations. A single
realm corresponds to a community of interest with a
single security policy.

Many good, detailed descriptions of Kerberos
protocol operation exist [3,4] and will not be repeated
here. Briefly, the client—Alice—engages in a multiple-
step authentication to obtain access to the application
server—Bob. Alice must first obtain a ticket-granting
ticket (TGT) to a centralized Ticket-Granting Service
(TGS) offered by the KDC. She uses the TGT to obtain a
service ticket to Bob. She presents the service ticket to
Bob and authenticates herself by demonstrating
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knowledge of a secret session key securely passed to her
by the KDC.

A truly large enterprise may consist of many realms,
and Alice may wish to gain access to an application
server in a remote realm. To support “cross-realm”
authentication, Alice’s KDC and the remote KDC must
have either a direct or indirect trust relationship
(Kerberos Version 4 requires a direct trust relationship).
This trust relationship is implemented by sharing
symmetric keys among the KDCs.

If such a trust relationship exists, Alice may gain
access to a remote server by first requesting a ticket to the
remote realm’s KDC from her local KDC. She will
receive a ticket (a data structure encrypted with the KDC
pair’s shared symmetric key) to the remote TGS. When
she presents the ticket to the remote KDC, she will
receive a service ticket for an application server in the
remote realm.

2.2 Motivation to Add Public Key Cryptography
to Kerberos

Kerberos offers at least two significant benefits as a
network authentication protocol. First, the message
formats are defined such that the session keys are always
included in some encrypted portion of the message. As a
result, Kerberos servers do not need to store session keys
or maintain a security association with each client.
Kerberos is stateless; state is represented through the
Kerberos tickets. Statelessness is extremely valuable
from the standpoint of scalability.

The second benefit is that client user Alice is only
required to provide her password once. Although many
Kerberos request messages contain authenticators, the
encryption is performed by Alice’s workstation. As a
result, Kerberos implements a “single sign-on”
mechanism.

A potential limitation in Kerberos scalability is its
reliance on symmetric key encryption [5]. Shared secrets
must be established and maintained between every user
and the KDC, between every application server and the
KDC, and between remote KDCs. The use of public key
cryptography shifts key management from the KDC to a
Certification ~ Authority (CA) [6]. Public key
cryptography eliminates the need to establish a large
number of shared secrets (i.e., symmetric keys) between
KDC:s, servers, and users.

Although the scaling merits of public-key- versus
secret-key-based systems have not been definitively
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proven, several current proposals suggest adding public
key cryptography to Kerberos and hence changing the
key management model.

2.3 Proposalsto Add Public Key Encryption to
Kerberos

Internet drafts exist for three alternatives: (1) Public
Key Cryptography for Initial Authentication in Kerberos
(PKINIT) [7], (2) Public Key Cryptography for Cross-
Realm Authentication in Kerberos (PKCROSS) [8], and
(3) Public Key Utilizing Tickets for Application Servers
(PKTAPP) [9]. PKINIT is the core specification. Both
PKCROSS and PKTAPP use variations of PKINIT
message types and data structures to apply public key
cryptography to different Kerberos authentication steps.

PKINIT. The PKINIT Internet draft specifies that
considerable message content must be added to the initial
Kerberos Version 5 exchanges to replace the user secret
key authentication with public key authentication.

Figure 1 illustrates the flow of the PKINIT protocol.
The client must send a public key certificate and a chain
of certificates (“userCert” in the PKINIT specification) to
establish trust between the user and the KDC and relay
the user’s public key. The client must also send an
authenticating data structure (‘“‘SignedAuthPack’) signed
with the client’s private key. This information is included
in the Kerberos pre-authentication fields—defined in the
specification to support extensions to the protocol.

The KDC verifies the client’s identity by verifying the
digital signature in the SignedAuthPack. The KDC
replies to the client with a chain of certificates for the
KDC’s public key (“kdcCert”), the KDC’s digital
signature (“SignedReplyKeyPack”), and the session key
(“encTmpKeyPack”) encrypted with the client’s public
key. The client can confirm KDC identity by verifying its
digital signature.

Mandatory variations allow the substitution of a
certificate serial number for the certificate chain
(assuming that the KDC already has a trusted copy of the
user’s certificate) and the use of Diffie-Hellman to
establish a session key. PKINIT drafts have included
several interesting options such as storing the user’s
private key on the KDC and allowing the user to generate
the session key. Allowing the user to generate the session
key would reduce load on the KDC and potentially
change scaling characteristics.







































