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BasicConceptsn Virtualization

¥ The OS controls access to the hardw:
resources.

¥Theinstructionsetis dividedinto
privilegedandnon-privileged.

¥ The machine can be in two modes of
operation: user and supervisor.

¥ Only non-privileged instructions can
be executed in user mode.

¥ Any instruction can be executed in
supervisor mode.

¥ Application environments execute in
usermodeandthe OSin supervisor
mode.
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BasicConceptsn Virtualization
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BasicConceptsn Virtualization

OS2

Virtual Machine
Monitor (VMM)

Hardware

Virtualized system
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¥ The VMM controls access to the
hardware resources.

¥ OSs (calleduest OSpexecute In user
mode and the VMM In supervisor mod

¥ The VMM Interprets in software
privilegedinstructionsthatwould be
executedyy anOS.

¥ Any non-privileged instruction issued
by anOSor Application Environment
IS executedlirectly by themachine.

¥ This is called virtualization by direct
execution ofull virtualization.
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BasicConceptsn Virtualization:
the x86 architecture

¥ The x86 architecture provides four leve
of privilege:rings0 through3.

¥ In a non virtualized environment, the
OSexecutesn ring 0 andthe applications
In ring 3.

¥ In a virtualized environment that
usegaravirtualizatior(e.g.,Xen)the

Virtual Machine _
Monitor (VMM) VMM runsatring 0, theguestOSat

ring 1 and the applications at ring 3.
Hardware

Virtualized system
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BasicConceptsn Virtualization

Virtual Virtual
Machine 1 Machine 2
Query |Update Tost
Batch eslin
TPM : ¢
OS 1 0S2
Virtual Machine Monitor(VMM)

Hardware
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Virtualization Slowdown,S,

¥ |In thedirectexecutionapproachprivileged
Instructionshaveto be emulatedoy the
VMM Insteadof beingexecutedy the
hardware.

S,=f," N, +(1#f,)

fIO . fraction of privileged instructions executed by a VM.

N, : average number of instructions required by the VMM t
emulate a privileged instruction.
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Execution Slowdown

Slowdown
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Mapping of Virtual to Physical Disks

Virtual Disks of Virtual Disks of
Virtual Machine 1 Virtual Machine?2
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b A . Y,

< Disk A
< Disk B

Physical Disks of
the Real Machine BLGEORGE 9
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SomeHistory

¥ Over 30 years ago: IBMOs VM/370
¥ 80@: decrease in hardware cost caused migration

away from mainframes
away.

¥ More recent networkec
problems such as relia

and virtualization faded

environments brought
nility, security, increased

administration cost ano
dissipation.
b Virtualizationis poisedto

complexity, thermal

addressheseproblems.
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Advantage®f Virtualization

¥ Security

b Compartmentalized environments allow for better
choice of guest operating system for each environment
(e.g., run Apache on top of Linux and MS SQL on top
of Windows XP)

¥ Reliability and Availability

P A software failure in one VM does not affect other
VMs

¥ Cost

b Server consolidation can bring cost reductions from
hardware economies of scale, personnel cost
reductions, floor space, and software licenses.

¥ Typical savings229%to 64%.
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Advantage®f Virtualization
(con¥dl)

¥ Adaptability to Workload Variations:

b Changes in workload intensity levels can be taken care
by dynamically shifting resources and priority
allocations among VMs using autonomic computing
techniques.

¥ Load Balancing

b The state of a VM is completely encapsulated in the
VMM: easy to migrate VMSs to other platforms to
Improveperformance.

¥ Legacy applications

b Legacy applications can continue to run on©fisthat
run asaguestoperatingsystemsn VMSs.
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Performancélodeling of
Virtualized Environments

¥ UseQueuingNetwork(QN) models:
P Customer classes

P Parameters: service demands and workload
Intensities

b Service Demand Law:,D=U,, / X,
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QueuingNetworkModels

Input parameters per class:

> CPU ¥ workload intensity (e.g., arrival
rates, concurrency levels)
¥ service demands per device (i.,e,

Disk 1 \
<_© . total time spent by a transaction

receiving service from that device)

Disk n : : _

Solution techniques:
) ¥OPerformanty Design,Menasce,

Almeida, and Dowdy, Prentice Hall,
2004.
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ServiceDemand(D)

Servicedemand = B S1 "
Total service time received [ S
by a r_equest over e o |
all visits to a resource K
Completing
Arriving requests - reguests
. ~ LINE esource —

S Servicetime received by the request during visit k
D: Servicedemand = S1+ S2+ E+ Sk
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Computing Service Demands
using the Service Demand Law

¥ The service demand, ¥ given by:

D =U, /X,

wherel; is the utilization of resource i amXl, the
system throughput.
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Performancé/lodeling of
Virtualized Environments

¥ Use Queuing Network (QN) models:
P Customerclasses
b Parameters: service demands and workload intensities
b Service Demand Law: D=U,,/ X,

¥ Issue: How to combine measurements obtained

from measurements tools at different software
layers of a virtualized environment?
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ParameteComputation

Ucpufor vm1: Virtual Virtual
0.4* Machine 1 Machine 2
420/(420+220)
=0.2625 Query |Update
— Batch Testing
PM
420secof CPU OS 1 OS 2
Ucpu:4oo . . | 220secof CPU
P Shew o Virtual Machine Monitor(VMM)
Hardware
MasoR
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ParameteComputation

Ucpufor vm2: Virtual Virtual
0.4* Machine 1 Machine 2
220/(420+220)
=0.1375 Query |Update
- Batch Testing
PM
420secof CPU OS 1 OS 2
Ucpu:4oo . . | 220secof CPU
P Shew o Virtual Machine Monitor(VMM)
Hardware
MasoR
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ParameteComputation

Ugpu for vmi:
0.4*
420/(420+220) Virtual Virtual
= 02625 Machine 1 Machine 2
Ucpu OFf TPM: QLIBI'Y Update ,
05625+ — Batch Testing
290/(290+100)= PM
0.1952 290secCPU | 100secCPU
420secof CPU 081 zzogcosfcp%
Ucpu=409 : : .
P Shew o Virtual Machine Monitor(VMM)
Hardware
 F
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Uq, 0f TPM:

0.2625*

290/(290+100)=
0.1952

ParameteComputation

U,p, Of Query:

0.1952*

110/(110+150)=
0.0826

5400 Q
1200 U
Q:110sec CP

Virtual Virtual
Machine 1 Machine 2

Query |Update

Testin
TPM Batch g

U: 150 cpy/ z 290secCPUl  100secCPU
| 420secof CPU OS 1 O'S 2
220secof CPU
Ucpu=409 ; . |
Wessell Virtual Machine Monitor(VMM)
Hardware
g
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U,pu Of Query: .
ol s P alameteComputation
0.0826

Query throughput: . :
5400 /1800 = 3pps  Virtual Virtual

Machine 1 Machine 2
CPU demand for Q:

0.0826/3=0.0275ec Qu ery U pda‘te

Testin
B i TPM | DA 9

UiZSLg Secgpgd/ 290secCPU 100secCPU
420secof CPU 081 ZzogcoSfCP2U
Ucpu=409 : : .
°Shex - Virtual Machine Monitor(VMM)
Hardware

B1 G
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ServerConsolidation

HTTP App. DB
3-server Server Server Server
scenario 0S 1 0S 2 0S 3

Hardware Hardware Hardware
(a)
Virtual Virtual Virtual
Machine 1 Machine 2 Machine 3
HTTP App. DB
consolidated server | Server Server Server
scenario 0OS 1 0S 2 0S 3
Virtual Machine Monitor(VMM)
Hardware
(b) M
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ServerConsolidation

HTTP
Server

OS 1

App.
Server

Hardware

OS2

DB
Server
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ServerConsolidation

Physical disks

Logical disks

© 2005D.A. MenascZAll RightsR

<N

Virtual Virtual Virtual
Machine 1 Machine 2 Machine 3

HTTP App. DB
Server Server Server

0OS 1 0SS 2 0S 3

Virtual Machine Monitor(VMM)

Hardware
/GEORGE 25
(b) MAs
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ServerConsolidation
ComputingServiceDemands

Numberof Slowdown factor

»~ original servers
S /
cons
CPU = E Depy, r x S, 1Cq
/ s=1 [
Service demand
at the CPU of the

consolidatedserver

ol icat Service demand Speedup of consolidated
Or Classr applfications. at the CPU of original serverrelativeto
server s for class r individual server s
applications.
26

© 2005D.A. MenascZAll RightsReserved.



4.0

1.5 "\
1.0

N

N
A

B I

0.2

Consolidated/Individual Resp. Time Ratio

D.ﬂ I I I

1 1.5 2 2.5
Consolidated Server Speedup (Cs)

© 2005D.A. MenascZAll RightsReserved.



4.0

_ ForaCs =1, the response time Is 3.6 times higher.
3.0 \
2.5 \
1.5 \

1.0 \\‘

0.2

Consolidated/Individual Resp. Time Ratio

D-ﬂ I I I
1 1.5 2 2.5 3 3.9

Consolidated Server Speedup (Cs)

© 2005D.A. MenascZAll RightsReserved. ~ YWiversiTy



4.0

1.5 "\
1.0

25 \ 4% higher.

ForaCs=2.5,theresponsd¢imeis only
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ConcludingRemarks

¥ Many vendors are adopting virtualization
solutions:

P SunOs zones in Solaris 10
P IBMOd_ogical Partitioning(LPAR)
P Intel@ Virtualization Technology: hardware support for

virtualization.

¥ Additionalinstructionsthatcanbeusedby the VMM to create
andsupportVMs.

¥ TheVMM runsonelevel belowring 0 andthe VMs executeat
rnng 0

b Xen (OpenSource)
b EMCO&MWare
P Microsoft Virtual Server 2005 R2
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ConcludingRemarkgcontd)

¥ Two main directions in virtualization:

B Full virtualization theVMM providesanidenticalabstractiorof
theunderlyinghardwareHowever,not all architecturesre
virtualizable(e.g.,x86).

¥ No changes required to the guest OSs

¥ ExampleVMware
P Paravirtualizationthe VMM providesan Oalmostfdentical
abstractiorof the underlyinghardware The abstraction
Implementssomenewinstructionsto makethe machine
virtualizable.
¥ Guest OSs need to be modified.
¥ Better performance than full virtualization.

¥ Examples: Xen and Denali
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Questions?

www.cs.gmu.edu/faculty/menasce.html
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