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Computer systems are becoming extremely complex. Complexity stems from the large
number and heterogeneity of a system's hardware and software components, from the
multi-layered architecture used in the system's design, and from the unpredictable nature
of the workloads, especially in Web-based systems. Because of these reasons,
performance management of complex systems is difficult and expensive when carried out
by human beings. A new approach, called self-managing computer systems, is to build
into the systems the mechanisms required to self-adjust configuration parameters so that
the Quality of Service requirements of the system are constantly met. In this paper, we
describe an approach in which analytic performance models are combined with
combinatorial search techniques to design controllers that run periodically (e.g., every
few minutes) to determine the best possible configuration for the system given its
workload. We first illustrate and motivate the ideas using a simulated multithreaded
server. Then, we provide experimental results, obtained by using the techniques

described here, to an actual Web server subject to a workload generated by SURGE.

1. Introduction

Computer systems are becoming extremely complex.
Complexity stems from the large number and
heterogeneity of a system's hardware and software
components, from the multi-layered architecture used
in the system's design, and from the unpredictable
nature of the workloads, especially in Web-based
systems. Because of these reasons, performance
management of complex systems is difficult and
expensive when carried out by human beings. A new
approach, called self-managing computer systems, is
to build into the systems the mechanisms required to
self-adjust configuration parameters so that the Quality
of Service (QoS) requirements of the system are
constantly met.

There has been a growing interest in self-managing
systems as illustrated by the papers in a recent
workshop [CGK 2003] and in [MDB 2001, Menascé
2003, DGHPT 2002]. In this paper, we describe an
approach in which analytic performance models are
combined with combinatorial search techniques to
design controllers that run periodically (e.g., every few
minutes) to determine the best possible configuration
for the system given its workload. We first illustrate

and motivate the ideas wusing a simulated
multithreaded server. Then, we provide experimental
results obtained by using the techniques described
here in an actual Web server subject to a workload
generated by the Scalable URL Reference Generator
(SURGE) [BC 1998].

The rest of this paper is organized as follows. Section
two describes the basic approach to the design of self
management systems. Section three describes the
QoS metric used by the controller for optimization
purposes. Section four describes the multithreaded
server system used to illustrate the approach as well
as an analytic model for the system. The next section
describes the simulation experiments used to illustrate
the efficiency of the method under various
circumstances. Section six describes the results of
using our methods to an actual Web server. Finally,
section seven presents some concluding remarks.

2. Basic Approach

Our approach to selfmanaging systems is based on
the notion that a computer system is enhanced with a
QoS controller that i) monitors system performance, ii)
monitors the resource utilization of the various
resources of the system, iii) executes, at regular
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intervals, called controller intervals, a controller
algorithm to determine the best configuration for the
system (see Fig. 2.1). As a result of running the
controller algorithm, reconfiguration commands are
generated to instruct the computer system to change
its configuration.

i-th controller interval (i+1)-th controller interval
PN
I |
requests requests
D Execution of the controller algorithm
@ Reconfiguration commands

Figure 2.1 — Controller intervals.

The architecture of the QoS controller is best
described with the help of Figure 2.2. The QoS
controller has four main components: Service Demand
Computation (2), Workload Analyzer (3), QoS
Controller Algorithm (5), and Performance Model
Solver (4).

The Service Demand Computation (2) component
collects utilization data (1) on all system resources
(e.g., CPU and disks) as well as the count of
completed requests (7), which allows the component
to compute the throughput. The service demand of a
request, i.e., the total average service time of a
request at a resource, can be computed as the ratio
between the resource utilization and the system
throughput [MAD 1994]. The service demands
computed by this component (8) are used as input
parameters of a Queuing Model (QN) of the computer
system solved by the Performance Model Solver
component (see below).

QoS Controller
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Figure 2.2 — Architecture of a QoS Controller
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The Workload Analyzer (3) component analyzes the
stream of arriving requests (6) and computes statistics
for the workload intensity, such as average arrival rate,
and uses statistical techniques [ALL 1983] to forecast
the intensity of the workload in the next controller
interval. The current or predicted workload intensity
values (9) computed by this component are also used
as input parameters of the Queuing Model (QN) solved
by the Performance Model Solver component.

The Performance Model Solver (4) component
receives requests (10) from the QoS Controller
Algorithm to solve the QN model corresponding to a
specific configuration of the system. This component
takes as input parameters to the QN model the
configuration parameter values (10), service demand
values (8), and workload intensity values (9). The
output of the QN model is the resulting QoS value (11)
for the configuration used as input.

The QoS Controller Algorithm (5) component runs the
controller algorithm at the beginning of each controller
interval (see Figure 2.1). The algorithm takes into
account the desired QoS goals, the arrival and
departure processes, and performs a combinatorial
search (e.g., beam search or hill-climbing) [ROR
1996] of the state space of possible configuration
points in order to find a close-to-optimal configuration.
The cost function associated to each point in the
space of configuration points is the QoS value of the
configuration. A formula to compute the QoS value is
described in Section 3. This QoS value has to be
computed by the Performance Model Solver for each
point in the space of configuration points examined by
the QoS controller algorithm. Once the QoS controller
determines the best configuration for the workload
intensity levels provided by the Workload Analyzer, it
sends reconfiguration commands (12) to the computer
system.

3. Computing the QoS Value
The QoS controller attempts, at each controller

interval, to optimize the QoS metric, Q0S, defined in

this section. This metric combines relative deviations
of the average response time, average throughput,
and probability of rejection, with respect to their
desired goals. More specifically, the relative deviation

DQOoS; of the average response time is defined as

anax - Rmeasured
rnaX( Rmax' F<neasured)

where R is the maximum average response time

DQoS; = ®

tolerated and R, ., eqiS the measured response time.
The definition of Eq. (1) has the following properties:

= DQOSR =0if the response time exactly meets its
SLA (i'e" I%neasured = RTIBX )

= DQOoS; >0if the response time exceeds its SLA
(i.e., Rieasred < Ria)- Given that the measured

response time R _,4,qiS at least equal to the sum

& .

a D, of the service demands D,for all K

i=1

resources (see [MAD94]), then, using Eq. (1), it
K

follows that DQoS,, £1- (§ D,)/ R, <1-

i1
= DQoS; <O0if the response time does not meet its
SLA (i.e., Rieasured > Rra)- Then, from Eq. (1) it
follows that - 1< - (1- R /R ared) £ DQOS;

An intuitive interpretation of the definition in Eq. (1) is
that of a relative gain (or loss) with respect to the SLA
(or to the measured response time) . For example, if
the measured response time is 3 seconds and the
maximum response time is 4 seconds, then DQOS; =

(4-3)/4= 0.25. So, there is a gain in response time of
25% relative to its SLA. If the maximum response time
is 3 seconds and the measured response time is 4
seconds, then DQOS; = (3-4)/4= - 0.25. So, there is a
25% loss (i.e., a negative gain) with respect to the
measured response time. In other words, it would be
necessary to cut down 25% of the measured response
time to meet the SLA.

The relative deviation DQOS; of the probability of
rejection is defined similarly to DQOS; . Namely,

P_-P

measured (2)
max( I:)max ' Pmeasured)

DQoS; =

where P _ is the maximum probability of rejection

tolerated and P, 1S the measured probability of

rejection. The definition of Eq. (2) has the following
properties:

= DQOoS; =0if the probability of rejection exactly

meets its SLA (i.e., P osured = Prax )-

= 0<DQoS; £1 if the probability of rejection
<P.)

= - 1£DQoS; <0if the probability of rejection
> Pm ).

exceeds its SLA (i.e., P,

easur ed

does not meet its SLA (i.e., P .qred
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The relative deviation of the average throughput is
defined as

*

X - X
DQOS, =—~meassured ~ Zmin ®)
max( xmeasured’ xmin)
where X g IS the measured throughput,
X =mn(l,X, . )is the minimum value between

the arrival rate | and the minimum required throughput
X

opposed to X, in Eq. (3) is that it would not make

sense to expect a system to meet a given minimum
throughput requirement if the workload intensity is not
large enough to drive the system to that level of
throughput. The definition of Eq. (3) has the following
properties:

win - The reason for using X as the SLA as

=  DQoSy =0if the throughput meets its SLA (i.e.,
X measured = x)rknin )-

= 0<DQo0Sy <1if the throughput exceeds its SLA
(i-e., Xmeasured > Xrin )

= - 1<DQoSx <O0if the throughput does not meet
its SLA (i.e., Xmeasured < Xmin )-

We can now define the single metric QO0Sas a

weighted sum of the three QoS deviations defined
above. Thus,

QoS =wg ’ DQoSR +wp ’ DQoSp + wy ’ DQoSx

where WR, Wp, and Wy are weights, in the interval
[0,1], determined by management, to indicate the
relative importance of response time, throughput, and
probability of rejection. Note that the value of Q0Sis a
dimensionless number between -1 and 1. If all three
metrics meet or exceed their SLAs, Q0S3 0. If

Q0S< 0, then at least one of the metrics does not
meet its SLA.

4. A Multithreaded Server Example

We describe in this section an example of a computer
system that we will use to illustrate the ideas described
in section 2.

4.1 System Description

The computer system shown in Figure 4.1 consists of
a multithreaded server that receives requests at a rate
of | requests/sec. The system has m threads and the
maximum number of requests that can be in the
system either waiting for a thread or using a thread is

equal to n (n > m). Thus, requests that arrive and find
n requests in the system are rejected. When a thread
is executing a request, it is using physical resources
such as the CPU and disk. So, the response time of a
request can be broken down into the following
components: waiting for a thread (i.e., software
contention), waiting for a physical resource (e.g., CPU
or disk), and using a physical resource.

4.2 Analytic Model

The analytic model
response time, R,

probability that

used to obtain the average
average throughput, X, and

requests are rejected, Prej, is

described here. The model consists of a combination
of a Markov Chain [KLEI 1975] and a queuing network
(QN) model. The Markov Chain is used to model the
waiting queue for threads and the set of m execution
threads. The QN model is used to obtain the rate at
which threads complete their execution.

Let X (k), k =1, ..., m be the rate at which a thread
completes its execution when there are k requests in
execution. This rate can be obtained by solving the QN
model for the hardware subsystem composed of the
CPU and disk when there are k concurrent threads in
execution. The solution of this queuing network can be
obtained through Mean Value Analysis (MVA)
[MA 2002, MA 2000, MAD 1994].

The Markov chain model of Figure 4.2 has n + 1
states. A state k (k =0, ..., n) represents the number
of requests in the system (waiting for a thread or using
a thread). The arrival rate in the diagram is the arrival
rate of requests, |, and the completion rate is the
completion rate of threads. Note that since there can
be at most m threads in execution, the departure rate
is constant and equal to X (m) for any state k > m.

X(©0)  X(1) X(m)  X(m) X(m) X(m)

Figure 4.2 — Markov Chain for the thread system
The solution of this Markov Chain, i.e., the values of
the probabilities B, (k =0, ..., n) of finding k requests

in the system, can be obtained using the methods in
[KLEI 1975, MA 2002]. The solution is given below.

A=l Pl /b
TRy KX (m)™/ b (m)

k=1..,m
k=m+1,...,n

where
r =1 /X(m),and

bk)=X@O" X(2) .. X(k),
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The metrics of interest can be easily computed from
the state probabilities and from Little's Law
[KLEI 1975] as follows.

Fie,:Pn

X=1 (- R)=a X' R
k=1

Qo

k"R
R=kL
X

5. Simulation Experiments

=
1

In order to analyze the effectiveness of the controller
described above, we developed a simulation program
of the multithreaded server in C and C++ using CSim
[CSim]. The simulation program also implements the
controller code exactly as the controller would operate
in an actual system. The controller implemented in this
experiment uses two different types of combinatorial
search techniques: hill-climbing and beam search
[ROR 1996]. The two configuration parameters to be
changed by the controller are the values of n and m.

Thus, a configuration point is the pair (h, m) as defined
previously.

Hill-climbing is a very simple search technique that
works as follows. Starting from the current
configuration Co = (n,, My): examine all “neighbor’
configurations to Co and move to the one with the
highest value of QoS, computed by the Performance
Model solver. A “neighbor” configuration is defined as
one in which one of the configuration parameter values
is changed by +1 or -1. So, the neighbor
configurations of Co are (no+1, my), (Ng-1, My), (Ng, Mo-
1), and 6o, myt+l). The search is repeated at each
new point visited until either i) the value of the QoS
does not improve or ii) a threshold on the number of
points traversed has been exceeded. One of the
drawbacks of hill-climbing is that the search can be
prematurely stopped at a local optimum. An illustration
of this method is shown in Figure 5.1, which shows
various points in the space of possible configurations.
A circle represents each configuration. The number
within each circle indicates the QoS value of the
configuration. Assume that configuration A in Figure
5.1 is the initial configuration. The neighbors of A are
B, C, D, and E. Neighbor E is the one with the highest
QoS. So, the next point visited is E, which has F as the
neighbor with the highest QoS value. F becomes then
the next point to be visited and so on.

threads

No. requests
arriving
requests

completed
requests

X

Y

YES queue of
requests

waiting for
threads

rejected
requests

CPU

E

Computer System Shared by all Threads

Figure 4.1 - Software and hardware queues.
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Figure 5.1 — Hill-climbing

Beam search is a combinatorial search procedure that
works as follows. Starting from the initial configuration,
the QoS value for all the neighbors are computed and
the points with the k highest values are used to
continue the search. The value of k is called the beam.
Then, the neighbors of each of the k selected points
are evaluated and, again, the k highest values among
all these points are kept for further consideration. This
process repeats itself until a given number of levels is
reached. Then, the overall highest value is returned.
Figure 5.2 illustrates how beam search with k =
operates starting from the point at level 1. Four
neighbors are evaluated but only the two with highest
QoS values (15 and 18) are kept. The four neighbors
of these two points are evaluated and they constitute
level 2 of the tree. The two points with the highest QoS
among the eight (22 and 25) are kept. Their neighbors
are evaluated and configurations with QoS values 40
and 39 are selected as the two with the two highest
values. In this example, the search is limited to four
lewels.

level

NI -

@b@@‘i

Figure 5.2 Beam search

@@

Our simulation experiments consider the system of
Figure 4.1 with one CPU and one disk. The service
demands at the CPU and disk are 0.03 sec and 0.05
sec, respectively. The SLAs and respective weights
are:

» RE£ 1.2seconds and WR = 0.25,

= X3 5requests/sec and Wy = 0.30, and

= PB4 £ 0.05and Wp=0.45,

During each experiment, the arrival rate of requests
started at a low value of 5 requests/sec and was
increased to a peak value of 19 requests/sec and was
reduced to 14 requests/sec during a period of one
hour, which was divided into 30 controller intervals, as
illustrated in Figure 5.1. At the maximum value of 19
requests/sec the utilization of the bottleneck resource
(i.e., the disk) is close to 100%. Therefore, we did not
increase the arrival rate any further, otherwise the
probability of rejection would be too high.

20

Arrival Rate (requests/sec)
P
S o © o N S o ==}

N

123 4567 8 9101112131415161718192021222324252627282930

Controller Intervals

Figure 5.1 — Evolution of the workload intensity.

The controller interval duration is equal to 120
seconds. During that interval, 2280 requests arrive on
average during the peak load of 19 requests/sec.

Figure 5.2 illustrates the variation of the QoS metric
defined in section 3 during the duration of the
experiment. The x-axis is labeled with the values of the
average arrival rates observed at each controller
interval. There are four curves in Figure 5.2: two of
them use the two search heuristics (beam search and
hill-climbing)  described before, another curve
corresponds to the case in which the controller is
disabled, and the last one corresponds to the optimal
QoS values obtained through an exhaustive search.
This value is computed off-line at the end of the
simulation run by examining all 9,801 possible
configurations at each controller interval and
determining the best. It should be noted that for each
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point, the performance model has to be solved in order
to compute the QoS value for that point. The two
heuristics considered evaluated no more than 120
points per controller interval, i.e., 1.2% of the total
number of points.

In Figure 5.2, the optimal QoS curve shows the best
QoS for the next controller interval assuming that the
arrival rate for that interval is the same as in the
current one. The other curves show what was actually
measured from the system at the beginning of each
interval. These measurements are expected to be
lower than the optimal values provided that the arrival
rate does not change. Since the arrival rates change
from interval to interval, small variations will be
observed.

0.9

0.8
0.71
0.6

» 051

&
0.4
0.3

0.21

0.14

0

e L E o e e e L o e e o e o e e L s s o o
5558 8 81111111414141717171818181919191818181717 17141414
Arrival Rate (req/sec)

|—°—Beam Search —#—No Controller =&~ Hill-climbing =%~ Optimal QoS

Figure 5.2 — QoS values for beam search, hill-
climbing, no control, and exhaustive search.

The following observations can be drawn from Figure
5.2:

= At low loads, the controlled and uncontrolled cases
provide almost the same value for the QoS.

= As the arrival rate increases, the controlled system
manages to keep the QoS very close to its
maximum value, while the QoS for the uncontrolled
system falls precipitously to almost zero.

= Both beam search and hill-climbing provide almost
the same value for the QoS as the optimal value. In
fact, the relative error between any of the two
heuristics and the exhaustive search does not
exceed 0.7%.

Figure 5.3 shows the utilization of the bottleneck
device as a function of the arrival rate of requests. As
shown in the figure, when the controller is enabled, the
utilization of the disk is always higher than when the
controller is turned off. In fact, as the arrival rate
reaches its peak value of 19 requests/sec, the disk
utilization reaches 97% for the controller case and only
77% for the uncontrolled case. The reason is that the
when the controller is disabled, a significant number of

requests are rejected, as illustrated in Figure 5.4. At
the peak load, 21% of the incoming requests are
rejected because the system is not properly
configured. Figure 5.3 illustrates a very interesting
feature of the QoS controller: existing system
resources can be better utilized while providing better
QoS to requests.

100%

Disk Utilization

L N T . 2 T S N
Arrival Rate (requests/sec)

[=#=No controller —a—Beam Search —a— Hill-climbing]

Figure 5.3 — Disk utilization vs. arrival rate of requests.

Figure 5.4 shows that the controlled system aljusts
itself to avoid rejecting any requests, even at high
loads. The uncontrolled case violates the SLA of 0.05
for the probability of rejection as soon as the arrival
rate exceeds 12 requests/sec.

0.25

0.20
0.15
0.10 4

R P T I T T T uuvh | B RS RR 1y A

0.00 i dr Ml a A A A A A A A A A A A A A A A A A A A A A
5 55 88 8111111141414171717181818191919181818171717 141414
Arrival Rate (requests/sec)

Probability of Rejection

|—.— No Controller —e— Beam search —a— Hill-climbing --x-- SLA

Figure 5.4 — Probability of rejection vs. arrival rate of
requests.

Figure 5.5 shows the variation of the average
response time vs. the average arrival rate of requests.
As it can be seen, as the workload intensity reaches its
peak, the controlled system moves towards its
response time SLA of 1.2 seconds and even violates it
for a very short time interval. The response time of the
uncontrolled system is lower than the one for the
controlled system because more than 20% of the
requests are rejected at high loads and are kept out of
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the system. Thus, the controlled system adjusts itself
to meet, as close as possible, the response time SLA
while minimizing the probability of rejection. This in
turn provides a higher throughput as seen in Figure
5.6.

14
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Response Time (sec)
o o [y
o (=] o
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o
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555 88 811111114141417171718181819191918181817 1717 141414
Arrival Rate (requests/sec)

[=9#=No Conroller —#—Beam search —&— Hill climbing --X--SLA |

Figure 5.5 — Response time vs. arrival rate of
requests.

Figure 5.6 shows that the controlled and uncontrolled
systems satisfy the throughput SLA of at least 5
request/sec. However, at peak loads, the controlled
system is able to process 19 requests/sec while the
uncontrolled system can only process 15.5
requests/sec due to the rejected requests.

20

104

Throughput (requests/sec)

LI B S s B B S B S B S B B EE S L R e e S m e m m e
123 456 78 910111213141516 17 18 19 202122 23 24 2526 27 2829 30

Controller Interval

[F2—No Cont —#—BS —&—HC —%— Arrival Rate - % - SLA]

Figure 5.6 — Throughput and arrival rate vs. controller
interval.

6. QoS Control of an Actual Web Server

In this section we show the results of applying the
techniques described above to the QoS control of an
actual Web server. The HTTP server is Apache 1.3.12
which was modified to allow for a dynamic change of
the number of active threads (m) and the maximum
number of requests in the system (n). The workload
used to drive the server is generated by SURGE, a
workload generator for Web servers [BC 1998], using

two client machines sending requests to a third
machine that runs the Web server. SURGE generates
references  matching  empirical measurements
regarding file size distributions, relative file popularity,
embedded file references, and temporal locality of
references. This workload generator was selected
because it was demonstrated [BC 98] that, unlike other
Web server benchmarks, it exercises servers in a
manner that is consistent with actual empirical
distributions observed in Web traffic. A fourth machine
runs the QoS controller. All four machines are Intel-
based and run either Windows 2000 Professional or
Windows XP Professional. All machines are connected
through a 100 Mbps LAN switch.

The SLAs and respective weights for the experiment
are:

» R £ 0.3seconds and Wr=0.5,
= X 3 50requests/sec and Wy = 0.2, and
= By £ 0.05and Wp=0.3.

Figure 6.1 shows the variation of the QoS during the
experiment. As it can be seen, the QoS for the
uncontrolled Web server becomes negative when the
load gets to its peak value, indicating that at least one
of the three metrics is not meeting its SLA. On the
other hand, the QoS for the controlled Web server
always remains in positive territory for both hill-
climbing and beam search.

0.7

0.6 g

Controller Intervals

-8 No_controller =& Hill-climbing ~—Beam search]

Figure 6.1 — QoS for an actual Web Server with a
SURGE workload.

7. Concluding Remarks

The results of this paper provide a novel use for
analytic performance models. Traditionally, these
models were used to predict system performance for
medium- to long-term time intervals as required by
capacity planning studies. In our esearch, we used
these models to predict QoS values in short time
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intervals of the order of a few minutes. These analytic
models have proved to be robust enough to
successfully guide heuristic search techniques to
provide best configuration parameters for a computer
system subject to a varying workload.

We are currently extending the results of this paper
along several lines:

= Load-adjustable controller interval length: the
length of the controller interval should adjust
to match the variability of the workload
intensity. During periods of stable workload
intensity, the controller interval can be
increased to reduce the overhead of running
the controller.

= Sliding window procedure for measuring the
QoS metrics: instead of measuring response
time, throughput, and probability of rejection
in a single controller interval, we are
experimenting with using the last k controller
intervals, with a higher weight on
measurements obtained from more recent
intervals.

= Workload forecasting: to make the controller
more proactive as opposed to reactive, we
are considering using statistical forecasting
techniques for the workload intensity value
used by the analytic model.
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