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Abstract. Current computing environments are becoming increasingly
complex in nature and exhibit unpredictable workloads. These envi-
ronments create challenges to the design of systems that can adapt to
changes in the workload while maintaining desired QoS levels. This paper
focuses on the use of online analytic performance models in the design of
self-managing and self-organizing computer systems. A general approach
for building such systems is presented along with the algorithms used by
a Quality of Service (QoS) controller. The robustness of the approach
with respect to the variability of the workload and service time distribu-
tions is evaluated. The use of an adaptive controller that uses workload
forecasting is discussed. Finally, the paper shows how online performance
models can be used to design QoS-aware service oriented architectures.

1 Introduction

The next generation of large distributed systems will consist of millions of inter-
connected heterogeneous devices and of a very large number of sources that gen-
erate data in widely different formats. These devices have significantly different
characteristics in terms of processing power, bandwidth, reliability, battery life,
and connectivity (wired or wireless). Many different types of applications with
different and competing Quality of Service (QoS) requirements may share a com-
mon computing, communication, and data storage infrastructure. Applications
running in these environments will i) be component-based for increased reusabil-
ity, ii) service-oriented, iii) need to operate in unattended mode and possibly in
hostile environments such as battlefields or natural disaster relief situations, iv)
be composed of a large number of “replaceable” components discoverable at run-
time, and v) have to run on a multitude of unknown and heterogeneous hardware
and network platforms.

Under these circumstances, systems must be adaptable and self-configurable
in order to continuously meet QoS requirements at the application and com-
ponent level in the presence of changes in workload intensity. Adaptability and
self-configuration is also necessary to cope with attacks and failures in order to
meet availability and security requirements. Therefore, because of the dynamic
aspects of complex distributed computer systems, they must be self-configurable,
self-optimizing, self-healing, and self-protecting.
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Some important challenges must be addressed:

— The structure of applications changes dynamically as new services are added
or removed.

— The workload is hard to characterize due to its unpredictable nature, dy-
namically changing services, and application adaptation.

— It is difficult to build static performance models because the system is in
constant evolution.

— There is a multitude of QoS metrics at various levels. Some examples include
response time, jitter, throughput, availability, survivability, recovery time
after attack/failure, call drop rate, access failure rate, packet delays, packet
drop rates.

— There are tradeoffs between QoS metrics (e.g., response time vs. availabil-
ity [15], response time vs. security [18]).

— Transient analysis of QoS compliance, and not just steady-state analysis, of
system behavior is necessary in critical times such as terrorism attacks or
catastrophic failures.

— Global QoS goals have to be mapped to locally enforced and monitored QoS
goals [14].

— There is a need for protocols and mechanisms for efficient QoS goal negotia-
tion, monitoring, and enforcement. Given the heterogeneous nature of these
systems, QoS goals and contracts have to be specified in platform-neutral
terms.

— Resource management mechanisms including resource reservation, resource
allocation, and admission control in non-dedicated resources, as in Grid com-
puting [13], are generally complex.

There has been a growing interest in self-managing systems and self-conf-
iguring systems as illustrated by the papers in a recent workshop [5] and in [1,
2,6,7,8,9,10, 11, 17, 20, 22, 25]. In this paper, we describe our approach which
consists of using analytic performance models in the design of self-configurable
and self-managing computer systems. This approach is exemplified in various of
our papers [4, 16, 17, 19, 20]. We provide here an all encompassing framework,
describe the challenges, and summarize result obtained. Section two discusses
our general approach to controlling computer systems. Section three presents an
example of the results obtained by applying these ideas to control a Web server.
The next section shows how analytic performance models are robust when the
workload and service time distributions exhibit high variability. Section five de-
scribes the design of an adaptive controller that uses workload forecasting and
presents an example of results for such a controller. Section six shows how online
performance models can be used to build QoS-aware service oriented architec-
tures that perform QoS negotiation and admission control. Finally, Section seven
presents some concluding remarks.



2 General Approach

We use Fig. 1 to illustrate our general approach to designing self-organizing
and self-managing computer systems. We consider that a system is subject to a
workload, which may consist of any mix of online transactions and batch jobs.
There is a multitude of parameters and settings that may affect the performance
of such systems. Examples of these parameters include, among others, TCP, web
server, application level, database server, operating system, and load balancer
parameters. An analysis of the effects of various configurable parameters in E-
commerce systems can be found in [23].

The set of parameters is divided into uncontrolled parameters and controlled
parameters. Uncontrolled parameters (1) are those that are not changed dy-
namically by the controller. Typically, these parameters are the ones that have
relatively little impact on performance or that require a system restart or reboot
in order for their effect to take place. Controlled parameters (2) are those whose
settings are changed dynamically by the controller (3) by executing a controller
algorithm. The goal of this algorithm is to find settings of the controlled pa-
rameters that optimize a given goal function (4), which can be expressed in the
form of a utility function [24] or any other function of the values of the primary
responses. Examples will be given in the remaining sections of the paper. The
result of the current goal is passed to the controller, which may request goal
evaluations for different possible settings of the controller parameters.

A set of responses are generated as a result of the workload (5) and of the
settings for all parameters—controlled and uncontrolled. The responses are typi-
cally divided into primary responses (6) and secondary responses (7). The former
are those whose values must be kept within desired ranges as specified by Ser-
vice Level Agreements (SLAs) or QoS goals (8). Examples of primary responses
may include response time, throughput, and probability of rejection. Secondary
responses are those for which no QoS goals are set but that may be used by the
controller algorithm. An example is the utilization of the various devices of the
controlled system.

2.1 The Controller Algorithm

The size of the state space of possible configurations grows in a combinato-
rial way with the number of controlled parameters. Therefore, an exhaustive
search of that space is not feasible. The controller uses combinatorial search
techniques [21] such as hill-climbing and beam-search to find a close-to-optimal
configuration for which the value of the goal function is as close as possible to
its desired level.

Figure 2 displays an example of a portion of a state space. Each point rep-
resents a configuration of the controlled parameters and the numerical value
associated with each point represents the value of the goal function. Suppose
that the current configuration is point A, which has value 10, and that through
a hill-climbing search, a new configuration, point B with value 35, is found.
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Fig. 1. General Approach to Self-managing and Self-organizing Computer Systems

An important question is how is the goal value computed for each config-
uration point? The goal value for the current configuration is obtained from
measurements obtained from the system. However, as the search technique ex-
plores the state space, the goal values have to be computed through the use of
models that can predict the value of response variables for configurations differ-
ent from the current one. Our approach consists in using analytic performance
models of the system to obtain the values of the primary responses.

This online use of predictive performance models is a departure from their
common use in capacity planning [12]. In those cases, performance models are
used to analyze and compare scenarios over relatively long (in the order of
months) periods of time. In the case of self-configuring and self-managing sys-
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Fig. 2. Example of State Space Search

tems, configurations may have to change very frequently (at a few-minute inter-
vals).

2.2 Controller Types

Controllers can be classified according to the control frequency and workload
forecasting method used.

— Control frequency. The interval between two successive executions of the
controller algorithm is called the control interval (CI). Controllers can be
classified according to the length of the controller interval as follows:

e Fixed CI: the length of the control interval is constant.

e Adaptive CI: If the CI is too small and the workload intensity is relatively
stable, the controller algorithm will be executed too often with little or
no effect. If the CI is too large and the workload intensity varies very
rapidly, the controller will not run frequently enough to be effective.
Thus, a CI that adjusts itself to the workload intensity can be more
effective than a fixed CI.

— Workload forecasting. The online performance models used by the controller
algorithm use two types of parameters: workload intensity (e.g., arrival rates
of requests) and service demands of the requests on the various resources of
the computer system [12]. The service demands can be obtained by moni-
toring the utilization of the various system resources (e.g., CPU, disks, and
network segments). Controllers can be classified according to their use of the
workload intensity as follows:



e No forecasting: the workload intensity used to run the performance mod-
els in a given CI is the same as the workload intensity seen in the previous
CIL

e Workload forecasting: the workload intensity used to run the perfor-
mance models in a given CI is a forecast of the workload intensity based
on workload intensity values for a certain number of previous inter-
vals. Workload forecasting techniques such as exponential smoothing,
weighted moving averages, and polynomial regression [12] can be used.
It was shown [4] that the use of workload forecasting can improve the
QoS of a controlled system, especially when the workload intensity ap-
proaches its saturation value.

3 An Example: A Controlled Web Server

In this section we show the results of applying the techniques described above
to the QoS control of an actual Web server. The HTTP server is Apache 1.3.12,
which was modified to allow for a dynamic change of the number of active threads
(m) and the maximum number of requests in the system (n). These parameters,
m and n, are the controlled parameters. The workload used to drive the server
is generated by SURGE, a workload generator for Web servers [3], using two
client machines sending requests to a third machine that runs the Web server.
SURGE generates references matching empirical measurements regarding file
size distributions, relative file popularity, embedded file references, and tempo-
ral locality of references. This workload generator was selected because it was
demonstrated [3] that, unlike other Web server benchmarks, it exercises servers
in a manner that is consistent with actual empirical distributions observed in
Web traffic. A fourth machine runs the QoS controller. All four machines are
Intel-based and run either Windows 2000 Professional or Windows XP Profes-
sional. All machines are connected through a 100-Mbps LAN switch.

The primary responses are the response time of an HTTP request (R), the
throughput of the HTTP server (Xp), and the probability that a request is
rejected (Prej). The goal function is a QoS value defined as QoS = wr x AQoSgr+
wyx X AQoSx +wp x AQoSp, where AQoSgr, AQoSx, and AQoSp are relative
deviations of the average response time, average throughput, and probability
of rejection, with respect to their SLAs, and wg, wy, and wp are the relative
weights of these deviations with respect to the QoS value [4, 17]. These deviations
are defined in such a way that their value is in the range [—1,1]. When the
response metric meets its goal the deviation is zero. The deviation is negative
when the response metric does not meet its goal and positive when the goal is
exceeded. Therefore, the value of QoS is also in the range [—1, 1] and the larger
its value the better. The weights wg, wx, and wp have to be chosen in a way
that reflects the relative importance of the three performance metrics—response
time, throughput, and probability of rejection—to the management of the Web
site. The SLAs and respective weights for the experiment described here are:



R < 0.3 seconds, wr = 0.5, Xo > 50 requests/sec, wx = 0.2, P, < 0.05, and
wp = 0.3.

Figure 3 shows the variation of the QoS during the experiment. The x-axis is
a time axis labeled in units of control intervals. The workload intensity started
at 5 requests/sec and climbed to 19 requests/sec at CI = 19. Then, the workload
intensity was reduced to 14 requests/sec. The experiment in question lasted 30
CIs and each CI is equal to two minutes. Results are shown for two types of
combinatorial search techniques: hill climbing and beam search (see top two
curves). As it can be seen, the QoS for the uncontrolled Web server (bottom
curve) becomes negative when the load reaches its peak value, indicating that
at least one of the three metrics is not meeting its SLA. On the other hand, the
QoS for the controlled Web server always remains in positive territory for both
hill-climbing and beam search. We noticed in the various experiments we carried
out that beam search tends to provide slightly better results than hill-climbing.
This is probably due to the fact that the latter combinatorial search technique
may at times be trapped at local optima. However, the difference between the
two techniques was never significant.
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Fig. 3. A controlled Web Server

4 The Robustness of Online Models

Many real workloads exhibit some sort of high variability in their intensity
and/or service demands at the different resources. Therefore, it is important to
investigate the behavior of the proposed technique for self-managing computer



systems in such environments. To this end, we conducted a set of experiments
to study the impact of the variability in the request inter-arrival time and ser-
vice times distributions using a simulated multi-threaded server with one CPU
and one disk. The server has m threads and at most n requests can be in the
server, waiting for a thread or being executed by a thread. The goal function is
the one used in Section 3. The SLAs and respective weights for the experiment
described here are: R < 1.2 seconds, wgr = 0.25, Xy > b5 requests/sec, wx = 0.3,
Pie; £0.05, and wp = 0.45.

The variability of the distributions of the inter-arrival time and service times
distributions is represented by their respective coeflicients of variation (COV)
(i.e., the standard deviation divided by the mean): C, and C;. Figure 4 shows
the value of the QoS during an experiment in which C, = Cs = 2.0. The x-axis
is labeled in ClIs and each CI is equal to two minutes. The workload intensity
varies in the same manner as in Section 3. The top two curves correspond to hill
climbing and beam search and the bottom curve corresponds to the situation
in which the controller is disabled. It can be clearly seen that even at the peak
intensity value (CI = 20), the QoS decreases only slightly (from 0.8 to 0.55) when
the controller is used. On the other hand, the QoS decreases from 0.8 to less than
0.1 when the controller is disabled. Other results for different values of C, and
Cs are presented in our previous work [4]. These results show the robustness of
analytic models when used for QoS control. Even though these models assume
exponential service and interarrival times (i.e., Cs = 1.0 and C, = 1.0), they do
a good job at predicting the trends of QoS metrics when these assumptions are
violated. The reason is that it is more important to correctly compare, QoS-wise,
two points in the search space than knowing their absolute QoS values.
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Fig. 4. QoS Controller Performance for C, = 2 and Cs = 2.



5 Adaptive Controller Intervals

Figure 5 shows an algorithm that can be used to dynamically vary the length of
the control interval. This algorithm sets the length of the CI as a multiple, K, of
the smallest possible control interval Cl,;,. When the currently measured value
of the QoS, QoS,,,,, is less than or equal to a minimum value QoS,;, for the
QoS, the controller interval is set to its minimum value Cly;,. Otherwise, the
controller interval is set to a multiple of Cl,;, according to the relative error e
between the QoS value, QoS,,.., measured last time the controller was activated
and the currently measured value of the QoS, QoS_;,-

If Qoscurr < Qosmin

then CTI < Clpyin

else begin
€= QOoScurr —QOSprev

QoS rev
If 0 <€ <0.05 then K =12
If 0.05 < € < 0.1 then K =6
If 0.1 <e<0.2then K =5
If 0.2 <e<0.3then K =4
If 0.3 <e<0.4 then K =3
If 0.4 <e<0.5then K =2
If ¢ > 0.5 then K =1
CI «— K X Clnin
end

Fig. 5. Algorithm for adjusting control interval length.

Figure 6 shows the variation of the QoS when the control interval varies
according to the algorithm of Fig. 5 when C, = C; = 1.0. In these curves,
workload forecasting is always used. The workload used in that experiment has
two peaks: one at time 6 and another at time 20. It can be clearly seen from
the figure that the use of a dynamically adjusted controller interval yields better
QoS values. For example, at peak loads (see monitoring intervals 6 and 20), the
QoS for the dynamically adjusted system is always positive. These curves also
show that the QoS values obtained when adaptive control intervals are used are
generally higher than those achieved when the controller runs at fixed intervals.

One could ask the question whether these improvements come mainly from
the dynamic adjustment of the control interval and not because of workload
forecasting. To this end, we conducted another set of experiments in which we
compare the average QoS values obtained for the cases when dynamic controller
intervals were used alone against the cases when they were used jointly with
workload forecasting. The results are reported in Fig. 7 for C, = Cs = 1.0. The
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curves in this figure clearly show that there is a statistically significant perfor-
mance gain when forecasting is enabled in conjunction with dynamic controller
interval. There is an accompanying increase in the QoS gain as a result of using
dynamic controller intervals combined with workload forecasting.

6 QoS-aware Service Oriented Architectures

In [16] we presented a framework for the design of QoS-aware software compo-
nents. This section presents another application of online performance models
in the design of QoS-aware Service Oriented Architectures (SOAs). Figure 8
presents an architecture that consists of QoS-aware service providers (SPs),
clients that make requests to the SPs, and a QoS Broker (QB). SPs register
with the QB. During the registration process, the QB engages in a protocol
aimed at characterizing the services provided by an SP in terms of their service
demands. A client that needs a service contacts the QB to discover the service,
authenticate itself, and negotiate QoS requirements in terms of response time
and required throughput for its session with the SP. The QB keeps track of all
accepted QoS requests and uses an online performance model to negotiate new
requests. Based on the results of the performance evaluation, a request may be
accepted, rejected, or a counteroffer may be sent to the client. Once a session is
accepted, the SP is informed and the client makes requests directly to the SP,
which is responsible for admission control.

We implemented the approach in Java and performed several experiments
to validate the approach. A comparison between the QoS-based case and the
non-QoS case (i.e., the case in which no QoS negotiation takes place) is shown
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in Fig. 9. The experiments generate a random workload which is submitted to
the two SPs without using the QoS broker. The workload is replayed against
the same SPs but this time using the QoS negotiation protocol. During this
second phase, a reduction on the response time observed in the non-QoS case is
requested. Let f be the reduction factor in the response time.

Figure 9 compares response times and throughputs between the QoS-brokered
and the non-QoS brokered cases for all sessions executed by SP 1 for a reduc-
tion factor of f = 35%. The top graph of that figure shows the average request
response time for the two cases and the bottom one shows the throughput in
requests/sec. The x-axis is labeled by session ID, each of which is unique in the
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experiments. The value at each point is an average over 500 values collected
during the experiments. The curves also display the 95% confidence intervals
for the average values. As it can be seen from the figure, there is a significant
performance gain, i.e., decreased response time and increased throughput for the
service provider. As shown in Table 1, with an f = 35% response time reduc-
tion requirement at QoS negotiation time, the actual response time reduction is
35.2%, which perfectly matches the QoS requirement.

We also conducted similar experiments for f = 0% and f = 20%. The sum-
mary results for the two SPs are shown in Table 1. In this table, %RT Reduction
stands for the percentage reduction of the average response time and %XPUT
Increase stands for the percent increase in throughput relative to the non-QoS
case. Table 1 also shows, for each SP, the percent of sessions that are rejected,
the percent of session requests that received a counter offer, and the percent



of sessions that were accepted by the QoS broker. As it can be seen, with the
QoS broker, the SPs always achieve better performance than without it. More-
over, the actual response time reductions achieved matched pretty closely the
QoS goals for different values of f. These results demonstrate the applicability
and effectiveness of online analytic performance models for building QoS-aware
Service Oriented Architectures.

Table 1. Summary of Results for f = 0.0, f = 0.20, and f = 0.35

f=0%|f =20%|f = 35%
% RT Reduction 4.1 16.7 35.2
% XPUT Increase| 9.0 24.0 54.7

SP 1|% Reject 17.0 22.7 36.9
% Counter Offer 6.9 9.3 9.9
% Acceptance 76.1 68.0 53.2

% RT Reduction 4.9 21.2 35.0
% XPUT Increase| 12.1 24.0 54.7

SP 2|% Reject 15.2 29.3 39.8
% Counter Offer 10.8 9.7 10.4
% Acceptance 74.0 61.0 49.8

7 Concluding Remarks

This paper presented a general approach that can be used to build self-mana-
ging/organizing computer systems. We showed how online analytic performance
models can be used in an efficient and effective manner for that purpose. We
discussed and presented results for different design alternatives for the controller
component of these autonomic systems. These design alternatives include the se-
lection of a combinatorial search technique, the frequency at which the controller
algorithm is invoked, and the importance of a workload forecasting feature. We
provided promising results obtained from a real web server subject to a work-
load generated by the SURGE benchmark. The robustness of these techniques
with respect to the variability of interarrival times and service times and the
effectiveness of using an adaptive controller were evaluated on a simulated mul-
tithreaded server. We also showed how online performance models can be used
to design QoS-aware service oriented architectures. We are currently expanding
our work along several lines. First, we are looking into the use of online analytic
performance models that are subject to heterogeneous classes of requests. We are
also investigating how the techniques presented here can be used to determine
optimal resource allocation for autonomic data centers. In this case, control has
to be carried out in a distributed manner. Local controllers have to coordinate
with global controllers to maximize a global utility function.
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