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Abstract

Significant emphasis has been placed recently on the
hardening of databases and on regular audits of such sys-
tems by independent auditors and certified Information Sys-
tems Security Officers (ISSO). Data centers hosting sensi-
tive data and mission-critical systems, especially centers
that belong to governmental agencies, have been under
tremendous pressure to secure their databases in compli-
ance with several security guidelines. Such requirements
mandate that each system passes a strict security scan be-
fore it is deemed suitable to go into operational mode and
that it be subjected to regular audits thereafter. This in
turn has been putting tremendous pressure on database ad-
ministrators who, in many cases, are already overwhelmed
by the tasks of installing, properly maintaining, and con-
figuring their systems in a way that provides optimal per-
formance. However, it is becoming extremely challenging,
time consuming, and resource intensive to address security
demands under tight budgets and timelines. Therefore, it
would be advantageous to implement autonomic features
into database systems to address some aspects of this chal-
lenge. This paper presents a framework that embeds au-
tonomic capabilities into database systems to provide self-
protection features in case of unauthorized, inadvertent, or
intentional change in security parameters. This is achieved
by embedding into the database the capability to compare
each security configuration parameter change attempt (or
request) with an embedded predefined security policy be-
fore allowing or rejecting the change. The paper demon-
strates how the proposed framework can be implemented in
an Oracle 10g Release 2 database.

1. Introduction

Autonomic computing is a sub-discipline of computer
science that deals with the design of self-managing systems,
i.e., with systems that are self-optimizing, self-configuring,
self-healing and self-protecting [1]. This paper deals with
the self-protecting dimension of autonomic computing as it
applies to database security. To that end, significant empha-
sis has been placed over the past few years on the hardening
of databases according to security guidelines established by
the system owner. This notion of increased awareness re-
garding securing computer systems, especially the ones that
are considered mission-critical, has manifested itself more
clearly in the wake of increased malicious attacks and the
potential threat of terrorism against critical computer targets
especially governmental ones. Therefore, with this growing
concern of security threats and potential security breaches
that may be related to terrorism or other types of attacks,
system owners, especially government agencies, have been
imposing strict security guidelines for all aspects of their
systems as required by the United States Federal Informa-
tion Security Management Act (FISMA) of 2002 [2]. Sys-
tem owners have been required to put in place very rigid re-
quirements for keeping their systems fully compliant with
strict security policies and to have their systems scanned
on a regular basis to guarantee that no security configura-
tion has been altered. This strict security requirement has
been accentuated by several government laws, regulations,
directives, and publications. According to U.S. Homeland
Security Presidential Directive/Hspd-7, all agencies are re-
quired to identify and provide “information security pro-
tections commensurate with the risk and magnitude of the
harm resulting from the unauthorized access, use, disclo-
sure, disruption, modification, or destruction of informa-
tion” and information resources consistent with FISMA of
2002 [3].

Recent advances in autonomic databases and autonomic
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database management systems (ADBMS) have focused on
automatic management of resources for achieving optimal
performance [4], autonomic provisioning of databases [5],
resource selection for database optimization and tuning [6,
7], policy-based decisions and management [8], self-sizing
of clustered databases and buffer pools [9, 10], isolation
of attacks on data and recovery from malicious transac-
tions [11, 12], and role-based access control [13, 14]. But,
since the security of database and information systems is
a problem of confidentiality, integrity, and availability of
the data stored in these systems [11, 12, 13], most secu-
rity research efforts have focused on securing the data by
either controlling and detecting any unauthorized access to
it, or by recovering any lost data in case of a malicious at-
tack. For many years, the main focus of attention has been
on researching, developing, and implementing technologies
such as firewalls, intrusion detection, and virtual private net-
works. Relatively little has been done to address the secu-
rity of the applications and database management systems
that access or host the data [15].

However, these challenging requirements have moti-
vated database vendors as well as companies that build
database scanning and monitoring tools to examine ways to
improve the security of databases and to create software ap-
plications that detect suspicious activities that might result
in unauthorized access to the database and possible compro-
mise of its state. As a consequence, several software tools
and technologies became available on the marketplace that
address database security issues by providing mechanisms
that investigate the configuration of a database and report
potential risks and threats to its owners based on certain
security guidelines. Such approaches emphasize the mon-
itoring aspect by connecting to a database and constantly
monitoring it for any changes mainly in the status of the
services/processes that support its availability (e.g., listener,
instance, firewall, etc.). Some tools also monitor changes in
the configuration settings of the database. However, exist-
ing tools fail to address the challenge of really securing the
database because monitoring tools can be disabled at any
time by insiders such as systems and network engineers,
network operating center (NOC) personnel, or database ad-
ministrators. Whether the intention to disable the tools is
good, and no matter how justifiable the reason to disable
them is, the fact remains that during the period of no mon-
itoring the database is rendered vulnerable to undetected
unauthorized access and potential risk of compromising it
or steeling its data.

Some of the existing tools monitor networks and
database systems, gather information, and produce alerts.
They are also capable of feeding the gathered information
into statistical and analytical tools that make recommenda-
tions to the system owner or the database administrator on
how to solve the problem. The rest however, depends on

human intervention for implementing the appropriate reso-
lution. In addition, the effectiveness of these tools is totally
dependent on an absolute non-interruption of the commu-
nication with the database. An interruption of communica-
tion results in interruption in monitoring and protecting the
database.

This paper presents a framework that addresses the short-
coming of these tools using the notion of embedding poli-
cies into the database itself and enabling these policies to
block every attempt to compromise the state of the database,
or to alter its configuration in a way that contradicts what
has been established and fed into the policy by the system
owner. These policies can be established at different granu-
larity levels in such a way that the system owner can choose
to invoke coarse-grained policies to monitor and control
the behavior of the database as a whole through the use of
global settings, or invoke fine-grained policies that affect
specific aspects or configuration settings. But the absolute
core principle of our framework is the notion that the se-
curity policies, as well as all the database objects and logic
that enforces them, are made an integral and inseparable
part of the database that they are meant to protect. They are
embedded into the database and are protected from being
accessed by any user or entity other than the system own-
ers. Even then, the framework gives the system owners the
ability to institute a composite password where each part of
the password is owned by a different member of the system
owners team for added security.

2. Policy-Based Framework for Securing the
Database

Having a privileged access to a database implies having
the power to impact or change foundational aspects of its
configuration thus altering its intended behavior. Database
administrators typically have such a privilege since they
are usually tasked with managing the database configura-
tions and can conceivably be a threat as has been shown
by several database security breaches over the past few
years [16, 17, 18, 19]. Whether intentional or not, database
administrators or power users can alter security configura-
tions in a way that could result in unauthorized access to
and compromise of the database. An example would be
that of granting privileged access to unprivileged users, or
just simply misusing his/her privileged access. Another ex-
ample is one that pertains to security scans or audits of the
database. Independent auditors are usually hired to perform
a security scan of the database and they work with the DBA
to get the database to a point where it is hardened enough
to pass the scan. However, a database administrator can
temporarily (or permanently) set some or all of the config-
uration parameters back to their original settings in order
to achieve certain goals that he/she thinks are justified. One
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Figure 1. Architecture of a Self-protecting Database.

basic but dangerous scenario, for example, is that of altering
the parameter that restricts using the same password after it
expires. The DBA can easily set that parameter to unlim-
ited, change the password to the same one, and then set that
parameter back to what it is supposed to be. By doing so,
the DBA would have violated the rule that applies to reusing
the same password over and over again (see section 2.3) for
a detailed example of this scenario). In this paper we de-
scribe a policy-based approach for enforcing database con-
figurations even to those who have privileged access. We
do not advocate minimizing the role of the DBA or restrict-
ing his/her access. However, we do advocate that each ac-
tion gets verified and approved by system owner embedded,
predefined configuration policies before it is applied to the
database.

2.1. Architecture of the Framework

Unlike database security frameworks that exist today,
which mostly detect imminent problems, generate an alert,
and produce a report, our solution, which is an inseparable
component of the database that it is meant to protect, mit-
igates any detected risk on its own without having to wait
for human intervention. To illustrate this notion of uninter-

rupted self-protection we present an architectural overview
of the proposed framework. Note that all the policies and
the verification component reside within the database that
is the subject of protection.

In this architecture (see Fig. 1), the system owner builds
policies to support certain objectives (step 1). These poli-
cies are stored in the same database being protected (the tar-
get database) and are used to verify requests (or attempts)
to change database configurations and to enforce the pol-
icy mandates. When a power user or a hacker initiates an
attempt to change security configurations (step 2), the re-
quest goes through a process of verification before it can
be processed. This step is carried out by database stored
procedures that have built-in logic for checking the request
against the policies (steps 3 & 4). If the request complies
with the set policies that govern its scope of applicability
(step 5), then the request is applied. Then, the database sys-
tem tables/views are updated to reflect the change (step 6)
and an audit trail is recorded (step 7). Otherwise, the re-
quest is rejected and the system owner is alerted (step 8),
the user notified (step 9), and an audit trail is recorded (step
10).

Figure 2 shows the traditional way of managing database
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configurations by the database administrator or any privi-
leged user. The DBA logs onto the database with privileged
access and executes SQL commands that alter the configu-
rations.
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Figure 2. Traditional approach to managing
database configurations.

Figure 3 shows a flowchart of the processes involved in
providing uninterrupted self-protection through embedding
autonomic capabilities into the database.

2.2. Policy Integration

As mentioned earlier, our framework is built on the no-
tion that all policies must be an integral part of the database
that they are meant to defend in a fashion that makes them
directly associated with its very existence. Hosting them
in an external application or database or even in another
database instance on the same server as the target database,
introduces the risk of isolating the policies from the target
database and therefore, creating an opportunity for access-
ing and compromising the database without any lines of de-
fense. In our framework, the policies are fed into physical
database tables where they are stored and managed by the
system owner. These tables are owned by the database itself
and are not accessible to applications, application servers,
or even power users. We normalize the presentation of poli-
cies into two primary tables, namely POLICY HEADER
and POLICY MANDATE as shown in Tables 1 and 2 be-
low.

2.3. Policy Representation

Policy-based computing is one of several techniques
used to implement autonomic capabilities in computer sys-
tems. In this paper we apply the use of policies to imple-
ment autonomic capabilities into a database. We allow the
system owner to create database configuration-specific poli-
cies that decide the actual run-time behavior of the database.
These policies control and decide which changes are al-
lowed and which ones are not. This is based on the database
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Figure 3. Flowchart of the uninterrupted self-
protection approach.

being aware of its operational state being able to defend it-
self against input from various environmental sources such
as users, malicious code, or external software systems.
Policy-based mechanisms are also very useful in enforcing
Service Level Agreements (SLA) especially those that are
related to critical database availability and performance.

In general, policies provide the capability of controlling
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Table 2. POLICY MANDATE
POLICY MANDATE

MANDATE ID Unique identifier of the policy type - primary key
POLICY ID Unique identifier of the policy - foreign key
POLICY DB INSTANCE The instance name of the DB to be monitored
POLICY PARAMETER A DB parameter that is a part of an overall security configuration
POLICY PARAM VALUE A value assigned by the system owner to be enforced by the policy
POLICY DB COLUMN The column in the DB table that refers to a configuration parameter
POLICY DB VALUE The value of the DB column that refers to a configuration parameter
POLICY PARAM VERIFY A DB command that selects the value of the parameter under investigation
POLICY PARAM VALID A mechanism for ensuring that the request to modify a DB configuration parameter is valid
POLICY QUERY A SQL command that is used to monitor certain resources/behavior of the DB
POLICY QUERY CONDITION A condition set by the system owner to enforce certain DB configuration as well as to maintain

and forecast resource usage
POLICY DRIVEN ACTION An action that the policy issues based on information it possesses, and information that it collects.
POLICY ACTION EXECUTE Specifies the stored procedure that needs to be executed to fulfill the required action

Table 1. POLICY HEADER
POLICY HEADER

POLICY ID Unique identifier of the policy
POLICY NAME Name of the policy
POLICY OWNER Policy owner
POLICY TYPE Objective of the policy as it

relates to securing the DB
POLICY CREATE DATE Date the policy was created
POLICY MODIFY DATE Date the policy was modified
POLICY EFFECT DATE Date the policy is to take effect
POLICY ACTIVATE Switch for turning policy ON or

OFF without having to delete it
TARGET DATABASE Name of the DB the policy

applies to

who can do what, when, where, and how. But the use
of policies can also be exploited to predict the reason of
performing a certain action, i.e., the why. Based on the
specifics of the action, the system can gather and formulate
intelligence that would be the basis for deducing the motive
behind the action.

The purpose of using policies is mainly to enforce sys-
tem owner requirements and constraints onto a system. A
policy can be perceived as a declarative means for express-
ing directives to be carried-out by the system hosting these
policies, which in this case is a database engine. In this
framework, we implement policies into a database system
for the purpose of making the database perform specific ac-
tions in response to attempts to alter its state or its config-
uration settings. Therefore, the creation and enforcement
of policies requires the establishment of rules that invoke
certain actions to be performed under certain conditions.

To support our policy-based framework we enumerate four
types of policies that we embed into an Oracle 10g database
to demonstrate the effectiveness of the approach. Examples
of these policies are shown below. While defining the pol-
icy, system owners may enter a wild card represented by *
to indicate that a certain policy term can take as an input any
value in its space. They could also use N/A represented by
# to indicate that the term is not applicable to the scenario
they are interested in.

Policies are usually created by the system owner for a
specific domain or area of applicability that the policy in-
tends to govern. That area of applicability is specified by
the type of the policy. For example, policies of type one
and two (defined below) are intended to govern the areas
of enforcement of the password life time security configu-
ration and database monitoring, respectively, while policies
of type three and four govern changes to the security policy
itself. The four types of policies are illustrated below. Other
policy types can also be added depending on the need.

Type 1. Policy for Verifying & Controlling User Actions
The role of this policy is to verify and control the actions of
privileged users such as database administrators and power
users. The validation process is performed as a response to
the users input as shown below. The DBA calls a stored
procedure specific for changing the life time of a password
and chooses the values of the parameters he/she intends to
change. These values are then verified according to the pol-
icy that governs their applicability. As shown in example
1.1 (see Table 3), the policy states that the life time of a
password is set to 60 days and cannot be changed. It also
stores the SQL command used to verify the change and the
action that it takes depending on whether the change is ap-
proved or rejected.
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Table 3. Example 1.1

[type] enforcement of password life time security
configuration

[name] Password Life Time
[parameter] password life time
[paramvalue] 60 (days)
[verification] SELECT LIMIT FROM DBA PROFILES

WHERE RESOURCE NAME =
PASSWORD LIFE TIME
AND PROFILE = DEFAULT;

[validation] if input = UNLIMITED or input �= 60
[actionrejec] alert system owner of failed attempt, notify user

of disallowed parameter change, and record
action in audit trail for further investigation

[actionexec] execute password life proc

In example 1.2 (see Table 4), the policy enforces the
archive log mode of the database. An attempt to change
that mode is rejected because the policy only accepts the
archive log mode to be either TRUE or ARCHIVELOG.

Table 4. Example 1.2

[type] enforcement of the DB archive mode policy
[name] Archive Log Mode
[parameter] log archive start
[paramvalue] TRUE
[dbcolumn] log mode
[dbvalue] archivelog
[verification] SELECT LOG MODE

FROM SYS.V$DATABASE;
[validation] if LOG MODE = NOARCHIVELOG
[actionrejec] alert system owner of failed attempt, notify

user of disallowed parameter change, and record
action in audit trail for further investigation

[actionexec] execute enf archive log proc

The [actionexec] term of the policy determines the
database stored procedure that is to be executed. In the case
of example 1.2, the stored procedure would execute a set
of commands and/or processes to send email to the system
owner, to pop up a message window to inform the user of
the outcome, and finally to record the action in an audit trail.

Type 2. Policy for Monitoring Database Resources The
role of this policy is to proactively monitor database re-
sources, such as active sessions, for the purpose of pre-
empting situations that may deplete the database server of
critical resources. The policy in example 2.1 (see Table 5)
supports it designated stored procedures in monitoring and
terminating all open but inactive sessions. The policy states
that the logon time cannot be more than 24 hours.

Table 5. Example 2.1
[type] database monitoring of inactive sessions
[name] Monitor Inactive Sessions
[query] SELECT USERNAME, SID, SERIAL#,

to char(LOGON TIME,’Day HH24:MI’)
logon time,
to char(sysdate,’ Day HH24:MI’)
current time FROM V$SESSION WHERE
STATUS = ’INACTIVE’;

[condition] if logon time = current time + 24
[actionrejec] kill the session
[actionexec] execute kill session proc

The policy in example 2.2 (see Table 6) acts similarly
to the previous one. However, it monitors CPU per session
rather than inactive sessions. It stores the query to be used
for monitoring the CPU and the conditions that must be met
and the action to be taken in case they are not. The condition
clause in example 2.2 can be relaxed a little by changing
it to the following: if CPU PER SESSION > 70000 or
CPU PER SESSION < 50000. This provides the DBA
with some flexibility in changing configurations without
compromising or harming the database.

Table 6. Example 2.2

[type] database monitoring of CPU per session
[name] Monitor CPU Per Sessions
[query] SELECT RESOURCE NAME,

LIMIT FROM DBA PROFILES
WHERE PROFILE = APPUSER AND
RESOURCE NAME = CPU PER SESSION;

[condition] if CPU PER SESSION �= 60000
[actionrejec] alert system owner of failed attempt,

notify user of disallowed parameter change,
and record action in audit trail for further
investigation

[actionexec] execute monitor CPU proc

Type 3. Policy for Changing the Security Policy Con-
ditions The role of the policy in example 3.1 is to allow
system owners to make changes to the conditions that are
set in the security policy itself (see Table 7). A compari-
son of this policy with that of example 2.1 indicates that the
logon time has been set to 12 hours instead of 24.

Type 4. Policy for Changing the Security Policy Param-
eters The policy of example 4.1 (see Table 8) allows system
owners to make changes to the security parameters value of
the policy itself. Comparing this policy to the one exam-
ple 1.2 we find that the archival mode of the database has
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Table 7. Example 3.1

[type] change the database resource monitoring policy
[name] Change Resource Monitoring - Inactive Sessions
[parameter] #
[limit] #
[verification] #
[query] SELECT USERNAME, SID, SERIAL#,

to char(LOGON TIME,’Day HH24:MI’)
logon time,
to char(sysdate,’Day HH24:MI’) current time
FROM V$SESSION
WHERE STATUS = ’INACTIVE’;

[condition] if logon time = current time + 12
[actionrejec] kill the session
[actionexec] execute kill session proc
[effective] immediately, i.e., current system date

changed to allow it to be in no archive log mode.

Table 8. Example 4.1
[type] change the database archive mode policy
[name] Archive Log Mode
[parameter] log archive start
[paramvalue] FALSE
[dbcolumn] log mode
[dbvalue] noarchivelog
[effective] immediately, i.e., current system date

There are four main features to our approach that make
it effective, scalable, flexible, and extensible. First, the sys-
tem owner can write as many policies as needed to govern
a wide range of database security configurations having ei-
ther global or specific applicability. Second, the structure
for defining a policy is not limited but can be extended to
fulfill any scope of applicability. Third, the fact that the
policies are concise, targeted, and simple makes the task
of creating them an easy one. Finally, the premise of this
framework is scalable in that it can be applied to other do-
mains where monitoring of system behavior or protecting
system configurations is essential.

3. Implementation Scenarios

This section presents some implementation scenarios
where the policy-based framework is utilized to autonom-
ically enforce security configuration in databases thus en-
abling them to self-protect. To demonstrate the usability of
the proposed framework we consider a policy for monitor-
ing inactive sessions as presented in Table 5.

Ensuring that software application code closes all the
sessions that it opens after they are no longer needed is vi-

tal for optimal database performance. However, this does
not happen often especially in an environment where there
is pressure to deliver on time, and where formal code re-
views are not a common practice. This usually results in
an increased number of inactive sessions to the point that
it exhausts the database resources. Even though configura-
tion parameters such as the connection timeout, and maxi-
mum and minimum connections allowed could be set prop-
erly, inactive sessions may still persist. However, this could
be easily mitigated by creating and embedding a policy
to monitor all active sessions. Our approach enriches the
database with policy-based autonomic capabilities that en-
ables it to overcome such a problem by autonomically en-
forcing policy mandates.

To implement and enforce the policy, a database stored
procedure executes the SQL query provided by the policy
once every few hours (or as specified by the DBA or system
owner) in order to determine the duration of each inactive
session. If the condition of the policy is met, then another
stored procedure is executed to kill the offending sessions.
This guarantees that the database resources are not depleted,
without any human intervention.

Another implementation scenario that is extremely im-
portant to the security of any database is that of changing
an existing database schema password to a different one ev-
ery say sixty days. This rule is usually enforced by one or
more database configuration parameters. In the case of an
Oracle database, for example, the password parameters are
set in the DBA PROFILE system table.

Parameters such as PASSWORD LIFE TIME, PASS-
WORD REUSE TIME, and PASSWORD GRACE TIME
control certain aspects of database passwords. The prob-
lem however, is that these parameters can be manipulated
to allow the use of the same password over and over again.
By implementing the enforcement of password reuse time
policy shown in Table 9, system owners can rest assured
that not even the DBA can reuse the old password after it
expires.

We draw the reader’s attention to the fact that the action
clause simply initiated the notification to the user of the dis-
allowed parameter change, alerted the system owner of the
failed attempt, and initiated the recording of the audit trail.
No other action was taken.

Finally, we tackle the scenario that deals with the issue
of indirect privilege escalation such as getting DBA privi-
leges from other privileges such as CREATE ANY TRIG-
GER, CREATE ANY VIEW, and EXECUTE ANY PRO-
CEDURE. In Oracle 10g Release 2, a database account such
as MDSYS, which is not a DBA, can be leveraged to gain
DBA privileges. This could be accomplished through in-
jecting SQL commands into triggers owned by MDSYS.
In addition, by default, in Oracle 10g Release 2, the only
user granted the CREATE ANY View privilege is SYS.
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Table 9. Enforcement of password reuse time
policy.

[type] enforcement of password reuse time security
configuration

[name] Password Reuse Time
[parameter] password reuse time
[paramvalue] 20 (times before a password can be reused)
[verification] SELECT LIMIT FROM DBA PROFILES

WHERE RESOURCE NAME =
PASSWORD REUSE TIME
AND PROFILE = DEFAULT;

[validation] if input = UNLIMITED or input �= 60
[actionrejec] alert system owner of failed attempt, notify

user of forbidden parameter change, and
record action in audit trail for further
investigation

[actionexec] execute password life proc

But, if one can exploit a vulnerable procedure, he/she can
gain DBA privileges. This topic has been well-illustrated
in the literature [20]. A hacker would need to go through
two or three simple steps before he could gain DBA privi-
leges. The idea in its simplest form, in the case of CREATE
ANY VIEW, is to find a SYS-owned vulnerable procedure
and inject into it a SQL command to grant a DBA privilege
to a certain user. The injection of SQL, which could be in
the form of a function with a simple grant statement such
as grant dba to user;, could be prevented by using
our policy-based approach. In order to do that, the system
owner preemptively creates a policy to prevent granting any
privilege to any user unless that user’s name along with the
agreed upon privileges are specifically listed in the policy.
In other words, the DBA has to discuss the creation of a new
user and the set of privileges to be granted to it with the sys-
tem owner. The system owner in turn would modify the
policy to accept that new user account and the agreed upon
set of privileges. Any attempt to grant privileges, other than
the ones listed in the policy, through the use of SQL injec-
tion would not be allowed. See policy in Table 10.

As new policy terms are added (as is the case in the pol-
icy above), corresponding table columns get automatically
added to the POLICY MANDATE database table. It is also
important to note that our stored procedures do not allow
the user to input values into variables. Instead, the proce-
dures present the user with a set of values to select from.
This is important because it removes any possibility of the
users injecting variations to the expected input.

4. Related Work

The use of policies has been applied to domains such
as networking and network management [21, 22, 23, 24,

Table 10. Blocking indirect privilege escala-
tion policy.

[type] Create a DB schema and allowed privileges
[name] Create New Schema and Privileges
[schema] NewUser
[roles] grant create session to NewUser, grant select on

schema.table to NewUser;
[defaultTBS] Users
[tempTBS] Temp
[quotaType] Unlimited
[quotaOn] Users
[actionexec] execute create user proc

25, 26], quality of service architecture and management
systems [27, 28], programming [29, 30], security man-
agement [31], agent based distributed systems [32], mem-
ory allocation [33], content delivery [34], routing [35],
admission control [36, 37, 38], and autonomic comput-
ing [39, 40]. The concern of this paper however, is the
application of policies to securing a database. Numerous
software scanning and monitoring tools exit on the market
today. Tools such as AuditPro for Databases [41], AppDe-
tective [42], E-Trust Policy Compliance [43], NGSSQL-
Crack [44], Oscanner [45], Symantec Enterprise Security
Manager for Databases [46], NeXpose [47], NGSSquirrel
for Oracle [48], Appsentry for Oracle [49], ISS Database
Scanner [50], SQLdict [51], and NGSSquirrel for SQL [48]
have one common factor: they all automate and streamline
the identification of vulnerabilities in addition to locating,
reporting, and even helping to fix the discovered security
vulnerabilities. They run independently of the database and
quickly generate detailed reports with all the information
needed to correctly configure and secure databases. While
such tools have a lot to offer, their major deficiency is that
they run totally independently of the database. This no-
tion of residing and running on systems independent of the
database make these tools vulnerable and inadequate for
protecting the database.

A different approach to securing the database was pro-
vided by Sentrigo through the offering of a real-time audit-
ing and monitoring platform called Hedgehog [52]. Hedge-
hog does not monitor the database via direct examination
(interception) of system calls between the database and
applications or log file analysis. Instead, it samples the
database’s shared memory in real-time. While this technol-
ogy is the closest we found to our approach, we believe that
our approach is more flexible because it allows the user to
create any kind of policy he or she desires. It also gives the
user the ability to set policy conditions and modify them as
the need arises. In addition, while Hedgehog can be used to
log events, issue alerts and terminate sessions, our approach
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blocks unauthorized events without having to abruptly ter-
minate sessions. In summary, the system owners control the
building and customization of their policies to best fit their
business model and business needs. The approach that we
present is a full encapsulation and integration of the protec-
tion mechanism into the core being of the database that is to
be protected.

Ou approach differs from the security reference moni-
tor [53] concept because we provide autonomic comput-
ing capabilities. The topology of the Reference Model
places the “reference monitor” component as a separate en-
tity from the “resource”’ component. In fact, the model al-
lows for the implementation of one reference monitor for
multiple resources and multiple reference monitors for mul-
tiple resources. This is directly opposite to our proposed
approach, which makes the implementation of the security
enforcement mechanism (similar to reference monitor) an
integral and inseparable part of the system (or resource) that
it is protecting.

5. Conclusion and Future Work

This paper presented an innovative approach to imple-
menting autonomic capabilities into database systems in or-
der to enable self-protection. The cornerstone of our ap-
proach is the full integration of security policies into the
database that they are intended to protect. By doing so we
embed into the database autonomic capabilities that pro-
vide it with a superior self-protection mechanism that sur-
passes, in its effectiveness, existing database security frame-
works. This paper concentrated on the approach and policy
aspects. A companion paper will show in detail the mecha-
nism of enabling the database with self-protection capabili-
ties through the use of database stored procedures that act as
the enabling engine for request verification, command com-
pilation, database protection, and system owner and user
notification.
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