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Network Congestion

OWhen the network is congested (that is,
there are more packets then routers can
handle), packets are buffered at routers.

O When congestion worsens, routers run out of
buffer space and have no choice but to drop
some packets.

Qln response, users of the network (precisely,
TCP modules of the users) must reduce
traffic volumes.
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Basic |deas

QThe assumption is that packet |oss caused by
transmission errorsis rare and thus

—packet losses signal congestion

A Signs of packet losses as seen by a sender
—Timeouts
—Any others ?
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Responses

AWith sliding window protocoals,

— A large window allows a sender to be
aggressive in transmission
—asmall oneforces it to stop-and-wait
frequently and thus curbs traffic volume
(bytes per sec).
QOWindow sizeis our major concern.
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Slow Start: Introduction

Q0ld TCP starts a connection with the sender
Injecting its entire window to the network.

Qlf there are slow/congested links between
the sender and receiver, this may
create/exacerbate congestion.
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O The slow start mechanism is later introduced
so that the sender opens up its window
incrementally, rather than starting with afull
size window.

Q Effectively, the sender of a new connection
probes the capacity of the network.
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Slow Start: Algorithm

O The sender maintains an integer variable,
cwnd (congestion window).

O When a connection is established,
cwnd=segsi ze (segment size).

0 The sender transmits up to the minimum of
cwnd and r wnd, the window size
advertised by receiver.

O Each time an ACK isreceived,
cwnd+=segsi ze.
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Window Size Advertisement

Qln TCP, the recelver also maintains a
window to buffer inbound data

OWhen the receiver returns a (piggybacked)
Ack to the sender, it uses the “Window
Size’ field in the TCP header to indicate the
available space in bytesin its window.

0O The sender adjusts its window size in order
not to overflow the receiver window.
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Discussion

0 cwnd signifies the sender’ s assessment of
network capacity.

0 rwnd indicates the capacity of the receiver.

O The sender transmits at most the minimum
of the two.
W ndowSi ze = m n{cwnd, rwnd}
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How Slow |Is Slow Start ?

0 The sender starts by transmitting one segment and
wait for its ACK.

0 When the ACK isreceived, cwnd isincreased to
two segments, and two segments are then sent.

Q When each of those two segmentsis
acknowledged, cwnd isincreased to four segments.

Q Thus, cwnd can be doubled per round-trip time and
Increase exponentially.

— not exactly slow !

Q Either cwnd grows larger than r wnd, or the sender
has overloaded the network, causing packet |osses
and timeouts.
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Handling Congestion

Q1n the face of congestion, the sender reduces
traffic immediately by setting cwnd to one
segment.

alt should then probe network capacity again.
—Meaning to increase cwnd incrementally

O However, since we aready experienced
congestion, probing by slow start may be too
aggressive.

CS 656

11

O The solution isto allow cwnd to grow
exponentially halfway and afterwards only
linearly (grows roughly one segment per
round-trip time).

QThe “halfway” point isrecorded in variable
sst hr esh, standing for slow start threshold.
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Algorithm

QO Upon connection establishment:
—cwnd = segsi ze
—ssthresh = 65535
QWhen atimeout occurs,
—ssthresh = max{cwnd/ 2, segsi ze* 2}
—cwnd = segsi ze
QWhen an Ack isreceived,
—If cwnd<=sst hresh, cwnd += segsi ze

— Otherwise,
cwnd += segsi ze*segsi ze/ cwnd
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Discussion

0 Please note how the algorithm approximates
linear growth by

cwnd += segsi ze*segsi ze/ cwnd

AWhy the largeinitial value of sst hr esh ?
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Recall TCP ACKs

O Assume that all bytes up to 999 have been
recelved and acked. Givetheacksin
response to segments

— Seg(1000, 200)
— Seg(1300, 100)
— Seg(1400, 300)
— Seg(1700, 100)
— Seg(1200, 100)
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Fast Retransmission

OWhen the receiver receive segments x-1,

x+1, x+2, x+3, ..., it acknowledges x, X, X, X,
..., Indicating its expecting a segment with
seq # X.

A Duplicate ACKs of x are strong indications
of the loss of x.

—Why can’t we be 100% certain ?
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O However, the network does not seem
congested, for subsequent segments do get
through.

O When the sender sees 3 duplicate Ack(x), it
retransmits x immediately (not to await
timeout); hence the name “fast”
retransmission.

0 Subsequently, we want to proceed
cautioudly but not as pessimistically as real
congestion.
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Fast Recovery

QAfter fast retransmission of segment x, half
the value of cwnd

—Notice that cwnd is now automatically
greater than sst hr esh

QTheresult isto skip the slow-start phase;
hence the name “fast” recovery.
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Example
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Some Remarks

O Fast retransmissions and recovery are
optimizations.

O They are not used in al implementations.

A TCP has many flexibilities/loopholes that
lead to different “flavors’ of
Implementations.
— All implementations are mutually

compatible even though their behaviors
differ from time to time.
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