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Abstract

Security and privacy concerns over the handling of
electronic  healthcare records have received
significant attention over the past few years. In
response to the increase need for sharing and
maintenance of personal health records many recent
publications attempt to address the thorny problem of
controlling access to electronic health records
(EHRs) and personal health records (PHRs). These
efforts include scientific and legislative work by
many organizations such as NIST, AHIC, HL7,
HITSP, AHIC among others. In addition, legislation
such as the Health Information Privacy and
Accountability Act of 1999 and ARRA-HITECH set
goals to be achievable by determining the release of
EHR and PHR data are those that are used in security
policies used in other areas of IT security, such as
subjects, objects, roles, operations and permissions.
In this extended abstract, we argue for the need to re-
think and re-design some of the existing policies
frameworks to adhere the needs that stem from their
use in a real-world health care environment.

Introduction

Due to the complex nature of healthcare data, their
sensitivity to all concerned actors such as patient/
their guardians, care givers, payees and external
entities such as health data repositories, many more
concepts need to be added to the existing repertoire
of conceptual entities that need to be considered in
manipulating healthcare data. Some proposed
additions are due to legislative requirements that are
in place to ensure the patients privacy concerns. The
issues that we are addressing in our ongoing work are
that of requiring patient/guardians consent in making
the data available for specific purposes.

In recognition of the importance of sharing healthcare
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data between two authorized entities, the OASIS has
defined a Cross-Enterprise Security and Privacy
Authorization (XSPA) Profile[2] for the eXtensible
Access Control Meta Language (XACML) [1] where
the main Use Case addresses the request-response
scenario of health records between two entities
cooperating in sharing information contained
in personal healthcare records. At a very high level,
this profile uses subjects, objects, roles, operations,
permissions and purposes [3].

The clash of policies regarding consent

In the XSPA profile [2], patient/guardian consent are
retained in a special repository and used as attribute,
along with other attributes, such as those that identify
the subjects and resources in other security policies.
Nevertheless, as shown in [15,16], patients consent
may change over time, depends upon the type of
record and the will of the patient, and the actor
responsible for the granting pr altering the consent
may not be the patient. The case is point is recorded
in [16] where as the patient grows in age between
childhood and the “age of consent” various parts of
the medical records may require consent from
different subjects. In addition, the age of consent is
dependent on the state [16]. Therefore, our ongoing
work addresses in developing XACML extensions
that specify polices that would specify rules for
purpose based consent granted to different objects
under different environmental conditions.

Secondly, the purposes used in XSPA are listed as (1)
healthcare accesses (2) emergency accesses (3)
programmer accesses (4) administrator access, (4)
research access (5) marketing accesses. Nevertheless,
one of the stated objectives of the ARRA-HITECH
act for 2013 is to support advanced clinical processes
[9,10]. But clinical processes for potential encounters
have been designed by multiple organizations and are



specified as workflows used for a large number of
medical encounters [7,8]. Therefore our policies
expand upon the five main purposes using these
workflows. This will allow our framework to share
information at a finer granularity than those currently
stated in the XSPA profile.

Thirdly, HIPAA also allows a patient/guardian to
obtain a list of all accesses to the patient date except
in a few occasions as specified in the legislation,
implying the access/release controller now has to
retain and access log and permit sharing that if
permitted by law and policy. Moreover, a privacy
officer that is responsible for providing a reason for
the denial can reject these requests [6].

The requirements stated above requires that the
policies that govern fine-grain sharing of health data
demand that the access controller evaluates some
access while the other access rights (such as to
change the consent or ownership of a data item)
requires updating the policy. Doing so would create
read-write conflicts in administering a complex
policy framework that enforces HIPAA and ARRA-
HITECH compliant policies. In addition, by
enforcing these policies we want to ensure that such
policies prevent intentional and accidental misuses of
the workflows developed in the past [7,8]. This
constitutes the main research objective of our group.

We have developed an implementation for the
Administrative role base access control framework
[13] where the read-write conflicts are being resolved
using a locking mechanisms. As shown in [13], this
does not severely degrade the performance of the
policy decision point.

Among a large number of related work, we cite
[12,13,15] that have addressed different aspects of
purpose based access control. But to the best of our
knowledge they do not directly address XSAP
concerns [2] or AHIC Use cases [7,8].
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