File Systems

Operating Systems

Long-term Information Storage

Must store large amounts of data

2. Information stored must survive the
termination of the process using it

3. Multiple processes must be able to access
the information concurrently




File Naming

Extension Meaning

file.bak Backup file

file.c C source program

file.gif Compuserve Graphical Interchange Format image
file.hlp Help file

file.html World Wide Web HyperText Markup Language document
file.jpg Still picture encoded with the JPEG standard
file.mp3 Music encoded in MPEG layer 3 audio format
file.mpg Movie encoded with the MPEG standard

file.o Object file (compiler output, not yet linked)

file.pdf Portable Document Format file

file.ps PostScript file

file.tex Input for the TEX formatting program

file.txt General text file

file.zip Compressed archive

Typical file extensions.

File Structure

1 Byte 1 Record
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File Types
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(a) An executable file (b) An archive

File Access

1 Sequential access
0 read all bytes/records from the beginning
0 cannot jump around, could rewind or back up
0 convenient when medium was mag tape

[ Random access
0 bytes/records read in any order
1 essential for data base systems

0 read can be ...
» move file marker (seek), then read or ...
+ read and then move file marker




File Attributes

Attribute Meaning
Protection Who can access the file and in what way
Password Password needed to access the file
Creator 1D of the person who created the file
Owner Current owner
Read-only flag 0 for read/write; 1 for read only
Hidden flag | 0 for normal; 1 for do not display in listings
| System flag 0 for normal files; 1 for system file
Archive flag 0 for has been backed up: 1 for needs to be backed up

ASClI/binary flag

0 for ASCII file; 1 for binary file

Random access flag |

0 for sequential access only; 1 for random access

Temporary flag 0 for normal; 1 for delete file on process exit
Lock flags 0 for unlocked; nonzero for locked

Record length Number of bytes in a record

Key position | Offset of the key within each record

Key length Number of bytes in the key field

Creation time

Date and time the file was created

Time of last access

Date and time the file was last accessed

Time of last change

Date and time the file has last changed

Current size

Number of bytes in the file

Maximum size

Number of bytes the file may grow to

Possible file attributes

File Operations

2 U T

Create
Delete
Open
Close
Read
Write

7. Append
8. Seek

9. Get attributes
10.Set Attributes

11.Rename




Directories: Single-Level Directory Systems

~<—Root directory

010]010

0 A single level directory system
0 contains 4 files
0 owned by 3 different people, A, B, and C

Hierarchical Directory Systems

. ~—Root directory

A hierarchical directory system




Path Names

=—— Root directory
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A UNIX directory tree

Directory Operations

> wh -

Create
Delete
Opendir
Closedir

5. Readdir
6. Rename
7. Link
8. Unlink




Disks: Disk Hardware

Parameter IBM 360-KB floppy disk | WD 18300 hard disk

Number of cylinders 40 10601
Tracks per cylinder 2 12
Sectors per track 9 281 (avg)
Sectors per disk 720 35742000
Bytes per sector 512 512
Disk capacity 360 KB 18.3 GB
Seek time (adjacent cylinders) 6 msec 0.8 msec
Seek time (average case) 77 msec 6.9 msec
Rotation time 200 msec 8.33 msec
Motor stop/start time 250 msec 20 sec
Time to transfer 1 sector 22 msec 17 usec

Disk parameters for the original IBM PC floppy disk and

a Western Digital WD 18300 hard disk

Moving-Head Disk Mechanism

track t le— spindle

sector &

read-write
head

cylinder ¢

platter

rotation

t— arm assembly




Disk Arm Scheduling Algorithms (1)

0 Time required to read or write a disk block
determined by 3 factors
1.  Seek time
2. Rotational delay
3. Actual transfer time
0 Seek time and rotational delay dominate
0 Average rotational delay = half the time for one
rotation
[0 Disk scheduling algorithms attempt to
minimize average seek time
0 Layout of files on disk has a big impact on
file system performance

Disk Arm Scheduling Algorithms (2)

Initial Pending
position ~ requests
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(g Sequence of seeks

Shortest Seek First (SSF) disk scheduling algorithm
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Disk Arm Scheduling Algorithms (3)

Initial
position
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The elevator algorithm for scheduling disk requests

File System Implementation

Entire disk

F’artition\ table Disk Trtition
/ \\
[wen | | [

| Boot block | Super blockl Free space mgmt | I-nodes | Root dir I Files and directories

A possible file system layout




Implementing Files (1)

File A File C File E File G
(4 blocks) (6 blocks) (12 blocks) (3 blocks)
(HEEEEENEEEENEENEENEEEEEEEEEEEENNEEENEEEE S
File B File D File F
(3 blocks) (5 blocks) (6 blocks)
(a)
(File A) (File C) (File E) (File G)
(NN EEEEEEEEEENEEEEEEEEEEEEEEEES
File B 5 Free blocks 6 Free blocks

(b)

(a) Contiguous allocation of disk space for 7 files
(b) State of the disk after files D and E have been removed
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Implementing Files (2)
File A
- - 0
File File File File File
block block block block block
0 1 2 3 4
Physical 4 7 2 10 12
block
File B
- > - 0
File File File File
block block block block
0 1 2 3
Physical 5] 3 1" 14
block
Storing a file as a linked list of disk blocks
20
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Implementing Files (3)

Physical
block
0
1
2 10
3 1
4 7 ——— File A starts here
5
6 3 —~— File B starts here
7 2
8
9
10 12
11 14
12 1
13
14 1
15 —— Unused block

Linked list allocation using a file allocation table in RAM
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Implementing Files (4)
File Attributes
Address of disk block 0 —
Address of disk block 1 EE—
Address of disk block 2 —
Address of disk block 3 —
Address of disk block 4 —
Address of disk block 5 —
Address of disk block 6 —
Address of disk block 7 [
Address of block of pointers
Disk block
containing
additional
disk addresses
An example i-node
22
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Implementing Directories (1)

games E attributes games i ]
mail : attributes mail l
news | attributes news |
work E attributes work i o

\q
(a) (b)

(a) A simple directory
fixed size entries

disk addresses and attributes in directory entry

(b) Directory in which each entry just refers to an i-node

Data structure
containing the

23

Implementing Directories (2)

File 1 entry length {-  Painter to file 1's name
File 1 attributes File 1 attributes
Entry -
for one < P r Q 1 Painter to file 2's name
file e id t ] ;
b m 3 9 File 2 atiributes
2 ! ® l» Painter to file 3's name

File 2 entry length

File 3 attributes
File 2 attributes

p @ T s
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File 3 entry length e c t -

b u d ]

File 3 attributes e 1 [ [
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n ] |
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(a) ()

Entry
¢ for one
file

» Heap

[0 Two ways of handling long file names in directory

(@) In-line (b) In a heap
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Shared Files (1)

. Root directory

Shared file

File system containing a shared file

25

Shared Files (2)

C's directory B's directory C's directory B's directory
\ \

/ \ / \
Owner=C Owner=C Owner=C
Count =1 Count=2 Count = 1

(a) (b) (c)

(a) Situation prior to linking
(b) After the link is created
(c)After the original owner removes the file
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Disk Space Management (1)

1000 |- L L L T L LY — 1000
Disk space utilization \
5 800 |- -8 6
9 R
o =%
X 600 |- {60 55
o gL
B g8
5 400 - 40 2=
& 5
200 |- ~20 @
Data rate S
0 4 A | | | | 0
0 128 256 512 1K 2K 4K 8K 16K 0
Block size
0 Dark line (left hand scale) gives data rate of a disk
0 Dotted line (right hand scale) gives disk space efficiency
0 All files 2KB
27
Disk Space Management (2)
Free disk blocks: 1€, 17, 18
42 ~ 230 o a6 1001101101101100
136 162 234 0110101111011
210 612 B97 1010110110110110
a7 42 422 at1o101011101
41 214 140 TM0I0IMo1M
63 160 223 1101101010001
bl G664 223 0000111011010111
48 216 160 107110110101111
262 320 126 1100100011101
0 160 142 1110110111011
518 /') 482 j 141 1101111101110111
A1 KB disk block can hold 256 A bit map
32-bit dizk block numbers
(@ )
(a) Storing the free list on a linked list
(b) A bit map
28
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Disk Space Management (3)

(a) Almost-full block of pointers to free disk blocks in RAM

- three blocks of pointers on disk
(b) Result of freeing a 3-block file

(c) Alternative strategy for handling 3 free blocks

- shaded entries are pointers to free disk blocks
29

Disk Space Management (4)

Open file table Quota table
PO Soft block limit
disk addresses Hard block limit
User=8
Current # of blocks
Quota pointer — # Block warnings left | ( QU°t2
> record
Soft file limit for user 8
Hard file limit
Current # of files

"I" "l’ # File warnings left

Quotas for keeping track of each user’s disk use

30
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File System Reliability (1)

-1— Root directory

Directory
that has not
changed

File that

has changed File that has

not changed

[ A file system to be dumped
0 squares are directories, circles are files
0 shaded items, modified since last dump

0 each directory & file labeled by i-node number N

File System Reliability (2)

@) [1]2]3]4]s]e]7]8]sa]0]11]12]13]14]15]16]17]18]19[20l21]22]23[24|2s]z6]27]28[29]30]31]32]

) [1]2]3]4]5]6]7]8]o]0]11]12]13]14]15]16]17]18]1s[20[21]22]23[24|2s]z6]27[28[29]30]31]32]

© |1]2]3]4]|5]|6|7|8|s|iof11]12[t3[14]15]16]17]18]1s]e0]21|22|23|24|25|26[27[28[20[30[31|a2]

@ |1]2]a]4]s]|e|7[8]s]iofi1]12[1a[14]15]16]17]18]15]20]21]22|23]24|os 6|27 |28]20fa0 3 1]a2]

Bit maps used by the logical dumping algorithm
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File System Reliability (3)

DIULHK U DIUGK TIUTTIUeT
012345678 9101112131415 012345678 9101112131415

[1[1]o[1]o]1]1]1]1]o]o[1]1]1]o|o]| Blocks inuse  [1]1]o]1]o]1]1]1]1]o]o]1]1]1]0]0] Blocks in use

[o[o]1]o[1]o]aofo[1]1]|o[ofo[1]1]|Free blocks [ofo]o]a|1[ofo]a|o[1]1]0]o[o]1]1]Free blocks
(a) (b)
012345678 9101112131415 012345678 9101112131415

[1[1]o[1Te]1]1]1]1]o]o[1]1]1]o]o] Blocks inuse  [1]1]o]1]o]2]1]1]1]o]o]1]1]1]o]o] Blocks in use
[o]o]1]o]2]o]o]ofo[1[1]o]o]o[1]1] Free blocks  [o]o]1]o|1]o[ofo[o]1]1]o]o]o]1]1]Free blocks

File system states
(a) consistent
(b) missing block
(c) duplicate block in free list
(d) duplicate data block

33

File System Performance (1)

Hash table Front {LRU) Rear (MRU)

+bu+u<g:tjj

The block cache data structures

34




File System Performance(2)

0 Block cache (also called buffer cache)

0 Modified LRU policy can be used for replacement
where blocks corresponding to I-node blocks,
indirect blocks, full data blocks, directory blocks,
and partially full data blocks are treated differently

» E.g., partially full blocks go to the end of the LRU list so
that they will be cached for a while

0 Delayed write policy
* “sync” operation performed every 30 seconds
+ Write thru policy for critical file system data (e.g. inodes)
] Block read ahead

0 Most files are read sequentially, so prefetching
block k+1 into the cache when block k is accessed
usually pays off

35

File System Performance (3)

|-nodes are Disk is divided into
located near cylinder groups, each
the start with its own i-nodes
of the disk

Cylinder group

(@ (b)

0 I-nodes placed at the start of the disk

[ Disk divided into cylinder groups
0 each with its own blocks and i-nodes

36
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UNIX File System (1)

Boot Super
block block

o/

| nodes Data blocks

Disk layout in classical UNIX systems

37

Do Do

UNIX File System (2)

Directory entry fields.

Field | Bytes | Description

Mode 2 File type, protection bits, setuid, setgid bits

Nlinks 2 Number of directory entries pointing to this i-node

Uid 2 UID of the file owner

Gid 2 GID of the file owner

Size 4 | File size in bytes

Addr 39 | Address of first 10 disk blocks, then 3 indirect blocks

Gen 1 Generation number (incremented every time i-node is reused)
Atime 4 Time the file was last accessed

Mtime 4 Time the file was last modified

Ctime 4 | Time the i-node was last changed (except the other times)

Structure of the i-node

38

19



UNIX File System (3)

Open file
description i-node
Parent's File position Mode
file RW
descriptor Pointer fo i-node Link count
table N " i
File position Uid
RW i
Child's Pointer fo i-node ad
file File size
descriptor
table -t =L Times
Unrelated f—— Ad?_'fﬁa: of Painters to
process’ | F—— s disk blocks
file —1 disk blocks
descriptor | —— Single indirect
table

Double indirect

Triphe indirect
Triple
indirect /
block  Double
indirect g
block  Srdle
indirect
block

The relation between the file descriptor table, the
open file description

39
UNIX Filename Lookup
Block 132 I-node 26 Block 406
I-node 6 is fusr is for is /usr/ast
Root directory is for /usr directory lusr/ast directory
11]. 6|~ 26 | -
Mode Mode
1] .. size 1| == size B | =
il ti
4 | bin mes 19 | dick mes 64 | grants
7 | dev 132 30 | erik 406 92 | books
14 | lib 51 | jim 60 | mbox
9 | etc 26 | ast 81 | minix
6 | usr 45 | bal 17 | src
8 | tmp
|-node 6 I-node 26
Looking up says that /usr/ast says that /usr/ast/mbox
usr yields Jusris in is i-node /usr/astis in is i-node
i-node 6 block 132 26 block 406 60
The steps in looking up /usr/ast/mbox
40
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The Linux File System

Boot

Block group 0

Block group 1

Block group 2

Block group 3

Block group 4

= I~
€
ISuper—| Group Block |l-node I=nod Data
block | descriptor | bitmap | bitmap AR blocks
0

Layout of the Linux Ex2 file system.
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NTFS File System Structure (1)
’ i /
I |
~ _
16 | First user file
15 Z{Reserved for future use)77772777277] )
14 PZ(Reserved for future use) /7777722
13 pZ(Reserved for future use)Zz7z7 2777/
12 Reserved for future use)27272 727727
11 | $Extend Extentions: quotas,etc
10 $Upcase Case conversion table
9 | $Secure Security descriptors for all files
8 | $BadClus List of bad blocks Metadata files
7 | $Boot  Bootstrap loader >
6 [ $Bitmap Bitmap of blocks used
5 Root directory
4 AttrDef Attribute definitions
3| $Volume Volume file
2 [ SLogFile Log file to recovery
1 MitMirr  Mirror copy of MFT
0 [ $Mft Master File Table J
The NTFS master file table
42
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NTFES File System Structure (2)

Attribute

Description

Standard information

Flag bits, timestamps, etc.

File name

File name in Unicode; may be repeated for MS-DOS name

Security descriptor

Obsolete. Security information is now in $Extend$Secure

Attribute list

Location of additional MFT records, if needed

Object ID

64-bit file identifier unique to this volume

Reparse point

Used for mounting and symbolic links

Volume name

Name of this volume (used only in $Volume)

Volume information

Volume version (used only in $Volume)

Index root Used for directories
Index allocation Used for very large directories
Bitmap Used for very large directories

Logged utility stream

Controls logging to $LogFile

Data

Stream data; may be repeated

The attributes used in MFT records

43

NTFS File System Structure (3)

Standard File name Data -«—— Info about data blocks —
info header header header
Record Header Run #1 Run #2 Run #3
—_— ey A e e
header — . .
Standard || . : : : :
MTE ey File name || O : 9 20: 4 64i 2 80: 3 Unused
record X

___:,

Disk blocks | ||| ‘ D;|

—_—
Blocks numbers  20-23 64-65 80-82

An MFT record for a three-run, nine-block file

44

22



NTES File System Structure (4)

109
108 l [Run #m+1] S | Runn /////}<—— Second extension record
107
106
105 [ Run #k+1[ ‘e [Run m |«—— First extension record
104
103
102 [T MFT 105 [MFT 108 [Run #1]: - |Run #k|<—— Base record
101
100

A file that requires three MFT records to store its runs
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NTFS File Name Lookup

5. Return handle
to calling process

| Handle |
web_htm

C: ~
D: \ C
I maria
Harddisk Volume 1 ) )

_\P Root directory 1

\?7? Directory \Devices MFT for HD volume 1

-

1. Look up C:in\?7

4. Create new
file object

2. Follow symbolic link
to get disk portion

3. Look up path name

Steps in looking up the file C:mariaweb.htm

46
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NTFES File Compression

Original uncompressed file

|||I|||IIIIIIIIIIIII|||II||||||I|||I||||I||||||II

-.24 3
| Compressed ‘ l | | ‘ |U|n%0|l'nérés:se:d| | | ‘ | Compressed
Disk addr 30 37 ' ' 55 85

(a)
Header Five runs (of which two empties)

\
\ t]
§

c
3
c
7]
o]
o

info

|5‘a.”°'a’°' File name || 0 148 [30i8 | 0 i 8 |40i16 |85 8 |0 8

N

(b)

(a) An example of a 48-block file being compressed to 32 blocks
(b) The MFT record for the file after compression
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