Overview of Computer Networks

Client-Server Transaction
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7 Most network applications are based upon client-server

model

Client: process that requests service

Server: process that implements and provides service
Client usually blocks until server responds

Client and server use an application-level network protocol
for communication
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Networks and Internetworks

7 Network: set of hierarchically connected
hosts/devices

O LANs (Local area networks)
+ SANs (system area networks)
O WANs (Wide area networks)

7 Internetwork or internet: set of
interconnected networks

O Internet (Global IP Internet) most famous
example of an internet

Network types

Range Bandwidth (Mbps) Latency (ms)
SAN 1-10m  1000-10000 0.01-10
LAN 1-2kms  10-1000 1-10
WAN worldwide  0.010-600 100-500
MAN 2-50kms  1-150 10
Wireless LAN 0.15-1.5km  2-11 5-20
Wireless WAN  worldwide  0.010-2 100-500

Internet worldwide 0.010-2 100-500




Hardware Organization of a Network Host
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Local Area Networks

3 Ethernet: conceptual view
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3 Collection of hosts connected by wires to
hubs and switches

7 Bridges (switched) connect multiple
Ethernet segments




Ethernet Segment

| Host | | Host | Host |
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Hub

7 Operation

O Each Ethernet adapter has a unique 48-bit
address (MAC address)

O Hosts send bits to any other host in chunks
called frames
* Hub slavishly copies each bit from each port o every other
port
- Every host sees every bit
Note: Hubs are on their way out. Bridges (switches,

routers) became cheap enough to replace them (means no
more broadcasting)

Bridged Ethernet Segment
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7 Bridges cleverly learn which hosts are reachable from which
ports and then selectively copy frames from port to port




Internets
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3 Multiple LANs can be physically connected
by specialized computers called routers
O LANs may be of different types (i.e. different
frame sizes, protocols)
7 The connected networks are called an
internet

Network Protocols

7 How is it possible to send bits across
incompatible LANs and WANs?

3 Solution:
O protocol software running on each host and router
O smooths out the differences between the different
networks
7 Implements an internet protocol (i.e., set of

rules)

O governs how hosts and routers should cooperate
when they transfer data from network to network

O TCP/IP is the protocol for the global IP Internet




The role of protocol software
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Internetworking Protocol

3 Provides a naming scheme
O An internet protocol defines a uniform format
for host addresses
O Each host (and router) is assigned at least one
of these internet addresses that uniquely
identifies it
A Provides a delivery mechanism
O An internet protocol defines a standard
transfer unit (packet)
O Packet consists of header and payload
Header: contains info such as packet size, source and

destination addresses
* Payload: contains data bits sent from source host




Conceptual layering of protocol software
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Protocol layers in the ISO Open Systems
Interconnection (OSI) model
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OSI protocol summary

Layer Description Examples

Application Protocols that are designed to meet the communication requirements of HTTP,FTP, SMTP,
specific applications, often defining the interface to a service. CORBA IIOP

Presentation ~ Protocols at this level transmit data in a network representation that is Secure Sockets
independent of the representations used in individual computers, which may (SSL),CORBA Data
differ. Encryption is also performed in this layer, if required. Rep.

Session At this level reliability and adaptation are performed, such as detection of
failures and automatic recovery.

Transport This is the lowest level at which messages (rather than packets) are handled. TCP, UDP
Messages are addressed to communication ports attached to processes,

Protocols in this layer may be connection-oriented or connectionless.

Network Transfers data packets between computers in a specific network. Ina WAN TP, ATM virtual
or an internetwork this involves the generation of a route passing through circuits
routers. In a single LAN no routing is required.

Data link Responsible for transmission of packets between nodes that are directly Ethernet MAC,
connected by a physical link. In a WAN transmission is between pairs of ATM cell transfer,
routers or between routers and hosts. In a LAN it is between any pair of hosts. PPP

Physical The circuits and hardware that drive the network. It transmits sequences of ~ Ethernet base- band

binary data by analogue signalling, using amplitude or frequency modulation
of electrical signals (on cable circuits), light signals (on fibre optic circuits)
or other electromagnetic signals (on radio and microwave circuits).

signalling, ISDN
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Encapsulation as it is applied in layered protocols

, Application-layer message,
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Global IP Internet

7 Most famous example of an internet

7 Based on the TCP/IP protocol family

O IP (Internet protocol):

* Provides basic naming scheme and unreliable delivery
capability of packets (datagrams) from host-to-host

O UDP (Unreliable Datagram Protocol)

+ Uses IP to provide unreliable datagram delivery from
process-to-process

O TCP (Transmission Control Protocol)

+ Uses IP to provide reliable byte streams from
process-to-process over connections

7 Accessed via a mix of Unix file I/0 and
functions from the sockets interface




TCP/IP layers
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Internet Protocol: Naming hosts and routers

People: many identifiers:  Domain Name System:
© SSN, name, Passport # o gistributed database
Internet hosts, routers: implemented in hierarchy
© IP address (32 bit) - of many name servers

used for addressing O application-layer protocol

datagrams n
o “nhame”, e.g., ost, routers, name

gaia.cs.umass.edu - used servers o communicate
by humans to resolve names
Q: map between IP (address/name
addresses and name ? translation)
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Internet address structure, showing field sizes
in bits

«— - yy —

Class A: |O| Network 1D I Host ID |

—— |y — — 16 ————

Class B: | 1| 0| Network 1D Host ID |

“-——— ) ————— - a—3 —>»

Class C: | 1 | 1 | 0 | Network 1D Host ID |

e —— 28 >

Class D (multicast): | 1 | 1 | 1 | 0| Multicast address |
44— 97 »

Class E (reserved): | 1| 1 | 1 | 1| 0| unused |
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Decimal representation of Internet addresses

octet 1 octet 2 octet 3 Range of addresses
Network ID Host ID
T 17 11.0.0.0to
Class A: 1to 127 0 to 255 0 to 255 0 to 255 127.255.255.255
Network ID Host ID
) 1T 1
ClassB: 128 to 191 to 2 to 2 to 2 128.0.0.0to
8 to 19 0to 255 0to 255 0to 255 191.255.255.255
; Network |D Host ID !
. 192.0.0.0 to
Class C: 192 to 223 0 to 255 0 to 255 1 to 254 223 255 255 255
Multicast address
. T 1224.0.0.0 to
Class D Ilticast):
ass D (multicast) 224 to 239 0 to 255 0 to 255 1to 254 230 9255.955.255
I 1
Class E (reserved): 240 to 255 00 255 0to 255 1to254 12800010

247.255.255.255
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Internet Domain Names

unnamed root

mil e ‘u gov com
mit cmu  berkeley amazon
cs ece WWW
\ 208.216.181.15
cmcl pdl

kittyhawk imperial
128.2.194.242 128.2.189.40

First-level domain names

Second-level domain names

Third-level domain names
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DNS name servers

Why not centralize DNS?
A single point of failure
A traffic volume

7 distant centralized
database

7 maintenance

doesn't scale!

7 no server has all name-
to-IP address mappings

local name servers:

O each ISP, company has
local (default) name server

O host DNS query first goes

to local name server
authoritative name server:

o for a host: stores that
host's IP address, name

O can perform name/address
translation for that host's
name

25

DNS: Root name servers

7 contacted by local
name server that can
not resolve name

3 root name server:

O contacts
authoritative name
server if name
mapping not known

O gets mapping

O returns mapping to
local hame server

9 ~ dozen root name
servers worldwide

M-WIDE Keio

DNS Root Servers tres

Designation, Responsibility, and Locations
I-NORDU Stockholm

E-NASA Moffet Field CA
F-ISC Woodside CA -
3
2
w
v

K-LINX/RIPE London

v
=, A-NSF-NSI Herndon VA
*s  C-PSlIHerndon VA
D-UMD College Pk MD
G-DISA-Boeing Vienna VA

B-DISA-USC Marina delRey CA H-USArmy Aberdeen MD
L-DISA-USC Marina delRey CA J-NSF-NSI Herndon VA
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Simple DNS example

root name server

host surf.eurecom. fr ) @ 4
wants IP address of / x
gaia.cs.umass.edu f

1. Contacts its local DNS
server, dns.eurecom. fr

2.dns.eurecom. £r contacts local natmle server

root name server, 'f dns.eurecom. fr
necessary
1
3. root name server contacts 6
authoritative name server, @
dns.umass.edu, if
necessary requesting host

surf.eurecom. fr

authorititive name server
dns.umass.edu

gaia.cs.umass.edu
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The programmer's conceptual view of a TCP/IP

Internet

Application Application

TCP UDP

28

14



Hardware and Software Organization of a

Client-Server Application

Sockets interface...
(system calls)

Hardware interface..
(interrupts)

Client
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