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Processes & Signals 

CS 475 
This lecture is based on Chapter 8 of Computer Systems: 
A Programmer’s Perspective (Bryant & O’Halloran) 
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Processes!
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Logical Control Flows!

Time!

Process A! Process B! Process C!

Each process has its own logical control flow!
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Concurrent Processes!

Time!

Process A! Process B! Process C!



1/24/10	  

3	  

– 5 –! CS 475!

User View of Concurrent Processes!

Time!

Process A! Process B! Process C!
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Context Switching!

Process A!
code!

Process B!
code!

user code!

kernel code!

user code!

kernel code!

user code!

Time!
context switch!

context switch!
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Private Address Spaces!

kernel virtual memory!
(code, data, heap, stack)!

memory mapped region for!
shared libraries!

run-time heap!
(managed by malloc)!

user stack!
(created at runtime)!

unused!0!

%esp (stack pointer)!

memory!
invisible to!
user code!

brk!

0xc0000000 

0x08048000 

0x40000000 

read/write segment!
(.data, .bss)!
read-only segment!
(.init, .text, .rodata)!

loaded from the !
executable file!

0xffffffff 
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fork: Creating new processes!

if (fork() == 0) { 
   printf("hello from child\n"); 
} else {  
   printf("hello from parent\n"); 
} 

Fork is interesting!
(and often confusing)!
because it is called!
once but returns twice!
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Fork Example #1!

void fork1() 
{ 
    int x = 1; 
    pid_t pid = fork(); 
    if (pid == 0) { 

 printf("Child has x = %d\n", ++x); 
    } else { 

 printf("Parent has x = %d\n", --x); 
    } 
    printf("Bye from process %d with x = %d\n", getpid(), x); 
} 
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Fork Example #2!

void fork2() 
{ 
    printf("L0\n"); 
    fork(); 
    printf("L1\n");     
    fork(); 
    printf("Bye\n"); 
} 

L0 L1 

L1 

Bye 

Bye 

Bye 

Bye 
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Fork Example #3!

void fork3() 
{ 
    printf("L0\n"); 
    fork(); 
    printf("L1\n");     
    fork(); 
    printf("L2\n");     
    fork(); 
    printf("Bye\n"); 
} 

L1 L2 

L2 

Bye 

Bye 

Bye 

Bye 

L1 L2 

L2 

Bye 

Bye 

Bye 

Bye 

L0 

– 12 –! CS 475!

Fork Example #4!

void fork4() 
{ 
    printf("L0\n"); 
    if (fork() != 0) { 

 printf("L1\n");     
 if (fork() != 0) { 
     printf("L2\n"); 
     fork(); 
 } 

    } 
    printf("Bye\n"); 
} 

L0 L1 

Bye 

L2 

Bye 

Bye 

Bye 
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Fork Example #5!

void fork5() 
{ 
    printf("L0\n"); 
    if (fork() == 0) { 

 printf("L1\n");     
 if (fork() == 0) { 
     printf("L2\n"); 
     fork(); 
 } 

    } 
    printf("Bye\n"); 
} 

L0 Bye 

L1 

Bye 

Bye 

Bye 

L2 
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exit: Destroying Process!

void cleanup(void) { 
   printf("cleaning up\n"); 
} 

void fork6() { 
   atexit(cleanup); 
   fork(); 
   exit(0); 
} 
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Zombies!
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linux> ./forks 7 & 
[1] 6639 
Running Parent, PID = 6639 
Terminating Child, PID = 6640 
linux> ps 
  PID TTY          TIME CMD 
 6585 ttyp9    00:00:00 tcsh 
 6639 ttyp9    00:00:03 forks 
 6640 ttyp9    00:00:00 forks <defunct> 
 6641 ttyp9    00:00:00 ps 
linux> kill 6639 
[1]    Terminated 
linux> ps 
  PID TTY          TIME CMD 
 6585 ttyp9    00:00:00 tcsh 
 6642 ttyp9    00:00:00 ps 

Zombie 
Example!

  ps shows child 
process as “defunct”!

  Killing parent allows 
child to be reaped!

void fork7() 
{ 
    if (fork() == 0) { 

 /* Child */ 
 printf("Terminating Child, PID = %d\n", 
        getpid()); 
 exit(0); 

    } else { 
 printf("Running Parent, PID = %d\n", 
        getpid()); 
 while (1) 
     ; /* Infinite loop */ 

    } 
} 
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linux> ./forks 8 
Terminating Parent, PID = 6675 
Running Child, PID = 6676 
linux> ps 
  PID TTY          TIME CMD 
 6585 ttyp9    00:00:00 tcsh 
 6676 ttyp9    00:00:06 forks 
 6677 ttyp9    00:00:00 ps 
linux> kill 6676 
linux> ps 
  PID TTY          TIME CMD 
 6585 ttyp9    00:00:00 tcsh 
 6678 ttyp9    00:00:00 ps 

Nonterminating 
Child  
Example!

  Child process still active 
even though parent has 
terminated!

  Must kill explicitly, or else 
will keep running 
indefinitely!

void fork8() 
{ 
    if (fork() == 0) { 

 /* Child */ 
 printf("Running Child, PID = %d\n", 
        getpid()); 
 while (1) 
     ; /* Infinite loop */ 

    } else { 
 printf("Terminating Parent, PID = %d\n", 
        getpid()); 
 exit(0); 

    } 
} 

– 18 –! CS 475!

wait: Synchronizing with children!
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wait: Synchronizing with children!
void fork9() { 
   int child_status;   

   if (fork() == 0) { 
      printf("HC: hello from child\n"); 
   } 
   else { 
      printf("HP: hello from parent\n"); 
      wait(&child_status); 
      printf("CT: child has terminated\n"); 
   } 
   printf("Bye\n"); 
   exit(); 
} 

HP 

HC Bye 

CT Bye 
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Wait Example!
  If multiple children completed, will take in arbitrary order!
  Can use macros WIFEXITED and WEXITSTATUS to get 

information about exit status!
void fork10() 
{ 
    pid_t pid[N]; 
    int i; 
    int child_status; 
    for (i = 0; i < N; i++) 

 if ((pid[i] = fork()) == 0) 
     exit(100+i); /* Child */ 

    for (i = 0; i < N; i++) { 
 pid_t wpid = wait(&child_status); 
 if (WIFEXITED(child_status)) 
     printf("Child %d terminated with exit status %d\n", 
     wpid, WEXITSTATUS(child_status)); 
 else 
     printf("Child %d terminate abnormally\n", wpid); 

    } 
} 
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Waitpid!
  waitpid(pid, &status, options) 

  Can wait for specific process!
  Various options!

void fork11() 
{ 
    pid_t pid[N]; 
    int i; 
    int child_status; 
    for (i = 0; i < N; i++) 

 if ((pid[i] = fork()) == 0) 
     exit(100+i); /* Child */ 

    for (i = 0; i < N; i++) { 
 pid_t wpid = waitpid(pid[i], &child_status, 0); 
 if (WIFEXITED(child_status)) 
     printf("Child %d terminated with exit status %d\n", 
     wpid, WEXITSTATUS(child_status)); 
 else 
     printf("Child %d terminated abnormally\n", wpid); 

    } 
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Wait/Waitpid Example Outputs!

Child 3565 terminated with exit status 103 
Child 3564 terminated with exit status 102 
Child 3563 terminated with exit status 101 
Child 3562 terminated with exit status 100 
Child 3566 terminated with exit status 104 

Child 3568 terminated with exit status 100 
Child 3569 terminated with exit status 101 
Child 3570 terminated with exit status 102 
Child 3571 terminated with exit status 103 
Child 3572 terminated with exit status 104 

Using wait (fork10)!

Using waitpid (fork11)!
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exec: Running new programs!

main() { 
   if (fork() == 0) { 
      execl("/usr/bin/cp", "cp", "foo", "bar", 0); 
   } 
   wait(NULL); 
   printf("copy completed\n"); 
   exit(); 
} 
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The World of Multitasking!



1/24/10	  

13	  

– 25 –! CS 475!

Programmerʼs Model of Multitasking!
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Unix Process Hierarchy!

Login shell!

Child!Child!Child!

Grandchild!Grandchild!

[0] 

Daemon!
e.g. httpd 

init [1] 
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Unix Startup: Step 1!

init [1] 

[0] Process 0: handcrafted kernel process!

Child process 1 execs /sbin/init!

1. Pushing reset button loads the PC with the address of a small !
    bootstrap program.!
2. Bootstrap program loads the boot block (disk block 0).!
3. Boot block program loads kernel binary (e.g., /boot/vmlinux)!
4. Boot block program passes control to kernel.!
5. Kernel handcrafts the data structures for process 0.!

Process 0 forks child process 1!
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Unix Startup: Step 2!

init [1] 

[0] 

getty Daemons!
e.g. ftpd, httpd!

/etc/inittab 
init forks and execs 
daemons per /etc/
inittab, and forks and 
execs a getty program for 
the console!
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Unix Startup: Step 3!

init [1] 

[0] 

The getty process 
execs a login 
program!

login 
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Unix Startup: Step 4!

init [1] 

[0] 

login reads login and passwd.!
if OK, it execs a shell.!
if not OK, it execs another getty 

tcsh 
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Shell Programs!

int main()  
{ 
    char cmdline[MAXLINE];  

    while (1) { 
 /* read */ 
 printf("> ");                    
 Fgets(cmdline, MAXLINE, stdin);  
 if (feof(stdin)) 
     exit(0); 

 /* evaluate */ 
 eval(cmdline); 

    }  
} 
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Simple Shell eval Function!
void eval(char *cmdline)  
{ 
    char *argv[MAXARGS]; /* argv for execve() */ 
    int bg;              /* should the job run in bg or fg? */ 
    pid_t pid;           /* process id */ 

    bg = parseline(cmdline, argv);  
    if (!builtin_command(argv)) {  

 if ((pid = Fork()) == 0) {   /* child runs user job */ 
     if (execve(argv[0], argv, environ) < 0) { 
  printf("%s: Command not found.\n", argv[0]); 
  exit(0); 
     } 
 } 

 if (!bg) {   /* parent waits for fg job to terminate */ 
           int status; 

     if (waitpid(pid, &status, 0) < 0) 
  unix_error("waitfg: waitpid error"); 
 } 
 else         /* otherwise, don’t wait for bg job */ 
     printf("%d %s", pid, cmdline); 

    } 
} 
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Problem with Simple Shell Example!

– 34 –! CS 475!

Signals!
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Signal Concepts !!
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Signal Concepts (cont)!



1/24/10	  

19	  

– 37 –! CS 475!

Signal Concepts (cont)!
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Signal Concepts !!
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Process Groups!

Fore- 
ground 
job 

Back- 
ground 
job #1 

Back- 
ground 
job #2 

Shell 

Child Child 

pid=10 
pgid=10 

Foreground 
process group 20 

Background 
process group 32 

Background 
process group 40 

pid=20 
pgid=20 

pid=32 
pgid=32 

pid=40 
pgid=40 

pid=21 
pgid=20 

pid=22 
pgid=20 
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Sending Signals with kill Program!

linux> ./forks 16  
linux> Child1: pid=24818 pgrp=24817  
Child2: pid=24819 pgrp=24817  

linux> ps  
  PID TTY          TIME CMD  
24788 pts/2    00:00:00 tcsh  
24818 pts/2    00:00:02 forks  
24819 pts/2    00:00:02 forks  
24820 pts/2    00:00:00 ps  
linux> kill -9 -24817  
linux> ps   
  PID TTY          TIME CMD  
24788 pts/2    00:00:00 tcsh  
24823 pts/2    00:00:00 ps  
linux>  
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Sending Signals from the Keyboard!

Fore- 
ground 
job 

Back- 
ground 
job #1 

Back- 
ground 
job #2 

Shell 

Child Child 

pid=10 
pgid=10 

Foreground 
process group 20 

Background 
process  
group 32 

Background 
process  
group 40 

pid=20 
pgid=20 

pid=32 
pgid=32 

pid=40 
pgid=40 

pid=21 
pgid=20 

pid=22 
pgid=20 
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Example of ctrl-c and ctrl-z 

linux> ./forks 17  
Child: pid=24868 pgrp=24867  
Parent: pid=24867 pgrp=24867  
 <typed ctrl-z> 
Suspended  
linux> ps a  
  PID TTY      STAT   TIME COMMAND  
24788 pts/2    S      0:00 -usr/local/bin/tcsh -i  
24867 pts/2    T      0:01 ./forks 17  
24868 pts/2    T      0:01 ./forks 17  
24869 pts/2    R      0:00 ps a  
bass> fg  
./forks 17  
<typed ctrl-c>  
linux> ps a  
  PID TTY      STAT   TIME COMMAND  
24788 pts/2    S      0:00 -usr/local/bin/tcsh -i  
24870 pts/2    R      0:00 ps a  
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Sending Signals with kill Function!
void fork12() 
{ 
    pid_t pid[N]; 
    int i, child_status; 
    for (i = 0; i < N; i++) 

 if ((pid[i] = fork()) == 0) 
     while(1); /* Child infinite loop */ 

    /* Parent terminates the child processes */ 
    for (i = 0; i < N; i++) { 

 printf("Killing process %d\n", pid[i]); 
 kill(pid[i], SIGINT); 

    } 

    /* Parent reaps terminated children */ 
    for (i = 0; i < N; i++) { 

 pid_t wpid = wait(&child_status); 
 if (WIFEXITED(child_status)) 
     printf("Child %d terminated with exit status %d\n", 
     wpid, WEXITSTATUS(child_status)); 
 else 
     printf("Child %d terminated abnormally\n", wpid); 

    } 
} 

– 44 –! CS 475!

Receiving Signals!
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Default Actions!

– 46 –! CS 475!

Installing Signal Handlers!
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Signal Handling Example!
void int_handler(int sig) 
{ 
    printf("Process %d received signal %d\n",  
            getpid(), sig); 
    exit(0); 
} 

void fork13() 
{ 
    pid_t pid[N]; 
    int i, child_status; 
    signal(SIGINT, int_handler); 

    . . . 
} 

linux> ./forks 13  
Killing process 24973  
Killing process 24974  
Killing process 24975  
Killing process 24976  
Killing process 24977  
Process 24977 received signal 2  
Child 24977 terminated with exit status 0  
Process 24976 received signal 2  
Child 24976 terminated with exit status 0  
Process 24975 received signal 2  
Child 24975 terminated with exit status 0  
Process 24974 received signal 2  
Child 24974 terminated with exit status 0  
Process 24973 received signal 2  
Child 24973 terminated with exit status 0  
linux>  
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Signal Handler Funkiness!

int ccount = 0; 
void child_handler(int sig) 
{ 
    int child_status; 
    pid_t pid = wait(&child_status); 
    ccount--; 
    printf("Received signal %d from process %d\n",  
           sig, pid); 
} 

void fork14() 
{ 
    pid_t pid[N]; 
    int i, child_status; 
    ccount = N; 
    signal(SIGCHLD, child_handler); 
    for (i = 0; i < N; i++) 

 if ((pid[i] = fork()) == 0) { 
     /* Child: Exit */ 
     exit(0); 
 } 

    while (ccount > 0) 
 pause();/* Suspend until signal occurs */ 

} 
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Living With Nonqueuing Signals!

void child_handler2(int sig) 
{ 
    int child_status; 
    pid_t pid; 
    while ((pid = waitpid(-1,&child_status,WNOHANG)) > 0) { 

 ccount--; 
 printf("Received signal %d from process %d\n", sig, pid); 

    } 
} 

void fork15() 
{ 
    . . . 
    signal(SIGCHLD, child_handler2); 
    . . . 
} 
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A Program That Reacts to 
Externally Generated Events (ctrl-c)!

#include <stdlib.h>  
#include <stdio.h>  
#include <signal.h>  

void handler(int sig) {  
  printf("You think hitting ctrl-c will stop the bomb?\n");  
  sleep(2);  
  printf("Well...");  
  fflush(stdout);  
  sleep(1);  
  printf("OK\n");  
  exit(0);  
}  

main() {  
  signal(SIGINT, handler); /* installs ctl-c handler */ 
  while(1) {  
  }  
}  



1/24/10	  

26	  

– 51 –! CS 475!

A Program That Reacts to Internally 
Generated Events!
#include <stdio.h>  
#include <signal.h>  

int beeps = 0;  

/* SIGALRM handler */ 
void handler(int sig) {  
  printf("BEEP\n");  
  fflush(stdout);  

  if (++beeps < 5)    
    alarm(1);  
  else {  
    printf("BOOM!\n");  
    exit(0);  
  }  
}  

main() {  
  signal(SIGALRM, handler);   
  alarm(1); /* send SIGALRM in 
               1 second */ 

  while (1) {  
    /* handler returns here */  
  }  
}  

linux> a.out   
BEEP  
BEEP  
BEEP  
BEEP  
BEEP  
BOOM!  
bass>  
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Nonlocal Jumps: setjmp/longjmp 



1/24/10	  

27	  

– 53 –! CS 475!

setjmp/longjmp (cont)!
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setjmp/longjmp Example!

#include <setjmp.h> 
jmp_buf buf; 

main() { 
   if (setjmp(buf) != 0) { 
      printf("back in main due to an error\n"); 
   else 
      printf("first time through\n"); 
   p1(); /* p1 calls p2, which calls p3 */ 
}  
... 
p3() { 
   <error checking code> 
   if (error) 
      longjmp(buf, 1) 
}    
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Putting It All Together: A Program  
That Restarts Itself When ctrl-cʼd!
#include <stdio.h>  
#include <signal.h>  
#include <setjmp.h>  

sigjmp_buf buf;  

void handler(int sig) {  
  siglongjmp(buf, 1);  
}  

main() {  
  signal(SIGINT, handler);  

  if (!sigsetjmp(buf, 1))   
    printf("starting\n");  
  else   
    printf("restarting\n");  

while(1) {  
    sleep(1);  
    printf("processing...\n");  
  }  
}  

bass> a.out 
starting 
processing... 
processing... 
restarting 
processing... 
processing... 
processing... 
restarting 
processing... 
restarting 
processing... 
processing... 

Ctrl-c!

Ctrl-c!

Ctrl-c!
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Limitations of Nonlocal Jumps!

jmp_buf env; 

P1() 
{ 
  if (setjmp(env)) { 
    /* Long Jump to here */ 
  } else { 
    P2(); 
  } 
} 

P2() 
{  . . . P2(); . . . P3(); } 

P3() 
{ 
  longjmp(env, 1); 
} 

P1 

P2 

P2 

P2 

P3 

env 
P1 

Before longjmp!

After longjmp!
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Limitations of Long Jumps (cont.)!

jmp_buf env; 

P1() 
{ 
  P2(); P3(); 
} 

P2() 
{ 
   if (setjmp(env)) { 
    /* Long Jump to here */ 
  } 
} 

P3() 
{ 
  longjmp(env, 1); 
} 

env 

P1 

P2 

At setjmp!

P1 

P3 
env 

At longjmp!

X!

P1 

P2 

P2 returns!

env 
X!
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Summary!
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Summarizing (cont.)!


